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Bonpocsl k rocygapcrBeHHOMY 3K3amMeny Marucrepckast

nporpamma ""TexnoJsioruu nporpammupoBanus’'', 24.12.2024

OCHOBHBIE ITOHSTHSA ,I[G,Z[YKTHBHOP'I BepI/I(i)I/IKaI_[I/II/I. MCTO,Z[BI A0Ka3aTeJIbCTBa KOPPEKTHOCTHU
[IPOrpaMM.

OCHOBHBIE TTOHSTHUSA I[CﬂyKTHBHOfI BepI/I(l)I/IKaI_[I/II/I. MGTOI[I:I A0Ka3aTCJIbCTBa 3aBCPIIMMOCTH
MPOTpaMM.

CnucoK peKOMeH/10BAHHOM JIUTEPATYPhI

1. bByzoanos, Kopnvixun, Illangépos, [lempenko, Xopowunos. [lpakmuxym no 0edykmusHoU gepugpuxayuu
npozpamm: yuebno-memoouueckoe nocooue. — M.: MAKC-IIpecc, 2014.

2. B.Meiiep. O6vexmHo-opueHmupo8anHoe KOHCMpPYUpoganue npocpammubix cucmem — M.: Pycckas
Peoaxyus, 2005.

OcHoBHble cBesieHHss 00 oObekTHOM si3bike orpanmdenuit (OCL): cocraB OCL-BbipaxeHus,
HABHUTALMSI 10 ACCOIMAIMSAM, BUIBI KOJUICKIHH, ONEpPaluy C KOJUICKIMAMH, YYET HACIIETOBAHU
B BBIPOKEHUSX M HacjeqoBaHUe orpanuueHuii. [Ipumeps! ncnons3oBanus OCL.

CriocoObl 00BEKTHO-PENALMOHHOIO OTOOpa)KEeHUs ISl KJIaCCOB M aTpuOyTOB, OMHApHBIX U N-
apHBIX aCCOLMALINN, KJIACCOB acCOLMallui, HepapXuil HaciaenoBanus. [IpuMepsl npuMeHeHus
3TUX crnoco0oB. MojaenupoBaHue CXEMbl PEISIUOHHON 0a3bl JaHHBIX C TOMOIIBIO
JarpaMMbl KJIACCOB.

OO6pasupl (maTTepHbl) MPOSKTUPOBAHMS, UX KiIaccupUKalus U crnocod onucanus. [Ipumepst
00pa3IoB: CTPYKTYPHOTO, TOBEIEHYECKOTO U MOPOKIAIOLIETO.

CnMcok peKoOMeHI0BAHHOM JTUTepPaTyphbl

10.

1. Apnoy /., Hetiwumaom A. UML 2 u ynuguyuposannwiti npoyecc. Ilpaxmuueckuil 00vekmmuo-
opuenmuposanHuvlil ananus u npoexmuposanue. - CI16.: Cumeon-Ilnoc. - 2008. I'nasa 25.

2. Pam6o [Jxc., Braxa M. UML 2.0. O6vexmmuo-opuenmupoganroe mooenuposanue u paspabomka. - CII0.:
Humep. - 2007. I'nager 3 u 19.

3. Tamma 3. u op. [Ipuemvl 06veKMHO-OPUESHMUPOBAHHO20 Npoekmuposanus. [lammepHuol
npoexmupoganusi.: Ilep. ¢ anen. - CI16.: [lumep, 2016.

OcHOBHbIE TOHATHS 0€30MacHOCTH HMH(POPMALUK: KOH(UIACHUUAIBHOCTh, LEIOCTHOCTD,
J0CTynHOCTh. Bupl 3amutel nunpopmannu. Monens benna-Jlanagysnsl. [TonsTie ommoku,
ySI3BUMOCTH B IIPOTPaMMHOM 00€CTIeYeHUH, TPHUMEPHI.

OmmOka Tuma «mepenoiaHeHue Oydepa». BolmonHeHHe MNPOU3BOIBHOTO KOJAAa Ha
WCTIOTHUMOM cTeke. [IpoTuBoielicTBHE BBHIMOJHEHUIO KOJa Ha CTEeKe: «KaHapeika», DEP.
BeInoHeHre IpOoM3BOJIBLHOTO KOJIa Ha HEMCIIOJHUMOM cTeke. Return-to-libc, return- oriented
programming (ROP).

Cratnueckuii aHaIM3 UCXOTHOTO KOJa C IEJIbI0 MOKUCKa OomuOoK. THsl 00HApyKUBaEMBIX
omubok. IlyTh pacmpocTpaHeHus omuOKH: Source, propagation, sink. ITorokoBas u
KOHTEKCTHasl 4yBCTBUTENBHOCTh. KauecTBo pe3ynbprara ananuza: false/true positive/negative.
WuTepnperanus pe3yiabTaToOB aHATU3A.

[TpumeHeHue OTa K1 ATl OLIEHKH BO3MOXKHOCTH SKCIUTyaTalluu ys3BUMOCTEH. TeXHOIOTUH
ornagku. OTiazka MOJIb30BATENbCKOro Kojaa. [lomHocucTeMHas oTianka B BUPTYaJIbHOM
MmamuHe. CTaTudyeckoe U JUHAMHUYECKOe MHCTpyMeHTHpoBaHue. Pa33uHr. PazHoBHIHOCTH
(az3uHra: YepHbI MUK, OCNbIH MUK, CEPIi LK.

CuMBOJIBHOE BBINIOJIHEHHE: OCHOBHbIE MOHATHA. CxeMa paboThl CHCTEMbl CHMBOJIBHOIO
BbInosiHeHus. [Ipenukar mytu, npeaukar GezomacHocTH. [IpoGneMa 3KCIOHEHIMAIBHOTO
B3pBbIBa, CTPATErMH BHIOOPA CIEAYIOIIErO COCTOSHUS.



CnucoK peKOMeH/I0BAHHOM JIUTEPATYPhI

1. Brian Chess, Jacob West. Secure Programming with Static Analysis / Addison-Wesley Professional, 2007.

2. Aleph One. Smashing the Stack for Fun and Profit

3. Edward J. Schwartz, Thanassis Avgerinos, and David Brumley. Q: Exploit Hardening Made Easy.

4. Al Bessey, Ken Block, Ben Chelf, Andy Chou, Bryan Fulton, Seth Hallem, Charles Henri-Gros, Asya
Kamsky, Scott McPeak, Dawson Engler. A Few Billion Lines of Code Later: Using Static Analysis to Find
Bugs in the Real World.

5. William R. Bush, Jonathan D. Pincus, David J. Sielaff. A Static Analyzer for Finding Dynamic
Programming Errors.

6. Eli Bendersky. Cepus cmameii “How debuggers work”.

7. Chow J., Garfinkel T., Chen P. M. Decoupling dynamic program analysis from execution in virtual
environments // USENIX 2008 Annual Technical Conference on Annual Technical Conference. — 2008. —
C. 1-14

8. Nethercote N., Seward J. Valgrind: a framework for heavyweight dynamic binary instrumentation // ACM
Sigplan notices. - ACM, 2007. - T. 42. - Ne. 6. - C. 89-100.

9. Amunu Il., Cammon M., I'pun A. FUZZIiNG: uccredosanue yazeumocmet Memooom 2pyooii cuibl. —
Cumeon-Ilmoc, 2009.

10. Edward J. Schwartz, Thanassis Avgerinos, David Brumley. All You Ever Wanted to Know about Dynamic
Taint Analysis and Forward Symbolic Execution (but might have been afraid to ask), 2010

11. C. Cadar, D. Dunbar, D. Engler. KLEE: Unassisted and Automatic Generation of High-Coverage Tests
for Complex Systems Programs, 2008.

11. Kputepun mOJHOTHI TeCTHpoBaHUA. JlOMEHHbIe, (QYHKIHOHAJIbHBIE, CTPYKTYpHBIE
U IpoOJIeMHble KPUTEpUU MOIHOTHL. Mcmonp3oBaHue rpadoB, rpaMMaTUK U JOTMYECKHX
BBIPKEHUI JUIsI NOCTPOEHUS KPUTEPUEB IMOJIHOTHI TECTUPOBAHUS. THIOBBIE KPUTEPHUU
MOKPBITUS KOJIA

12. Meronbr kouTposisi kadectBa 110. Bepuduxamms w Bamumanus. Buael Bepuduxanmm.
Okcneptuza. Cratnyeckuil U TuHaMu4eckuil ananus. dopmanbHble METOABI BEpU(UKAIIUU.
[IpoBepka monenen.

13. IHTerpupoBaHHbIe TOAXO/AbI MOCTPOCHUsS] TecToB. OyeMeHThl TexHosornu UNITESK.
[IporpaMMHble KOHTpakThl. YTouHeHHMEe M (opmanuzauus TpeOoBanuil. I[locTpoenue
CIIEHapHs TecTa Ha OCHOBE TpeOOBAaHWM M 3aJlaHHOTO KPUTEPHUs MOJHOTHI TECTHUPOBAHUS.
Apxutektypa TecroBoro Habopa UniTESK. Opranusaius TeCTHPOBAHUS PaCIIpe/IeIeHHBIX
cucreM. CemaHTHKa yepeoBaHus. COOBITHIHBIE KOHTPAKTHI.

CHuCOK peKOMeH/10BAHHOM JIUTEPATYpPbI
1. A Mecapow. Illabroner mecmuposanus XUnit. M.: Burvsmc, 2008
2. Mamepuanwt kypca B.B.Kynamuna "Tecmuposanue npoepammnozo ovecneuenus”: http://mbt-
course.narod.ru

14. Crnemndukanms U BepupHUKaMi NapaienbHbIX nporpaMMm. CHHXpPOHHAs U aCHHXPOHHAs
napauienbHocTh.  CIpaBeUIMBOCTh IIAHUPOBIIMKA. TeMIopaibHas JIOTHKA JIMHEHHOTO
Bpemenn (LTL). [TpoGiema B3auMHOTO HCKJIFOUSHHUS TIPOIIECCOB.

15. A6cTpakTHBIE MOIENH: OIKMOKHU TiepBoro u Broporo pozos (false positives, false negatives).
[MpenukaTHas aOCTpakmus MpOrpaMM W YTOYHEHHE aOCTPaKIHMK TIO0 KOHTPIpUMEpam
(CEGAR). Ee ucrnonp3oBaHue Ui BepHUPUKALUK IIPOTPAMM Ha SI3bIKaX MPOrPaMMHPOBAHHUSL.

Cnmcok peKoMeH/I0BaAHHO# JINTepaTyphl
1. FO.I'. Kapnos. Model Checking. Bepugukayus napaniensvix u pacnpedeieHHbix npOSpamMMHbIX CUCTIEM.
— CI6.: BXB-Ilemepbype, 2010.
2. Kamxun A.C. Beedenue 6 popmanvhbie memooul eepughuxayuu npoepamm: yuebrnoe nocobue. — Mockea:
MAKC Ilpecc, 2018.

16. Undpopmanmonnas 6e3onacHocts. lndpoBanue nanusix. Kpunrorpadudeckas cTORKOCTS.


http://mbt-course.narod.ru/
http://mbt-course.narod.ru/

Cummerpuunas kpuntorpadus. brounsiit mmdp (DES) u ero pexumbl. AcCHMETpUYHBIC
cxembl (RSA u Iudpdu-Xemmana). Kox ayrenrupukaumun (MAC). Ludposas moamuch
(DSA).

17.TlonsiTue aHOHMMHOCTH TOJIb30BaTeNs B ceTu. Maentuduxatopsl mosip3oBarenist B CETH HA
pa3HbIxX ypoBHsX (ycrpoiictBa, OC, T10). [Tonxo/bl K TeaHOHUMH3AIUH U CIIOCOOBI 3alTUTHI.
Konnenmus anonumubix cereit (Mix u Tor). JlykoBas MmapruipyTtu3anus. Buabl arak Ha
AHOHUMHBIE CETH.

Crnncok peKoOMeH/10BAHHOM JINTEPaTypbl
1. Ouopio Tanenbaym, [Jr6uo Yazepoun. Komnvromepnoie cemu. Ilamoe uzoanue. — CI16.: [Tumep, 2012.
2. Jon Mark Allem. OS and Application Fingerprinting Techniques. — SANS Institute, 2007.
3. Grahn, K. J,, Forss, T., & Pulkkis, G. Anonymous Communication on the Internet. Proceedings of
Informing Science & IT Education Conference (InSITE) 2014 (pp. 103-120).



