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0630p ModSecurity



Open Source Web Application Firewall

2710 open source web application firewall (WAF)
module ana Apache web servers

» www.modsecurity.org
PaszpeneHne Rule n Audit Engines

» BO3MOXXHOCTK CO34aHMs NOroB NOJIHOrO 3anpoca/oTBeTa
HTTP

[nybokmn aHanm3 HTTP n HTML
» HapexxHbin Parsing (form encoding, multipart, XML)

A3bIKk Rules ocHOBaH Ha cobbITUSAX

» BO3MOXXHOCTU npenoTBpalieHns obxoaa (dyHKUMK
HopMannsauumn)

Jl1onoTHUTEeNbHblE BO3MOXXHOCTW
» Transactional and Persistent Collections
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category discussion view source history

Category:OWASP ModSecurity Core Rule Set Project

Latest News and Mail List = Contributors, Users and Adopters | Project About

Overview

ModSecurity is an Apache web server module that provides a web application firewall engine.
The ModSecurity Rules Language engine is extrememly flexible and robust and has been
referred to as the "Swiss Army Knife of web application firewalls." While this is certainly true, it
doesn't do much implicitly on its own and requires rules to tell it what to do. In order to enable
users to take full advantage of ModSecurity out of the box, we have developed the Core Rule
Set (CRS) which provides critical protections against attacks across most every web
architecture.

Unlike intrusion detection and prevention systems, which rely on signatures specific to known
vulnerabilities, the CRS is based on generic rules which focus on attack payload identification in
order to provide protection from zero day and unknown vulnerabilities often found in web
applications, which are in most cases custom coded.

Detection Categories

In order to provide generic web applications protection, the Core Rules use the following
techniques:

= Protocol compliance:

= HTTP request validation - This first line of protection ensures that all abnormal HTTP
requests are detected. This line of defense eliminates a large number of automated and
non targeted attacks as well as protects the web server itself.

- Download I Bug Tracker I Demo [ Installation I Documentation = Presentations and Whitepapers [ Related Projects '

modsecuritv

Open Source Web Application Firewall -

web server

modsecurity
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Lunun, plug-n-play Habop WAF-npaBu
BOSISIET BblOMpPATb PEXUM BbINO/HEHNS
“TaHAapTHbIN vs. OnpeaeneHne aHoMannu

-~baze_rules:
'e rOpM M O6Ha py>I<eH Mﬂ - odsecurity_4B_generic_attacks.data
- odsecurity_41_ sql_injection_attacks
odsecurity_46_et_=sql_injection.data
. DEEEELll‘:i.Ey_Eg_EtE;:Eh_Eu&E§ ~.data
securi outhound.data
\OppeKTHOCTb npOTOKona gﬂSE[.‘.Lll"'itﬁ:[:l‘f:‘_ﬂﬂ_]]l‘ﬂtﬂ[:ﬂ1_l.l2i.Dl-El_tiD
odsecurity_crs_21 protocol_anomalie:
D[I_EE[:Lll‘:i.t_I,F_[:l"'E_EE_l‘EC_[I.I_EEt_:!.:i.l'l'litﬂ -CO
3peJOHOCHas NAEHTUMDMKALNS KITMEHTA i e Ry
odszecurity_crs_4U_generic_attacks.co
- odsecur :i.t y_crs_41_ php :i.dE _converter.:
UrHaTypbl 06LWMX aTak odseruritycre— 4 phplds filters ch
odzecurity_crs_41 wxss_attacks.conf
~ \ uEllﬂEl::l.u':i.Ey_c:r-E_gg_t::ujaliE :t:qnl-‘t ]
= . _crs_46_et_sqgl_dinjection .
‘VI rHaTy Dbl M3BeCTH bIX yﬂ3BM MOCTeM gﬂE:Et::"itﬁ_[:l"'E_‘lE_Et_l.-Jgh_l‘l.l‘::ll.EE ~.conf
odsecurity_crs_47_common_exceptions
odsecurity_crs_48_ local_exceptions .

IOCTyn --rOj an/Bade Oor odsecurity_crs_49? _enforcement.conf

odsecurity_crs_5S5H_outhound.conf

odsecurity_crs_6H_correlation.conf

/TeyKa OaHHbIX BOBHE optional rules:

odsecurity_crs_20_protocol_wviolatio

ugsecul‘ ity_crs _ﬁé_prutucu l_anumﬂlie -

2 »ity_crs_ ic_att g .G

'TUIUTBI U CKPUMTBI @aHTUBUPYCa U DOS Sttt i tttaityesy.
odsecurity_crs_42 tight_security.co
odsecurity crs 55 marketing.conf




[locne pacnakoBKKU CneayeT oTpeAakTUMpoBaTh
OCHOBHOW KOHMUIypaLMOHHbIN haun

» modsecurity crs 10 config.conf

HacTpouTb cneaylowme 31eMeHThI

» Cnocob obHapyxeHus — cTaHaapTHbIN vs. OnpeaenexHune
aHOManuu

» YPOBHM CTPOroCTn onpeaeneHns aHomanmn

» HeobxoammocTb 6noknpoBku (Enable/Disable)
» YPOBHM NOporos 6/10KNPOBOK

» Paranoid peXxuMm — arpeccuMBHas MHCNEKLUMS

» YCTAHOBKKM NONUTUKN HTTP

v RLIAAR FRAa vAALUIUATL nAaria coGduiTiaia (Anachoe avrrar lac 14 /1,




KOHUErymns «CamMogqoCcTaToOYHbIX» MpaBusl
S/IPS pexunMm ¢ “caMoaoCTaTovYHbIMU” NpaBuiaMm

A06HO caMoMy HTTP — npaBuia He noaaep>XXuBatoT
_TOAHUA

Het pazpgensemon nHopMaumm Mexxay npasujiamMm
Ecnn npaBuno cpabaTbiBaeT, OHO byAeT BbINOHATb
disruptive/logging aencrame

N’KOCTb OCBO€HUNA HOBbIMA MOJ1b30BaATEJIAMU

'OMNTMMAsIbHO C TOYKWN 3PEHUS YIPaBEHNS MPaBUIE
/YHast 06paboTKa NOXKHbIX NO3UTUBHOCTEN
“KNIHOYEHNI)

'OMTUMAJIbHO C TOYKM 3peHns 6e30MacHOCTU
He rce cavTtel UMerdT OIMHAKORLIE DUCKU Be0nacHOCTU



KOHLErLns COBMECTHO BbITNOJTHAROLMNXCS PaB

YCoBepLUEHCTBOBAHHbIN PEXNM
MHCNEKTUPOBAHUS/0bHapYXXeHUS

3azep>kka 6/10KMpOBKA

» MpaBuIa yCTaHAaBNMBAKOT TPaH3aKLMOHHbIE NEPEMEHHbIE
(tX) ANns XpaHEHUS BPEMEHHbIX METa-AaHHbIX O
COOTBETCTBMWN NMpaBuy

» MpaBmna Takke NpuBeayT K BO3pacTaHUO 0bHapyXeHnn
aTakK, CBA3aHHbIX C aHOMaJIbHbIM NOBEAEHMNEM

[MpaBuna, ycuneHHble aHOMasibHbIMU OLIEHKAMM,
NMPUHMMALIOT pELLeHne, 3anpeLLaTtb N TPaH3aKLumm
NPy 3aBepPLUEHUM BXOASLLEro 3anpoca.

» nodsecurity crs 49 i1nbound blocking.cor
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Target value: "' OR 1=1#"

AdResolved macro %{rulle.msg} to: SQL Injection AttackSet variable "tx.msg"™ to "SQL Injection Attack"
Setting variable: tx.sql _injection_score=+%{tx.critical _anomaly_score}

Recorded original collection variable: tx.sgl_injection_score = "0"

Resolved macro %{tx.critical _anomaly score} to: 5

Relative change: sql _injection_score=0+5

Set variable "tx.sql _injection_score'™ to "5".

Setting variable: tx.anomaly_ score=+%{tx.critical_anomaly score}

Original collection variable: tx.anomaly score = '3"

Resolved macro %{tx.critical _anomaly score} to: 5

Relative change: anomaly_score=3+5

Set variable "tx.anomaly score' to "8".

Setting variable: tx.%{rule.id}-WEB_ATTACK/SQL_INJECTION-%{matched_var_name}=%{tx.0}
Resolved macro %{rule.id} to: 950901

Resolved macro %{matched_var_name} to: ARGS:prod_id

Resolved macro %{tx.0} to: 1=1

Set variable "tx.950901-WEB ATTACK/SQL_INJECTION-ARGS:prod_id"™ to "1=1".

Warning. Pattern match "\b(\d+) ?2@:=]<>]|<=>|<[|>]1=) ?\I\DJI\""\" NN\ TJONAHD) I\
2C:=1<>1<=>1<121 12 2NNV IN2AD NN\ T QWD INTNNNN] 2 =< <= <) 1)
PINTNVNNVNINSNB LAY\ NN\ ] AAs+H(and Jor)\s+([\s\"""\" _.." at ARGS:prod _id. [File
"/usr/local/apache/conf/modsec _current/base rules/modsecurity crs 41 sqgl _injection_attacks.conf']

[line "425"] [id '950901"] [rev "2.0.9"] [msg "SQL Injection Attack'] [data "1=1""] [severity
"CRITICAL"]

ded regex subexpression to TX.0: 1=1Added regex subexpression to TX.1l: 1
Operator completed in 19 usec.Ctl: Set auditLogParts to ABIFHZE.Setting variable: tx.msg=%{rule.msg}
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Alert and Block based on Anomaly Scores

cCRulle TX:ANOMALY_SCORE "'@gt 0" \

"chain,phase:2,t:none,nolog,auditlog,deny,msg: " Inbound Anomaly
ore Exceeded (Total Score: %{TX.ANOMALY_ SCORE},
_1=%{TX_.SQL INJECTION_SCORE}, XSS=%{TX.XSS SCORE}):
[x.msg}",setvar:tx.inbound tx _msg=%{tx.msg},setvar:tx.inbound_ an
y _score=%{tx.anomaly score}"

SecRule TX:ANOMALY_SCORE '@ge
tx . 1nbound _anomaly score level}" chain
SecRule TX:ANOMALY_ SCORE_BLOCKING "@streqg on"



mMep SOQL Injection
peraumsa MHAUKaTOpPOB ANA onpeaeeHns aTaku

porme MHAnKaTopbl
J1H0YEBbIE CNOBa, Takue Kak: Xp_cmdshell, varcharr,

locnepoBaTenbHOCTU, Takue Kak: union .... select, seleci
) L

\mount: Script, cookie W document NoABNAIOTCA B
(OTOPOM r1oJsie BBOAA

abble NHAWMKATOPbl — METAa-CUMBOJIbI

S NCNOJMb3YIOT TOSIbKO CNabble CMrHaTypbl



cMarker BEGIN SQL INJECTION WEAK

cRule &TX:/SQL INJECTION/ "@eqg O™
hase:2,t:none,nolog,pass,skipAfter:END_SQL INJECTION_ WEAK"

cRulle TX:/SQL INJECTION/
b(?:rel(?:(?:nam|typ)e|]kind) |a(?:ttn(?-amejum) |scit)|c(?:0(?:nverjun)t
s(?:hutdown]elect) |to (?:numbe|cha)rju(?:pdate|nion)|d(?:-elete]rop)|gr
*\bby|having] insert]length]where)\b" \

""phase:2,chain,capture,t:none,ctl:auditLogParts=+E,block,nolog,aud
sg:"SQL Injection
tack”™,1d:"950001" ,tag: "WEB_ATTACK/SQL_INJECTION",logdata: "%{TX.0}",sev
2Ill

SecRule MATCHED VAR *'(?:[\\\CL)\%#][--)" \

"t:none,setvar:"tx.msg=%{rule.msg}" ,setvar:-tx.sqgli_score=+1,setvar
maly score=+20,setvar:tx.%{rule.i1d}-WEB ATTACK/SQL INJECTION-
matched var_ name}=%{matched var}"

cMarker END SQL_INJECTION WEAK



CTaHAapTHbIE VS. KOppe/pyroumne cobbITUs

CTaHAapTHbIN PEXNM
» MNpaBuna 3anncbiBatoT AaHHbIE O COObITUM Kak B Apache
error_log, Tak n B ModSecurity Audit log
Koppenupyrowmmn pexmM

» ba3oBble NpaBuia aHaANMU3UPYIOT CCbIJIKN U HE 3amnncbiBalC
nx HernocpeacTteeHHoO B Apache error_log

» Koppenupyowme npaBuia Ha @a3e co34aHns Noros
aHaNU3UPYIOT BXoasdLumne /nexoasime cobbiTns n co3aato
crneuuanbHble cobbITuS

» modsecurity crs 60 correlation.conf




ConocTaBneHne BXOAHbIX AaHHbIX U BbIXOAHbIX A1
YYYLIEHHOrO NPUHATUSA PELLEHUN

» bblnla N1 BXoAasLas aTaka?

» bbin nn H

P Status Code Error (4xx/5xX ypOBeHb)?

» bblna nn yTeuyka npuknagHon MHopMaumn?
BO3MOXXHOCTK KOppenauuu nydile aHaan3npyroT

OoTBET

» Owmnbka B NpunoxxeHnn 6e3 BxogHom atakun -> Contact O
» BXoaHas aTaka + BbIXoAHas owmnbka -> Contact Security



KoppenupytoLlune cobbiTns

» O: Emergency — reHepupyeTcst Npu Koppensaunu (BxoaHas aTak
BbIXOAHAs yTeuka nHpopmauumn)

» 1: Alert — reHepupyeTcs npu Koppensiumm (BxoaHas aTaka +
BbIXOAHas owKnbKa NpuKIaaHoOro ypoBHS)
He Koppenupytowmne cobbiTuS

» 2: Critical — caMbI BbICOKMW YPOBEHb BAXXHOCTWU, BO3MOXHO, 6e
kKoppensauun. OBbI4YHO 3TO reHepupyeTca npasuiaMn Beb-ataku
level files)

» 3: Error — 06bIYHO reHepuUpyeTCsl NpaBUIaMn BbIXOJHOU YTEUKM
nHpopmaunm (50 level files)

» 4: Warning — reHepupyeTcs npaBuiiaMm npu obHapyxeHnu
BpeAOHOCHOIro knneHTa (35 level files)

» 5: Notice — reHepupyeTcs NoNUTUKON NPOTOKO/A
» 6: Info — reHepupyeTcsa nNpu UCNOb30BaHUMN KIIMEHTOM NMOUCKOB

AIAAI:IAA /l_l_ IAAAI-IIAL:IAAI I:IA\



Ssage: Pattern match "\;\W*?\bdrop\b" at TX:pm sqli_data REQUEST _ URI.
1le ""/opt/wasc-

»neypot/etc/rules/base rules/modsecurlty_crs 41 sgl _1njection_attacks.c
[line ' 262 "1 [1d 959001’ ] [msg ""SQL Injection Attack'™] [data ''; drop"
everity "CRITICAL"™] [tag "WEB ATTACK/SQL_ INJECTION"]

ssage: Operator GE matched 0O at TX:anomaly score. [Tile "/opt/wasc-
neypot/etc/rules/base rules/modsecurity crs 49 enforcement.conf'] [lIn
0"] [msg ""Anomaly Score Exceeded (score 55): SQL Injection Attack
tected"]

ssage: Pattern match "\bsupplied argument i1s not a valid MySQL\b" at

SPONSE_BODY. [file "/opt/wasc-

»neypot/etc/rules/base rules/modsecurlty crs_50 outbound.conf ] [line
9] [id 971156 [msg "SQL Information Leakage'] [severity "ERROR"]

.EAKAGE/ERRORS"]

ssage: Warning. Operator GE matched 1 at TX. [file '"/opt/wasc-
neypot/etc/rules/base rules/modsecurity crs 60 correlation.conf"] [lIn
4] [msg ""Correlated Successful Attack Identified: Inbound Attack (SQL
jection Attack Detected) + Outbound Data Leakage (SQL Information Leak
(Transactional Anomaly Score: 85)"] [severity "EMERGENCY"]



93BMMOCTM MNPOTOKO/A, TakKMUe Kak pacLLeni€HHbIN
TBET, Request Smuggling, npexaeBpeMeHHoe
ABepuieHne URL

» [InnHa coaep>xmnmoro Tonbko and He GET/HEAD meTtoaos
» He ASCII cnMBONbl MNKU KOAUPOBKU B 3aroJIoBKax

» KOppekTHOe MCNo/b30BaHMe 3aro/lIoBKOB (HanpuMep, OnHE
COAEPXXUMOro ABNAETCA YNC/IOM)

» [loCcTyn 4yepe3 npoKcu
» modsecurity crs 20 protocol violations.conf

dlNMPOChbl aTaKyrowero paCno3HatoTCAd aBTOMaTUYECKI
» [1ponyck 3aronoBKOB TakmX, Kak Host, Accept, User-Agent

» XocT aBnsetca IP-agpecom (CTaHaapTHLIM METOA
PACnpoCTPaHEHNS YEPBEN)

A mnadcoarcriivrvretvys ~rve 9291 nwvoatncrall manoamalleoce ~AanF



UDIMAV IV IVITVIRG SabVviuvil Ul 11DV IUZRT VIR
» HEKOTOpbIE OrpaHNYEHUS MOTYT NMPUMEHSTLCSA B LIENIOM

» [Ina onpeaeneHHbIX OKPY>XEHNS MOXKET ObITb Co3AaH 6enbiit
CMMCOK

FPaHNYEHNSA HA Pa3Mep

» Paamep 3anpoca, pa3mMep 3arpy3ku

» # NapaMeTpoB, A/IMHA NAapaMeTpoB
» modsecurity crs 23 request limits.conf

NIEMEHTbI, KOTOPbIE MOTYT ObITb KaK pa3peLleHbl, Ta
rPAHNYEHDI

» MeToabl — NO3BONATL UNK orpaHnymBaTb WebDAY,
61oknpoBaThb «nnoxme» Metoabl, Takme Kak CONNECT, TRAM
nnn DEBUG

» Paclumpenus dannos — backup dannbl, dannbl B, ini-haw.
» Content-Tvne<s (U HeKOTODKI@ Ve R_Aronorkm)
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NMOMOIra€T NpoTuB dTaK Ha olrpeaeneHHble LUesin, H(

MOIraeT NpoTmB 0bLeN BpeAOHOCHON NHTEPHET-
TMBHOCTW

3arpy3ka 60/bLLIOro KoM4yecTBa YyLlin & Lyma
2(PPEKTUBHO NMPOTUB CNama
YMeHbLUAeT KONMYECTBO COObITUM

pepeneHne BpeaoHOCHbIX poboToB

YHuKanbHble aTpmnbyThl 3anpoca: User-Agent header, URL, He
YepHbIn cnncok IP-aapecos

OnpepeneHne, 0CHOBaHHOE Ha CKOpPoCTU (rate)
OnpepneneHne ckaHepoB 6e30MacHOCTU

brnoknpoBka MoxeT couTb € Tonky MO TecTupoBaHus
6e3onacHoctn (WAFWOOf)
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OnpepeneHne aTtak NpuUKIagHOro YpoBHS, Takux,
KoTopble onncaHbl B OWASP top 10

» SQL injection n blind SQL injection
» Cross site scripting (XSS)

» OS command injection ¥ yganeHHoe BbINOJIHEHME KMaHA
» YaaneHHoe BkItoyeHne daunna

modsecurity crs 40 generic_attacks.conf
modsecurity crs 41 sgl _i1njection attacks.
modsecurity crs 41 xss attacks.conf
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SpiderLabs nMeeT aBTOpM3auUno OT ET Ang
npeobpa3oBaHUa UX NpaBu A Snort U BKIIOYEHUSA UX
CRS | \1
» http://www.emergingthreats.net/
KoHBepTMpoBaHue cneayowmx dannos rnpasun |
» emerging-web_server.rules
» emerging-web specific_apps.rules
NaeHTndukaumnsa atak Ha U3BECTHbIE YA3BUMOCTU
» [ToaHATME YPOBHS Yrpo3bl

» ECNK BbINOMHEHO KOPPEKTHO, TO YMEHbLUEHUE NOXHbIX
cpabaTbiBaHUN

CRS KOM6MHMpyeT 4yTo onpenenﬂTb B COLI,Ep)KMMOM aTa

oy N B R O N S e 2R B N Ty N S e B

THR




Pacriosioxeunmue

rt tep -> $HTTP_ SERVERS
ORI 4 parameter [ECIFIC_APPS 20/20 Auto
[lery SpL pt —-- vehiclelistings.asp

SELECT"; flow:established,to server;

uricontent:"SELECT";
classtype:-web-

nocase,

ylI1cation-a ;
‘erence:-url ,www.secu
‘erence:-url ,doc.emergi
‘erence:-url ,www._emerging
\/cvsweb.cgi/sigs/WEB SP
lery; s1d:2007504; rev:5;




yrpos

oepka URI

3amnpoca
ET WEB SPRCIFIC 20/20 Auto Gallery SQL Injection

mpt -- vehiclelistings\asp vehiclelD

ule REQUEST URI_RAW ™ -\/vehiclelistings\.asp)

11N, phase:2,block,t:none,t-urfDe I, T-htmlEntityDecode,t:r
2PathWin,capture,ctl:auditLogParts=+E,nolog,auditlog, logdata:"
. 1d:s1d2007508 ’ [I[poBEepPKa PaclOJIOXEeHUS 20/20 Auto Gal Iery
2ction Attempt BEKTOPa aTaKu U3 lelD " ,tag:“web-
| ication-atta coxpanenupix TX SQL Ats.net/cgi-

- IEjection IIaHHEIX D Auto _gallery

U TX '/SQL INJECTION.*ARGS:vehiclelD/" "@gt O
Lvar: EIC 2
mpt —- vehlclellstlngs asp vehiclelD

>tvar-tx.sglil_score=+1,setvar:tx.anomaly score=+20,setvar:tx.?
1}-SOL_INJECTION/SQL_INJECTION-%{matched var name}=%{matched \

QL Injection




)CHOBHas npobnema ans OKPY>XEHUU, BbINOSTHAIOLLN
OCTUHI

» PaspeLleHbl 3arpy3sku

» HekoTopble canTbl MOryT ObiTb HOE30MACHbI, B TO BPEMS KakK
ApYyrme HeT

rnpeaeneHne 3arpys3ok

» [poBepKa 3arpy30oK annos, coaepXxalimx BUPYChl
(HanpuMep, WORD docs)

» uti l/modsec-clamscan.pl
» [poBepka 3arpy3ok http-cTpaHuu ¢ backdoor
rpeaeneHne aocrtyna

» I3BeCTHbIe curHaTypbl (X _key 3arosioBok)
» Generic file management output (gid, uid, drwx, c:\)

L] — a y
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‘/|OHMTO|3VIHF NCXOoAAWUX NPUKNaAHbIX AaHHDbIX
» Koabl ctaTtyca otBeTta HTTP Error
» YTeuka nHpopmMaumm vyepes SQL
» [laMnbl CTeKa
» YTeuKka ncxoaHoro Koaa

locneaHas NMHAs 060pOHbI, eCNN BCE OCTaNlbHOE
3bILLIO N3 CTPOS

D6ecnevnTb 06paTHYO CBSA3b C pa3paboTymKamm
1PUNIOXKEHUS

3aXXHO ANns npnobpeTeHns onbiTa KIIMEHTAMM

DCNOXKHAET XXN3Hb XakepaM (eCnum UCrnosb3yeTcs
)OJIKUPOBKA)

\AAAI AAAAAAA +" A, S gy En . B I+IAAI IIAAI AAIA;




YcoBeplweHCTBOBaHUA CRS:
v2.0.9



Lua noptupoBan of PHPIDS Converter.php koA

» YnydlueHHble YHKLUUM HOpManu3aumm
» bonee To4yHoe ncnonb3oBaHne PHPIDS-OUNbLTPOB
» PazgenbHoe obHapyXXeHue coaepXXMMoro ataku

JKCNnepuMeHTaslbHble npaBuia
» O6bHapy>keHne coaep>XxmMMoro obLmx aTak

[leMOHCTpaunoHHasa cTpaHunua CRS
TernpoBaHue 3arosioBka 3arnpoca
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http://phpids.net/
~70 npaBuN perynsipHbiX BblIpaXXeHUN AN onpeaeneHm:

coaep>XXmMoro obLmnx atak

» XSS
» SQL Injection WEB APPLICATION SECURITY 2.0
» RFI

CDI/U'IprbI TAXKEJNI0 TECTNPOBATb N HACTO USMEHATD

Trustwave SpiderLabs pabotaeT c PHPIDS ans
NOpTUPOBaHUA KoAa B Lua Ansg Mcnosib30BaHUA C
ModSecurity’s API

» https://svn.php-ids.org/svn/trunk/lib/1DS/Converter.php

» https://svn.php-ids.org/svn/trunk/lib/1DS/default_filter.xml
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[puMep dYHKLMN HOpManu3aLum
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--[[ Make sure the value to normalize and monitor doesn't contain Regex DoS
--[[ Check for comments and erases them if available ]]

--[[ Strip newlines ]]

--[[ Checks for common charcode pattern and decodes them ]]

--[[ Eliminate JS regex modifiers ]]

--[[ Converts from hex/dec entities ]]

--[[ Normalize Quotes ]]

--[[ Converts SQLHEX to plain text ]]

--[[ Converts basic SQL keywords and obfuscations ]]

--[[ Detects nullbytes and controls chars via ord() ]]

--[[ This method matches and translates base64 strings and fragments ]]
--[[ Strip XML patterns ]]

--[[ This method converts JS unicode code points to regular characters ]]
--[[ Converts relevant UTF-7 tags to UTF-8 ]]

--[[ Converts basic concatenations ]]

--IT This method collects and decodes proprietary encoding types 11



Iter>
<id>1</1d>
<rule><I[CDATAL(?:"[M"]1*["-
)| (2 [MN\W\S]J\s*\/>) | (?:>")]]></rule>
<description>finds html breaking Injecti
luding whitespace attacks</description>
<tags>
<tag>xss</tag>
<tag>csrf</tag>
</tags>
<impact>4</impact>
‘1lter>
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Rule TX:*"/~(QUERY_JREQUEST JARGS:).* normalized/"
NNW*-2AS(?2- [N\ E(?rong)) | (?:-\<scri) | (<R\w+:2\w+)*™
ase:2,capture,t:-none,pass,skip:1,nolog,auditlog,msg: "Detects
uscated script tags and XML wrapped

", 1d:"9000033" ,tag: "WEB_ATTACK/XSS" ,logdata: "%{TX.0}",severi
,setvar: "tx.msg=%{rule.i1d}-

ule.msg} " ,setvar:tx.anomaly score=+4,setvar:"tx.%{tx.msg}-
_ATTACK/XSS-%{matched var name}=%{tx.0}""

Rule TX:PARANOID MODE "@eqg 1"
aln,phase:2,t:none, logdata: "%{TX.0}" ,severity:"2" ,pass,nolog,:
0g,msg: "Detects obfuscated script tags and XML wrapped

| " ,1d:"9000033" ,tag: "WEB_ATTACK/XSS""

SecRule ARGS|REQUEST_BODY |REQUEST URI_RAW
\N<NW*FZONS(?Z[MN\>]D)E(?Trong)) | (?:\<scri) | (<K\w+:\w+)"
pture,multiMatch,t:none,t:urlDecodeUni,t:cssDecode,t: jsDecode
IEntityDecode, t:replaceComments, t:compressWhiteSpace, t: lowerc:
tvar:"tx.msg=%{rule.i1d}-

ule.msg} " ,setvar:tx.anomaly score=+4,setvar:"tx.%{tx.msg}-
_ ATT AN, IN/QCC O/ [ ~ Al e o e ) )/ (&, () WY
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Negative security approach to combating XSS and SQL
Injection Is doomed to fall...

» Unlimited ways to write functionally equivalent code
» Obfuscation methods, however often have certain characteristic

PHPIDS has an interesting approach to identify attack
payloads through heuristics called Centrifuge

» Analysis of the use of special characters

Ratio between the count of the word characters, spaces
punctuation and the non word characters

» If <3.49 = malicious

Normalization and stripping of any word character and
spaces including line breaks, tabs and carriage returns



leMo nopTupoBaHusa PHPIDS
Lua



a HOBbIX 3KCMepuMeHTanbHbIX /beta 0bWwmx npaBunia
1dPY>KEHUA
Optional rules/modsecurity crs 40 experimental.conf

101b30BaHNE OrpaHNYEHNM Ha CUMBOSbI AN 0bHapyXXet
YMannn

AHanM3 3Ha4eHnN N TUMNOB META-CMMBOJIOB, NMPUCYTCTBYIOLLNX C
COAEP>XNMMOM

TectupoBaHue, Kak byAeT Noka3aHo Aasnee, YTo 0bHapyXXEHUE ABJIS

KOPPEKTHbIM, 33 UCK/TIOYEHNEM TEKCTOBbIX MOJEn, A0MNyCKaoLWmMX BB
cBob6oaHOM hopMe.

Bo3MOXXHOCTb NpUCnocobmuTb onpeaeneHme aHoManmm Ans CBOEro C

BTOPHOE MUCMNOJIb30BaHMe CUMBOJIOB, HE UMEIOLLINX
bpaXkeHne

B HacTosWwmMM MOMEHT co3AatoTCs onoBelenuns (alerts), ecnm Hanae
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|@eMOHCTpPaLMOHHaA CTpaHUL
CRS



modsecurit

Open Source Web Application Firewall

Home Projects Documentation Download

ModSecurity Core Rule Set (CRS) <-> PHPIDS Smoketest

Current CRS Version - 2.0.8 (testing Lua port of PHPIDS Converter code with Centrifuge
Generic Attack Detection)

Flease feel free to inject malicious input to stress test the ModSecurity Core Rule Set (CRS). Requests should
be directed to www.modsecurity.org/demo/phpids. You can either do this via the form below or manually.

YourPayloadHere

[ ] Harmless HTML is allowed

] Input is JSON encoded

7
i

| Send ) method=POS5T enctype=application/x-www-form-urlencoded




3anpoc nepBbIM AE/0M NPOXOAUT Yepes3 NnepByio
CTpaHuuy CRS 1 3aTeM 3anpoc nNponyckaeTcqa yepes
NPOKCU U nepepaeTca crpaHuue PHPIDS

» http://demo.php-ids.org/

3aTeM NHCNEKTUPYIOTCA BXOAHbIE U BbIXOAHbIE 3HAYEHU
nocne 4yero NpeaocCtaBndoTCd pe3ynbTaThbl

» CRS onpeaenun ataky

» CRS He Hawen 4yTo-1nbo BpeaoHocHoe, a PHPIDS Halen

» Hn CRS, HK PHPIDS He Halwnn H1M4ero BpeaoHOCHOro

[penocTaBnseTcs CCbi/ika Ha OTYET JIOXKHbIX
cpabaTbiBaHuM ans JIRA ticketing cuctemsl

» https://www.modsecurity.org/tracker/browse/CORERULES
TakuMm cnocobomM onpeneneHo >6700 aTak



yd Security Core Rule Set (CRS) <-> PHPIDS Smoketest
5t Submitted:
lick=eval/**/{/ale/ source%2b/nt/ source%Zb/(7) source);

nclick=eval/**/ (/fale/.source%2b/rt/.source2b/
7} f .source) ;

| Harmless HTML is allowed
| Input is JSON encoded

end | method=POST enctype=application/x-www-form-urlencoded

sults (txn: ttaZXBAAQEAAGWhEhcAAAAS)

> Anomaly Score Exceeded (score 77): Cross-site Scrnipting (£55) Attack



Demonstration page Demo



TernpoBaHue 3aroJjioBKa
3anpoca
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B cnyyae pacnpeneneHHoﬁ apPXUTEKTYPbl MOXHO share
naHHble WAF C 3auuaeMbiX XOCTOB

AHanornyHo SMTP SPAM-aaHHbleé B mime-headers

» optional rules/modsecurity crs 49 header_ taggin
onf

OTobpa)keHne B TOUKM 0BbHapyxeHusa AppSensor — RP2
(noao3puTenbHOe rnoBeaeHne BHELHEro nosb3oBaTtens



--r'-- --r m - = '-rv-'- ------ - Ws = -y E W B E -Wwa

- /path/to/Too.php?test=1%27%200r%20%272%27=%272%27 ; -— HTTP.,
t: www.example.com

r-Agent: Mozillas5.0 (X11; U; Linux 1686; en-US; rv:1.9.1.!
ko/20091109 Ubuntu/9.10 (karmic) Firefox/3.5.5

ept:

t/html ,application/xhtml+xml ,application/xml;g=0.9,*/*;9=0
ept-Language: en-us,en;g=0.5

ept-Encoding: gzip,deflate

ept-Charset: 150-8859-1,utf-8;9=0.7,*;9=0.7

AF-Events: TX: / 999935-Detects common comment types-

. ATTACK/INJECTION-ARGS:test, TX:999923-Detects JavaScript
ation/document property access and window access obfuscati
_ATTACK/INJECTION-REQUEST URI_RAW, TX:950001-

_ATTACK/SQL _INJECTION-ARGS:test

IAF-Score: Total=48; sgli1=2; Xxss=

nection: Keep-Alive



HanpasnexHus éyayiuero
pa3BUTUSA
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[peBeHTMBHbIN XSS with Content Injection
» Javascript Sandboxing with Active Content Signatures

» http://blog.modsecurity.org/2010/09/advanced-topic-of-tr
week-xss-defense-via-content-injection.html

» http://www.modsecurity.org/demo/demo-deny-
noescape.html

Peannzauna OWASP AppSensor To4ek obHapy>keH!

» We currently

» Will be using
aggregate/be

nave some mappings for existing events
_ua to implement other

navioral/trend detection Points



We have made great strides with CRS v2.0 but there Is
still much work to be done

Test out the CRS demo page and report any issues four
either to the mail-list or to JIRA

Need Rule Documentation help

Please sign up on our project mail-list if you want to he

» https://lists.owasp.org/mailman/listinfo/owasp-modsecurity-core
rule-set



Questions?

® Email — Ryan.Barnett@owasp.org

® Twitter - @ryancbarnett / @modsecurity



