
 

ʆʩʥʦʚʳ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ 

ʆ.ʈ. ʃʘʧʦʥʠʥʘ 

ʆʩʥʦʚʳ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʏʘʩʪʴ 2. ʊʝʭʥʦʣʦʛʠʠ 

ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ 

ʇʦʜ ʨʝʜʘʢʮʠʝʡ ʧʨʦʬ. ɺ.ɸ.ʉʫʭʦʤʣʠʥʘ 

ʋʯʝʙʥʦʝ ʧʦʩʦʙʠʝ 
 

 

ɼʦʧʫʱʝʥʦ ʋʄʆ ʧʦ ʢʣʘʩʩʠʯʝʩʢʦʤʫ ʫʥʠʚʝʨʩʠʪʝʪʩʢʦʤʫ  

ʦʙʨʘʟʦʚʘʥʠʶ ʚ ʢʘʯʝʩʪʚʝ ʫʯʝʙʥʦʛʦ ʧʦʩʦʙʠʷ ʜʣʷ ʩʪʫʜʝʥʪʦʚ  

ʚʳʩʰʠʭ ʫʯʝʙʥʳʭ ʟʘʚʝʜʝʥʠʡ, ʦʙʫʯʘʶʱʠʭʩʷ ʧʦ ʥʘʧʨʘʚʣʝʥʠʶ  

ɺʇʆ 010400 çʇʨʠʢʣʘʜʥʘʷ ʤʘʪʝʤʘʪʠʢʘ ʠ ʠʥʬʦʨʤʘʪʠʢʘè ʠ  

010300 çʌʫʥʜʘʤʝʥʪʘʣʴʥʘʷ ʠʥʬʦʨʤʘʪʠʢʘ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ  

ʪʝʭʥʦʣʦʛʠʠè

ʄ ʦ ʩ ʢ ʚ ʘ 

ʅʘʮʠʦʥʘʣʴʥʳʡ ʆʪʢʨʳʪʳʡ ʋʥʠʚʝʨʩʠʪʝʪ çʀʅʊʋʀʊè 

2 0 1 4  



ʋɼʂ 004.056.5(07) 

ɹɹʂ 32.973.202-02ʷ7 

 ʃ24 

ʃʘʧʦʥʠʥʘ ʆ.ʈ. 

ʃ24 ʆʩʥʦʚʳ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʏʘʩʪʴ 2. ʊʝʭʥʦʣʦʛʠʠ ʪʫʥʥʝʣʠ-

ʨʦʚʘʥʠʷ / ʆ.ʈ. ʃʘʧʦʥʠʥʘð ʄ.: ʅʘʮʠʦʥʘʣʴʥʳʡ ʆʪʢʨʳʪʳʡ 

ʋʥʠʚʝʨʩʠʪʝʪ çʀʅʊʋʀʊè 2014. ð 474 ʩ., ʠʣ., ʪʘʙʣ. ð (ʉʝʨʠʷ 

çʆʩʥʦʚʳ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡè). 

ISBN 978-5-9556-0163-2 

ʆʩʥʦʚʥʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʝʪʩʷ ʠʟʫʯʝʥʠʶ ʥʘʠʙʦʣʝʝ ʚʘʞʥʳʭ ʩʝʨʚʠʩʦʚ ʠ ʤʝʭʘʥʠʟ-

ʤʦʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʚ ʩʝʪʠ ʠʥʪʝʨʥʝʪ, ʘ ʠʤʝʥʥʦ, ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ 

ʠ ʧʨʦʪʦʢʦʣʦʚ, ʚ ʢʦʪʦʨʳʭ ʠʩʧʦʣʴʟʫʶʪʩʷ ʵʪʠ ʘʣʛʦʨʠʪʤʳ. ɹʦʣʴʰʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʝʥʦ 

ʧʨʘʢʪʠʯʝʩʢʠʤ ʚʦʧʨʦʩʘʤ.  

ʋʯʝʙʥʦʝ ʧʦʩʦʙʠʝ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʯʝʪʳʨʥʘʜʮʘʪʠ ʣʘʙʦʨʘʪʦʨʥʳʭ ʨʘʙʦʪ ʥʘ ʨʝ-

ʘʣʴʥʦʤ ʩʝʪʝʚʦʤ ʦʙʦʨʫʜʦʚʘʥʠʠ ʢʦʤʧʘʥʠʠ D-Link. 

ʂʥʠʛʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʩʪʫʜʝʥʪʦʚ ʠ ʘʩʧʠʨʘʥʪʦʚ ʚʳʩʰʠʭ ʫʯʝʙʥʳʭ ʟʘʚʝʜʝʥʠʡ, 

ʦʙʫʯʘʶʱʠʭʩʷ ʧʦ ʩʧʝʮʠʘʣʴʥʦʩʪʷʤ 010400 çʇʨʠʢʣʘʜʥʘʷ ʤʘʪʝʤʘʪʠʢʘ ʠ ʠʥʬʦʨʤʘʪʠʢʘè 

ʠ 010300 çʌʫʥʜʘʤʝʥʪʘʣʴʥʘʷ ʠʥʬʦʨʤʘʪʠʢʘ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠè, ʜʣʷ 

ʩʝʪʝʚʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʢʦʪʦʨʳʝ ʭʦʪʷʪ ʧʦʣʫʯʠʪʴ ʙʦʣʝʝ ʛʣʫʙʦʢʠʝ ʪʝʦʨʝʪʠʯʝʩʢʠʝ 

ʟʥʘʥʠʷ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʠʦʙʨʝʩʪʠ ʧʨʘʢʪʠʯʝʩʢʠʝ ʥʘʚʳ-

ʢʠ ʨʘʙʦʪʳ ʥʘ ʩʝʪʝʚʦʤ ʦʙʦʨʫʜʦʚʘʥʠʠ ʚʝʜʫʱʝʛʦ ʧʨʦʠʟʚʦʜʠʪʝʣʷ, ʘ ʪʘʢʞʝ ʜʣʷ ʚʩʝʭ, ʢʪʦ 

ʠʥʪʝʨʝʩʫʝʪʩʷ ʜʘʥʥʦʡ ʧʨʦʙʣʝʤʘʪʠʢʦʡ. 

ʇʦʣʥʦʝ ʠʣʠ ʯʘʩʪʠʯʥʦʝ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʝ ʠʣʠ ʨʘʟʤʥʦʞʝʥʠʝ ʢʘʢʠʤ-

ʣʠʙʦ ʩʧʦʩʦʙʦʤ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʧʫʙʣʠʢʘʮʠʷ ʚ ʉʝʪʠ, ʥʘʩʪʦʷʱʝʛʦ ʠʟʜʘ-

ʥʠʷ ʜʦʧʫʩʢʘʝʪʩʷ ʪʦʣʴʢʦ ʩ ʧʠʩʴʤʝʥʥʦʛʦ ʨʘʟʨʝʰʝʥʠʷ  

ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʆʪʢʨʳʪʦʛʦ ʋʥʠʚʝʨʩʠʪʝʪʘ çʀʅʊʋʀʊè. 

ʇʦ ʚʦʧʨʦʩʘʤ ʧʨʠʦʙʨʝʪʝʥʠʷ ʦʙʨʘʱʘʪʴʩʷ: 

ʆʆʆ çʀʅʊʋʀʊ.ʈʋè 

ʄʦʩʢʚʘ, ʕʣʝʢʪʨʠʯʝʩʢʠʡ ʧʝʨ., 8, ʩʪʨ.3. 

ʊʝʣʝʬʦʥ: +7 (499) 253-9312, 253-9313, ʬʘʢʩ: +7 (499) 253-9310 

E-mail: info@intuit.ru, http://www.intuit.ru 

ʋɼʂ 004.056.5(07) 

ɹɹʂ 32.973.202-02ʷ7 
 

ISBN  978-5-9556-0163-2 É ʅʘʮʠʦʥʘʣʴʥʳʡ ʆʪʢʨʳʪʳʡ ʋʥʠʚʝʨʩʠʪʝʪ  

 çʀʅʊʋʀʊè, 2014 

 É ʆ.ʈ.ʃʘʧʦʥʠʥʘ, 2014 



3 

ʆ ʧʨʦʝʢʪʝ 

ʅʘʮʠʦʥʘʣʴʥʳʡ ʆʪʢʨʳʪʳʡ ʋʥʠʚʝʨʩʠʪʝʪ çʀʅʊʋʀʊè ï ʵʪʦ ʧʝʨʚʦʝ ʚ ʈʦʩ-

ʩʠʠ ʚʳʩʰʝʝ ʫʯʝʙʥʦʝ ʟʘʚʝʜʝʥʠʝ, ʢʦʪʦʨʦʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫ-

ʯʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʦʙʨʘʟʦʚʘʥʠʝ ʚʦ ɺʩʝʤʠʨʥʦʡ ʩʝʪʠ. Web-ʩʘʡʪ ʫʥʠʚʝʨʩʠ-

ʪʝʪʘ ʥʘʭʦʜʠʪʩʷ ʧʦ ʘʜʨʝʩʫ www.intuit.ru. 

ʄʳ ʨʘʜʳ, ʯʪʦ ʚʳ ʨʝʰʠʣʠ ʨʘʩʰʠʨʠʪʴ ʩʚʦʠ ʟʥʘʥʠʷ ʚ ʦʙʣʘʩʪʠ ʢʦʤʧʴʶ-

ʪʝʨʥʳʭ ʪʝʭʥʦʣʦʛʠʡ. ʉʦʚʨʝʤʝʥʥʳʡ ʤʠʨ ï ʵʪʦ ʤʠʨ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʠʥʬʦʨʤʘ-

ʮʠʠ. ʂʦʤʧʴʶʪʝʨʥʘʷ ʠʥʜʫʩʪʨʠʷ ï ʩʘʤʳʡ ʙʳʩʪʨʦʨʘʩʪʫʱʠʡ ʩʝʢʪʦʨ ʵʢʦʥʦʤʠʢʠ, 

ʠ ʝʝ ʨʦʩʪ ʙʫʜʝʪ ʧʨʦʜʦʣʞʘʪʴʩʷ ʝʱʝ ʜʦʣʛʦʝ ʚʨʝʤʷ. ɺʦ ʚʨʝʤʝʥʘ ʞʝʩʪʢʦʡ ʢʦʥ-

ʢʫʨʝʥʮʠʠ ʦʪ ʫʨʦʚʥʷ ʨʘʟʚʠʪʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʜʦʩʪʠʞʝʥʠʡ 

ʥʘʫʯʥʦʡ ʤʳʩʣʠ ʠ ʧʝʨʩʧʝʢʪʠʚʥʳʭ ʠʥʞʝʥʝʨʥʳʭ ʨʝʰʝʥʠʡ ʟʘʚʠʩʠʪ ʫʩʧʝʭ ʥʝ 

ʪʦʣʴʢʦ ʦʪʜʝʣʴʥʳʭ ʣʶʜʝʡ ʠ ʢʦʤʧʘʥʠʡ, ʥʦ ʠ ʮʝʣʳʭ ʩʪʨʘʥ. ɺʳ ʚʳʙʨʘʣʠ ʩʘʤʦʝ 

ʧʦʜʭʦʜʷʱʝʝ ʚʨʝʤʷ ʜʣʷ ʠʟʫʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʜʠʩʮʠʧʣʠʥ. ʇʨʦʬʝʩʩʠʦʥʘ-

ʣʳ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʩʝʡʯʘʩ ʚʦʩʪʨʝʙʦʚʘʥʳ ʚʝʟʜʝ: ʚ 

ʥʘʫʢʝ, ʵʢʦʥʦʤʠʢʝ, ʦʙʨʘʟʦʚʘʥʠʠ, ʤʝʜʠʮʠʥʝ ʠ ʜʨʫʛʠʭ ʦʙʣʘʩʪʷʭ, ʚ ʛʦʩʫʜʘʨ-

ʩʪʚʝʥʥʳʭ ʠ ʯʘʩʪʥʳʭ ʢʦʤʧʘʥʠʷʭ, ʚ ʈʦʩʩʠʠ ʠ ʟʘ ʨʫʙʝʞʦʤ. ɸʥʘʣʠʟ ʜʘʥʥʳʭ, 

ʧʨʦʛʥʦʟʳ, ʦʨʛʘʥʠʟʘʮʠʷ ʩʚʷʟʠ, ʩʦʟʜʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʧʦʩʪʨʦ-

ʝʥʠʝ ʤʦʜʝʣʝʡ ʧʨʦʮʝʩʩʦʚ ï ʚʦʪ ʜʘʣʝʢʦ ʥʝ ʧʦʣʥʳʡ ʩʧʠʩʦʢ ʦʙʣʘʩʪʝʡ ʧʨʠʤʝʥʝ-

ʥʠʷ ʟʥʘʥʠʡ ʜʣʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ. 

ʆʙʫʯʝʥʠʝ ʚ ʫʥʠʚʝʨʩʠʪʝʪʝ ʚʝʜʝʪʩʷ ʧʦ ʩʦʙʩʪʚʝʥʥʳʤ ʫʯʝʙʥʳʤ ʧʣʘʥʘʤ, 

ʨʘʟʨʘʙʦʪʘʥʥʳʤ ʚʝʜʫʱʠʤʠ ʨʦʩʩʠʡʩʢʠʤʠ ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʥʘ ʦʩʥʦʚʝ ʤʝʞʜʫ-

ʥʘʨʦʜʥʳʭ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʭ ʩʪʘʥʜʘʨʪʦʚ Computer Curricula 2001 Computer 

Science. ʀʟʫʯʘʪʴ ʫʯʝʙʥʳʝ ʢʫʨʩʳ ʤʦʞʥʦ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʧʦ ʫʯʝʙʥʠʢʘʤ ʠʣʠ 

ʥʘ ʩʘʡʪʝ ʀʥʪʝʨʥʝʪ-ʫʥʠʚʝʨʩʠʪʝʪʘ, ʟʘʜʘʥʠʷ ʚʳʧʦʣʥʷʶʪʩʷ ʪʦʣʴʢʦ ʥʘ ʩʘʡʪʝ. 

ɼʣʷ ʦʙʫʯʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʥʘ ʩʘʡʪʝ ʫʥʠʚʝʨʩʠʪʝʪʘ. ʋʜʦ-

ʩʪʦʚʝʨʝʥʠʝ ʦʙ ʦʢʦʥʯʘʥʠʠ ʫʯʝʙʥʦʛʦ ʢʫʨʩʘ ʠʣʠ ʩʧʝʮʠʘʣʴʥʦʩʪʠ ʚʳʜʘʝʪʩʷ ʧʨʠ 

ʫʩʣʦʚʠʠ ʚʳʧʦʣʥʝʥʠʷ ʚʩʝʭ ʟʘʜʘʥʠʡ ʢ ʣʝʢʮʠʷʤ ʠ ʫʩʧʝʰʥʦʡ ʩʜʘʯʠ ʠʪʦʛʦʚʦʛʦ 

ʵʢʟʘʤʝʥʘ. 

ʂʥʠʛʘ, ʢʦʪʦʨʫʶ ʚʳ ʜʝʨʞʠʪʝ ʚ ʨʫʢʘʭ, ï ʦʯʝʨʝʜʥʘʷ ʚ ʤʥʦʛʦʪʦʤʥʦʡ ʩʝʨʠʠ 

çʆʩʥʦʚʳ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡè, ʚʳʧʫʩʢʘʝʤʦʡ ʅʆʋ çʀʅʊʋʀʊè. ɺ 

ʵʪʦʡ ʩʝʨʠʠ ʙʫʜʫʪ ʚʳʧʫʱʝʥʳ ʫʯʝʙʥʠʢʠ ʧʦ ʚʩʝʤ ʙʘʟʦʚʳʤ ʦʙʣʘʩʪʷʤ ʟʥʘʥʠʡ, 

ʩʚʷʟʘʥʥʳʤ ʩ ʢʦʤʧʴʶʪʝʨʥʳʤʠ ʜʠʩʮʠʧʣʠʥʘʤʠ. 

ɼʦʙʨʦ ʧʦʞʘʣʦʚʘʪʴ  

ʚ ʅʘʮʠʦʥʘʣʴʥʳʡ ʆʪʢʨʳʪʳʡ ʋʥʠʚʝʨʩʠʪʝʪ çʀʅʊʋʀʊè! 
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ʆʙ ʘʚʪʦʨʝ 

ʃʘʧʦʥʠʥʘ ʆʣʴʛʘ ʈʦʙʝʨʪʦʚʥʘ ʷʚʣʷʝʪʩʷ ʥʘʫʯʥʳʤ ʩʦʪʨʫʜʥʠʢʦʤ ʬʘʢʫʣʴ-

ʪʝʪʘ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʤʘʪʝʤʘʪʠʢʠ ʠ ʢʠʙʝʨʥʝʪʠʢʠ ʄɻʋ ʠʤ. ʃʦʤʦʥʦʩʦʚʘ, ʢʦ-

ʪʦʨʳʡ ʦʥʘ ʦʢʦʥʯʠʣʘ ʚ 1979 ʛʦʜʫ ʧʦ ʩʧʝʮʠʘʣʴʥʦʩʪʠ ʧʨʠʢʣʘʜʥʘʷ ʤʘʪʝʤʘʪʠʢʘ. ʉ 

1979 ʧʦ 1998 ʛ.ʛ. ʨʘʙʦʪʘʣʘ ʚ ʦʙʦʨʦʥʥʦʡ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ. ʇʦʣʫʯʠʣʘ ʟʥʘʯʠ-

ʪʝʣʴʥʳʡ ʦʧʳʪ ʚ ʦʙʣʘʩʪʠ ʨʘʟʨʘʙʦʪʢʠ ʠ ʩʦʧʨʦʚʦʞʜʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝ-

ʯʝʥʠʷ ʕɺʄ. ʆʢʦʥʯʠʣʘ ʦʪʨʘʩʣʝʚʫʶ ʘʩʧʠʨʘʥʪʫʨʫ. ʀʤʝʝʪ ʥʘʫʯʥʳʝ ʧʫʙʣʠʢʘʮʠʠ. 

ʇʨʦʙʣʝʤʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʥʠʤʘʝʪʩʷ ʩ 1984 ʛʦʜʘ. ɺ ʯʘʩʪ-

ʥʦʩʪʠ, ʝʡ ʚʳʧʦʣʥʝʥʘ ʨʘʟʨʘʙʦʪʢʘ ʨʷʜʘ ʤʝʭʘʥʠʟʤʦʚ ʠ ʩʝʨʚʠʩʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʜʣʷ ʇʆ ʤʥʦʛʦʧʨʦʮʝʩʩʦʨʥʳʭ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʢʦʤʧʣʝʢʩʦʚ çʕʣʴʙʨʫʩè. ʆʩ-

ʥʦʚʥʳʝ ʥʘʫʯʥʳʝ ʠʥʪʝʨʝʩʳ ï ʨʘʟʣʠʯʥʳʝ ʚʘʨʠʘʥʪʳ ʩʦʟʜʘʥʠʷ ʚʠʨʪʫʘʣʴʥʳʭ 

ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʘ 

ʪʘʢʞʝ ʧʨʦʙʣʝʤʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʀʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʆʪʢʨʳʪʳʭ ʂʣʶʯʝʡ (PKI) ʠ 

ʪʝʭʥʦʣʦʛʠʡ ʝʜʠʥʦʛʦ ʚʭʦʜʘ.  

ʏʠʪʘʝʪ ʣʝʢʮʠʠ ʥʘ ʬʘʢʫʣʴʪʝʪʝ ɺʄʂ ʄɻʋ ʧʦ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩ 1998 ʛʦʜʘ.  ɺ 2002 ʛʦʜʫ ʝʶ ʠʟʜʘʥ ʢʫʨʩ ʣʝʢʮʠʡ çʆʩʥʦʚʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤ-

ʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡè ʚ ʠʟʜʘʪʝʣʴʩʪʚʝ ʄɸʂʉ ʇʨʝʩʩ ʬʘʢʫʣʴʪʝʪʘ ɺʄʂ. ɺ 2004ʛ. ʫ 

ʥʝʝ ʚʳʰʣʦ ʫʯʝʙʥʦʝ ʧʦʩʦʙʠʝ ʚ ʠʟʜʘʪʝʣʴʩʪʚʝ ʀʅʊʋʀʊ çʆʩʥʦʚʳ ʩʝʪʝʚʦʡ ʙʝʟ-

ʦʧʘʩʥʦʩʪʠ: ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ ʠ ʧʨʦʪʦʢʦʣʳ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷè.  ɺ 

2007ʛ. ʚʳʰʣʦ ʚʪʦʨʦʝ, ʠʩʧʨʘʚʣʝʥʥʦʝ ʠʟʜʘʥʠʝ ʵʪʦʛʦ ʫʯʝʙʥʦʛʦ ʧʦʩʦʙʠʷ. 

ɺ 2006ʛ. ʚ ʪʦʤ ʞʝ ʠʟʜʘʪʝʣʴʩʪʚʝ ʀʅʊʋʀʊ ʚʳʰʣʘ ʝʝ ʢʥʠʛʘ çʄʝʞʩʝʪʝʚʦʝ 

ʵʢʨʘʥʠʨʦʚʘʥʠʝè, ʧʦʩʚʷʱʝʥʥʘʷ ʨʘʟʣʠʯʥʳʤ ʚʦʧʨʦʩʘʤ, ʩʚʷʟʘʥʥʳʤ ʩ ʟʘʱʠʪʦʡ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʦʪ ʥʝʞʝʣʘʪʝʣʴʥʦʛʦ ʚʥʝʰʥʝʛʦ ʚʦʟʜʝʡʩʪʚʠʷ. 

ʅʦʚʳʡ ʫʯʝʙʥʠʢ ʧʦʩʚʷʱʝʥ ʧʨʦʙʣʝʤʘʤ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʠʨʦʚʘʥʠʷ ʠ ʨʘʟ-

ʣʠʯʥʳʤ ʩʧʦʩʦʙʘʤ ʩʦʟʜʘʥʠʷ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʚ ʰʠʨʦʢʦʤ ʩʤʳʩʣʝ, 

ʪ.ʝ. ʚʩʝʤ ʚʦʧʨʦʩʘʤ, ʢʦʪʦʨʳʝ ʧʨʠʭʦʜʠʪʩʷ ʨʝʰʘʪʴ ʧʨʠ ʟʘʱʠʪʝ ʢʦʨʧʦʨʘʪʠʚʥʦʡ 

ʩʝʪʠ ʢʘʢ ʦʪ ʧʨʦʥʠʢʥʦʚʝʥʠʷ, ʪʘʢ ʠ ʦʪ ʥʝʛʘʪʠʚʥʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ ʧʨʠ ʧʝʨʝʩʳʣʢʠ 

ʠʥʬʦʨʤʘʮʠʠ ʤʝʞʜʫ ʫʜʘʣʝʥʥʳʤʠ ʦʬʠʩʘʤʠ ʠʣʠ ʧʨʠ ʫʜʘʣʝʥʥʦʤ ʚʭʦʜʝ ʩʦʪʨʫʜ-

ʥʠʢʘ ʚ ʣʦʢʘʣʴʥʫʶ ʩʝʪʴ. ɺ ʥʦʚʦʤ ʫʯʝʙʥʠʢʝ ʘʚʪʦʨ ʩʪʨʝʤʠʣʩʷ ʜʦʩʪʠʯʴ ʦʧʪʠ-

ʤʘʣʴʥʦʛʦ ʙʘʣʘʥʩʘ ʤʝʞʜʫ ʦʩʥʦʚʘʪʝʣʴʥʦʩʪʴʶ ʠ ʛʣʫʙʠʥʦʡ ʠʟʣʦʞʝʥʠʷ ʤʘʪʝʨʠʘʣʘ 

ʠ ʰʠʨʦʪʦʡ ʦʭʚʘʪʘ ʧʨʦʙʣʝʤʘʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ.  

ɹʦʣʴʰʦʝ ʚʥʠʤʘʥʠʝ ʚ ʥʦʚʦʤ ʫʯʝʙʥʦʤ ʧʦʩʦʙʠʠ ʫʜʝʣʝʥʦ ʧʨʘʢʪʠʯʝʩʢʠʤ 

ʚʦʧʨʦʩʘʤ. ʋʯʝʙʥʦʝ ʧʦʩʦʙʠʝ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʜʚʘʜʮʘʪʠ ʰʝʩʪʠ ʣʘʙʦʨʘʪʦʨ-

ʥʳʭ ʨʘʙʦʪ ʥʘ ʨʝʘʣʴʥʦʤ ʩʝʪʝʚʦʤ ʦʙʦʨʫʜʦʚʘʥʠʠ ʢʦʤʧʘʥʠʠ D-Link. 

ɺ ʦʩʥʦʚʝ ʥʦʚʦʛʦ ʫʯʝʙʥʦʛʦ ʧʦʩʦʙʠʷ ʣʝʞʘʪ ʢʫʨʩʳ, ʢʦʪʦʨʳʝ ʘʚʪʦʨ ʯʠʪʘʝʪ 

ʥʘ ʬʘʢʫʣʴʪʝʪʝ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʤʘʪʝʤʘʪʠʢʠ ʠ ʢʠʙʝʨʥʝʪʠʢʠ ʄɻʋ ʠʤ. ʃʦʤʦ-

ʥʦʩʦʚʘ. 



 

5 

ʆʛʣʘʚʣʝʥʠʝ 

 

ɻʣʘʚʘ 1. ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʤʝʭʘʥʠʟʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ............................. 9 
1.1 ɸʣʛʦʨʠʪʤʳ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ......................................... 9 
1.1.1 ʆʩʥʦʚʥʳʝ ʧʦʥʷʪʠʷ ........................................................................ 9 
1.1.2 ʆʙʣʘʩʪʠ ʧʨʠʤʝʥʝʥʠʷ .................................................................. 11 
1.1.3 ʇʣʘʪʬʦʨʤʳ.................................................................................. 12 
1.1.4 ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ..................................................... 12 
1.1.5 ʉʝʪʴ ʌʝʡʰʪʝʣʷ ........................................................................... 12 
1.1.6 ʂʨʠʧʪʦʘʥʘʣʠʟ .............................................................................. 14 
1.1.7 ʀʩʧʦʣʴʟʫʝʤʳʝ ʢʨʠʪʝʨʠʠ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʘʣʛʦʨʠʪʤʦʚ ............. 15 
1.1.8 ɸʣʛʦʨʠʪʤ DES ............................................................................ 15 
1.1.9 ɸʣʛʦʨʠʪʤ ʪʨʦʡʥʦʡ DES ............................................................. 20 
1.1.10 ɸʣʛʦʨʠʪʤ ɻʆʉʊ 28147 ............................................................... 22 
1.1.11 ɸʣʛʦʨʠʪʤ AES ............................................................................ 25 
1.1.12 ʈʝʞʠʤʳ ʚʳʧʦʣʥʝʥʠʷ ʘʣʛʦʨʠʪʤʦʚ ʩʠʤʤʝʪʨʠʯʥʦʛʦ  

ʰʠʬʨʦʚʘʥʠʷ ................................................................................ 46 
1.1.13 ʉʦʟʜʘʥʠʝ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ........................................................ 52 

1.2 ʍʵ-hʬʫʥʢʮʠʠ .................................................................................... 55 
1.2.1 ʊʨʝʙʦʚʘʥʠʷ ʢ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʤ ʭʵʰ-ʬʫʥʢʮʠʷʤ.................. 55 
1.2.2 çʇʘʨʘʜʦʢʩ ʜʥʷ ʨʦʞʜʝʥʠʷè ......................................................... 57 
1.2.3 ʍʵ-hʬʫʥʢʮʠʷ MD5 ..................................................................... 60 
1.2.4 ʍʵ-hʬʫʥʢʮʠʷ SHA-1 .................................................................. 64 
1.2.5 ʉʨʘʚʥʝʥʠʝ SHA-1 ʠ MD5 ........................................................... 69 
1.2.6 ʍʵ-hʬʫʥʢʮʠʠ SHA-2 ................................................................. 70 
1.2.7 ʍʵ-hʬʫʥʢʮʠʷ ɻʆʉʊ 3411 .......................................................... 73 
1.2.8 ʂʦʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʥʠʷ .............................................. 75 
1.2.9 ʉʪʘʥʜʘʨʪ ʅʄɸʉ ......................................................................... 77 

1.3 ɸʣʛʦʨʠʪʤʳ ʘʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ..................................... 77 
1.3.1 ʆʩʥʦʚʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʘʣʛʦʨʠʪʤʘʤ ʘʩʠʤʤʝʪʨʠʯʥʦʛʦ 

ʰʠʬʨʦʚʘʥʠʷ ................................................................................ 77 
1.3.2 ʂʨʠʧʪʦʘʥʘʣʠʟ ʘʣʛʦʨʠʪʤʦʚ ʩ ʦʪʢʨʳʪʳʤ ʢʣʶʯʦʤ ...................... 80 
1.3.3 ʆʩʥʦʚʥʳʝ ʩʧʦʩʦʙʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʣʛʦʨʠʪʤʦʚ ʩ ʦʪʢʨʳʪʳʤ 

ʢʣʶʯʦʤ ........................................................................................ 81 
1.3.4 ɸʣʛʦʨʠʪʤ RSA ............................................................................ 84 
1.3.5 ɸʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ ...................................................... 91 
1.3.6 ʉʪʘʥʜʘʨʪ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʠ DSS............................................. 94 
1.3.7 ʂʨʠʧʪʦʛʨʘʬʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʣʣʠʧʪʠʯʝʩʢʠʭ ʢʨʠʚʳʭ .... 100 



ʆʩʥʦʚʳ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʯ.2 ʊʝʭʥʦʣʦʛʠʠ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ 

6 

1.4 ʀʥʬʨʘʩʪʨʫʢʪʫʨʘ ʆʪʢʨʳʪʦʛʦ ʂʣʶʯʘ .............................................. 104 
ɻʣʘʚʘ 2. ʊʝʭʥʦʣʦʛʠʠ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ ...................................................... 112 

2.1 ʇʨʦʪʦʢʦʣ GRE ................................................................................. 112 
2.2 ɺʠʨʪʫʘʣʴʥʳʝ ʯʘʩʪʥʳʝ ʩʝʪʠ ............................................................ 113 
2.2.1 ʇʨʦʪʦʢʦʣʳ ʢʘʥʘʣʴʥʦʛʦ ʫʨʦʚʥʷ ............................................... 114 
2.2.2 ʉʝʤʝʡʩʪʚʦ ʧʨʦʪʦʢʦʣʦʚ IPSec .................................................. 164 
2.2.3 ʉʦʚʤʝʩʪʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʪʦʢʦʣʦʚ L2TP ʠ IPSec ......... 230 

2.3 ʇʨʦʪʦʢʦʣ SSL/TLS .......................................................................... 244 
2.3.1 ʆʙʟʦʨ ......................................................................................... 244 
2.3.2 ʇʨʦʪʦʢʦʣ ɿʘʧʠʩʠ ...................................................................... 246 
2.3.3 ʇʨʦʪʦʢʦʣ ʈʫʢʦʧʦʞʘʪʠʷ ............................................................ 249 
2.3.4 ɼʦʙʘʚʣʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʚ ʧʨʦʪʦʢʦʣ ..... 255 

ɻʣʘʚʘ 3. ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʭʨʘʥʝʥʠʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ......................... 259 
3.1 ʊʦʧʦʣʦʛʠʷ ʩʝʪʠ ................................................................................ 259 
3.2 ʇʨʦʪʦʢʦʣ RADIUS .......................................................................... 260 
3.2.1 ʆʩʥʦʚʥʳʝ ʧʦʥʷʪʠʷ.................................................................... 260 
3.2.2 ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ RADIUS ....................................................... 267 
3.2.3 ɸʢʢʘʫʥʪʠʥʛ RADIUS ............................................................... 295 

3. 3. ʇʨʦʪʦʢʦʣ LDAP .............................................................................. 302 
3.3. 1. ɺʚʝʜʝʥʠʝ ................................................................................... 302 
3.3. 2. ʆʩʥʦʚʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ LDAP ........................................... 305 

ʃʘʙʦʨʘʪʦʨʥʳʡ ʧʨʘʢʪʠʢʫʤ .............................................................................. 333 
ʊʝʭʥʦʣʦʛʠʠ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ ..................................................................... 333 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 1.  

ʉʦʝʜʠʥʝʥʠʝ ʩʝʪʝʡ GRE-ʪʫʥʥʝʣʝʤ ........................................... 333 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 2. 

ʉʦʝʜʠʥʝʥʠʝ ʩʝʪʝʡ ʧʨʦʪʦʢʦʣʦʤ IPSec ʚ ʪʫʥʥʝʣʴʥʦʤ ʨʝʞʠʤʝ, 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʙʱʝʛʦ ʩʝʢʨʝʪʘ ............. 348 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 3.  

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʩʪʘʥʜʘʨʪʫ XAuth ʚ ʧʨʦʪʦʢʦʣʝ IPSec .... 360 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 4.  

ʉʦʝʜʠʥʝʥʠʝ ʩʝʪʝʡ ʧʨʦʪʦʢʦʣʦʤ IPSec ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ  

ʨʝʞʠʤʝ, ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ  

ʦʙʱʝʛʦ ʩʝʢʨʝʪʘ ......................................................................... 368 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 5.  

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ NAT ʚ ʧʨʦʪʦʢʦʣʝ IPSec ..... 373 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 6.  

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʪʦʢʦʣʘ DPD ʚ ʧʨʦʪʦʢʦʣʝ IPSec ............... 377 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 7.  

ʉʦʝʜʠʥʝʥʠʝ ʩʝʪʝʡ ʧʨʦʪʦʢʦʣʦʤ L2TP, ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʙʱʝʛʦ ʩʝʢʨʝʪʘ ............................................. 380 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 8.  

ʉʦʝʜʠʥʝʥʠʝ ʩʝʪʝʡ ʧʨʦʪʦʢʦʣʦʤ GRE/IPSec  

ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ ʨʝʞʠʤʝ ........................................................... 392 



ʆʩʥʦʚʳ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʆʛʣʘʚʣʝʥʠʝ  

7 

ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 9.  
ʉʦʝʜʠʥʝʥʠʝ ʩʝʪʝʡ ʧʨʦʪʦʢʦʣʦʤ L2TP/IPSec  

ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ ʨʝʞʠʤʝ ........................................................... 401 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 10.  

ʉʦʝʜʠʥʝʥʠʝ ʜʚʫʭ ʩʝʪʝʡ ʧʨʦʪʦʢʦʣʦʤ L2TP/IPSec ʚ 

ʪʨʘʥʩʧʦʨʪʥʦʤ ʨʝʞʠʤʝ, ʜʣʷ ʦʜʥʦʡ  

ʠʟ ʣʦʢʘʣʴʥʳʭ ʩʝʪʝʡ ʠʩʧʦʣʴʟʫʝʪʩʷ NAT .................................. 414 
ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʭʨʘʥʝʥʠʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ........................................ 419 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 11.  

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʦʡ ɹɼ ʜʣʷ ʭʨʘʥʝʥʠʷ  

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ....................................................................... 419 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 12.  

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʨʚʝʨʘ RADIUS ʜʣʷ ʭʨʘʥʝʥʠʷ  

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ....................................................................... 423 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 13.  

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʨʚʝʨʘ LDAP/MS AD  

ʜʣʷ ʭʨʘʥʝʥʠʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ................................................ 434 
ʃʘʙʦʨʘʪʦʨʥʘʷ ʨʘʙʦʪʘ ˉ 14.  

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʜʦʩʪʫʧʘ ʢ ʨʝʩʫʨʩʘʤ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʙʨʘʫʟʝʨʘ ..................................................................................... 444 
ɻʣʦʩʩʘʨʠʡ ........................................................................................................ 456 
ʉʧʠʩʦʢ ʩʦʢʨʘʱʝʥʠʡ ........................................................................................ 468 
ʉʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ ......................................................................................... 473 

 

 

  



ʆʩʥʦʚʳ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʯ.2 ʊʝʭʥʦʣʦʛʠʠ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ 

8 

 



 

9 

ɻʣʘʚʘ 1. ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʤʝʭʘʥʠʟʤʳ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

1.1 ɸʣʛʦʨʠʪʤʳ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ 

1.1.1 ʆʩʥʦʚʥʳʝ ʧʦʥʷʪʠʷ 

ʈʘʩʩʤʦʪʨʠʤ ʦʙʱʫʶ ʩʭʝʤʫ ʩʠʤʤʝʪʨʠʯʥʦʡ, ʠʣʠ ʪʨʘʜʠʮʠʦʥʥʦʡ, ʢʨʠʧʪʦ-

ʛʨʘʬʠʠ.  

 

ʈʠʩ. 1.1 ʆʙʱʘ̫ ʩʭʝʤʘ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ 

ʇʨʦʮʝʩʩ ʰʠʬʨʦʚʘʥʠʷ ʩʦʩʪʦʠʪ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʘʣʛʦ-

ʨʠʪʤʘ, ʥʘ ʚʭʦʜ ʢʦʪʦʨʦʤʫ ʧʦʜʘʶʪʩʷ ʠʩʭʦʜʥʦʝ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, 

ʥʘʟʳʚʘʝʤʦʝ ʪʘʢʞʝ plaintext, ʠ ʢʣʶʯ. ɺʳʭʦʜʦʤ ʘʣʛʦʨʠʪʤʘ ʷʚʣʷʝʪʩʷ ʟʘʰʠʬ-

ʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʥʘʟʳʚʘʝʤʦʝ ʪʘʢʞʝ ciphertext. ʂʣʶʯ ʷʚʣʷʝʪʩʷ ʟʥʘʯʝʥʠ-

ʝʤ, ʥʝ ʟʘʚʠʩʷʱʠʤ ʦʪ ʰʠʬʨʫʝʤʦʛʦ ʩʦʦʙʱʝʥʠʷ. ʀʟʤʝʥʝʥʠʝ ʢʣʶʯʘ ʜʦʣʞʥʦ 

ʧʨʠʚʦʜʠʪʴ ʢ ʠʟʤʝʥʝʥʠʶ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

ɿʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʧʝʨʝʜʘʝʪʩʷ ʧʦʣʫʯʘʪʝʣʶ. ʇʦʣʫʯʘʪʝʣʴ ʧʨʝʦʙ-

ʨʘʟʫʝʪ ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʚ ʠʩʭʦʜʥʦʝ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ 

ʩ ʧʦʤʦʱʴʶ ʘʣʛʦʨʠʪʤʘ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʠ ʪʦʛʦ ʞʝ ʩʘʤʦʛʦ ʢʣʶʯʘ, ʢʦʪʦʨʳʡ 

ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʧʨʠ ʰʠʬʨʦʚʘʥʠʠ. 

ʅʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʙʫʜʝʤ ʦʙʦʟʥʘʯʘʪʴ P ʠʣʠ M, ʦʪ ʩʣʦʚ 

plaintext ʠ message. ɿʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʙʫʜʝʤ ʦʙʦʟʥʘʯʘʪʴ ʉ, ʦʪ 

ʩʣʦʚʘ chiphertext. 

ɹʝʟʦʧʘʩʥʦʩʪʴ, ʦʙʝʩʧʝʯʠʚʘʝʤʘʷ ʪʨʘʜʠʮʠʦʥʥʦʡ ʢʨʠʧʪʦʛʨʘʬʠʝʡ, ʟʘʚʠʩʠʪ 

ʦʪ ʥʝʩʢʦʣʴʢʠʭ ʬʘʢʪʦʨʦʚ.  

ɺʦ-ʧʝʨʚʳʭ, ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʩʪʘʪʦʯʥʦ 

ʩʠʣʴʥʳʤ, ʯʪʦʙʳ ʧʝʨʝʜʘʚʘʝʤʦʝ ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ ʙʳ-

ʣʦ ʨʘʩʰʠʬʨʦʚʘʪʴ ʙʝʟ ʢʣʶʯʘ, ʠʩʧʦʣʴʟʫʷ ʪʦʣʴʢʦ ʨʘʟʣʠʯʥʳʝ ʩʪʘʪʠʩʪʠʯʝʩʢʠʝ 
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ʟʘʢʦʥʦʤʝʨʥʦʩʪʠ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʠʣʠ ʢʘʢʠʝ-ʣʠʙʦ ʜʨʫʛʠʝ ʩʧʦʩʦ-

ʙʳ ʝʛʦ ʘʥʘʣʠʟʘ. 

ɺʦ-ʚʪʦʨʳʭ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʝʨʝʜʘʚʘʝʤʦʛʦ ʩʦʦʙʱʝʥʠʷ ʜʦʣʞʥʘ ʟʘʚʠʩʝʪʴ ʦʪ 

ʩʝʢʨʝʪʥʦʩʪʠ ʢʣʶʯʘ, ʥʦ ʥʝ ʦʪ ʩʝʢʨʝʪʥʦʩʪʠ ʘʣʛʦʨʠʪʤʘ. ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ 

ʙʳʪʴ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥ ʩʧʝʮʠʘʣʠʩʪʘʤʠ, ʯʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʥʘʣʠʯʠʝ ʩʣʘʙʳʭ 

ʤʝʩʪ, ʧʨʠ ʢʦʪʦʨʳʭ ʧʣʦʭʦ ʩʢʨʳʪʘ ʚʟʘʠʤʦʩʚʷʟʴ ʤʝʞʜʫ ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʤ ʠ 

ʟʘʰʠʬʨʦʚʘʥʥʳʤ ʩʦʦʙʱʝʥʠʷʤʠ. ʂ ʪʦʤʫ ʞʝ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʵʪʦʛʦ ʫʩʣʦʚʠʷ 

ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴ ʜʝʰʝʚʳʝ ʘʧʧʘʨʘʪʥʳʝ ʯʠʧʳ ʠ ʩʚʦʙʦʜʥʦ ʨʘʩ-

ʧʨʦʩʪʨʘʥʷʝʤʳʝ ʧʨʦʛʨʘʤʤʳ, ʨʝʘʣʠʟʫʶʱʠʝ ʜʘʥʥʳʡ ʘʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ. 

ɺ-ʪʨʝʪʴʠʭ, ʘʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʙʳʪʴ ʪʘʢʠʤ, ʯʪʦʙʳ ʥʝʣʴʟʷ ʙʳʣʦ ʫʟʥʘʪʴ 

ʢʣʶʯ, ʜʘʞʝ ʟʥʘʷ ʜʦʩʪʘʪʦʯʥʦ ʤʥʦʛʦ ʧʘʨ (ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʥʝʟʘ-

ʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ), ʧʦʣʫʯʝʥʥʳʭ ʧʨʠ ʰʠʬʨʦʚʘʥʠʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʜʘʥʥʦʛʦ ʢʣʶʯʘ. 

ʂʣʦʜ ʐʝʥʥʦʥ ʚʚʝʣ ʧʦʥʷʪʠʷ ʜʠʬʬʫʟʠʠ ʠ ʢʦʥʬʫʟʠʠ ʜʣʷ ʦʧʠʩʘʥʠʷ ʩʪʦʡ-

ʢʦʩʪʠ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ. 

ɼʠʬʬʫʟʠʷ ï ʵʪʦ ʨʘʩʩʝʷʥʠʝ ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ ʦʩʦʙʝʥʥʦʩʪʝʡ ʠ ʟʘʢʦʥʦʤʝʨ-

ʥʦʩʪʝʡ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ ʚ ʰʠʨʦʢʦʤ ʜʠʘʧʘʟʦʥʝ ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ 

ʦʩʦʙʝʥʥʦʩʪʝʡ ʠ ʟʘʢʦʥʦʤʝʨʥʦʩʪʝʡ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ. ʕʪʦ ʜʦʩʪʠʛʘʝʪʩʷ 

ʪʝʤ, ʯʪʦ ʢʘʞʜʳʡ ʙʠʪ ʠʣʠ ʛʨʫʧʧʘ ʙʠʪʦʚ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʚʣʠʷ-

ʝʪ ʥʘ ʟʥʘʯʝʥʠʷ ʤʥʦʛʠʭ ʙʠʪʦʚ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʠʣʠ, ʯʪʦ ʪʦ ʞʝ 

ʩʘʤʦʝ, ʣʶʙʦʡ ʙʠʪ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʟʘʚʠʩʠʪ ʦʪ ʤʥʦʛʠʭ ʙʠʪʦʚ 

ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

ʂʦʥʬʫʟʠʷ ï ʵʪʦ ʫʥʠʯʪʦʞʝʥʠʝ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʚʟʘʠʤʦʩʚʷʟʠ ʤʝʞʜʫ ʟʘ-

ʰʠʬʨʦʚʘʥʥʳʤ ʪʝʢʩʪʦʤ ʠ ʢʣʶʯʦʤ. 

ɽʩʣʠ P ï ʵʪʦ ʠʩʭʦʜʥʦʝ ʩʦʦʙʱʝʥʠʝ ʠ K ï ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʢʣʶʯ, ʪʦ 

ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʧʝʨʝʜʘʚʘʝʤʳʡ ʪʝʢʩʪ ʤʦʞʥʦ ʟʘʧʠʩʘʪʴ ʚ ʚʠʜʝ  

C = E K[P] , ʛʜʝ EK ï ʘʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ 

ʇʦʣʫʯʘʪʝʣʴ, ʠʩʧʦʣʴʟʫʷ ʪʦʪ ʞʝ ʢʣʶʯ, ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʩʦʦʙʱʝʥʠʝ  

P = D K[C] , ʛʜʝ DK ï ʘʣʛʦʨʠʪʤ ʨʘʩʰʠʬʨʦʚʘʥʠʷ 

ʇʨʦʪʠʚʥʠʢ, ʥʝ ʠʤʝʷ ʜʦʩʪʫʧʘ ʢ K ʠ P, ʜʦʣʞʝʥ ʧʦʧʳʪʘʪʴʩʷ ʫʟʥʘʪʴ P, K 

ʠʣʠ ʠ ʪʦ, ʠ ʜʨʫʛʦʝ. 

ɸʣʛʦʨʠʪʤʳ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʨʘʟʣʠʯʘʶʪʩʷ ʩʧʦʩʦʙʦʤ, ʢʦʪʦ-

ʨʳʤ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʠʩʭʦʜʥʦʝ ʩʦʦʙʱʝʥʠʝ. ɺʦʟʤʦʞʥʦ ʰʠʬʨʦʚʘʥʠʝ ʙʣʦʢʘʤʠ 

ʠʣʠ ʰʠʬʨʦʚʘʥʠʝ ʧʦʪʦʢʦʤ. 

ɹʣʦʢ ʩʦʦʙʱʝʥʠʷ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʥʝʦʪʨʠʮʘʪʝʣʴʥʦʝ ʮʝʣʦʝ ʯʠʩʣʦ, 

ʣʠʙʦ ʢʘʢ ʥʝʩʢʦʣʴʢʦ ʥʝʟʘʚʠʩʠʤʳʭ ʥʝʦʪʨʠʮʘʪʝʣʴʥʳʭ ʮʝʣʳʭ ʯʠʩʝʣ. ɼʣʠʥʘ 

ʙʣʦʢʘ ʚʩʝʛʜʘ ʚʳʙʠʨʘʝʪʩʷ ʨʘʚʥʦʡ ʩʪʝʧʝʥʠ ʜʚʦʡʢʠ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʙʣʦʯʥʳʭ 

ʘʣʛʦʨʠʪʤʦʚ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʦʧʝʨʘ-

ʮʠʠ:  

¶ ʊʘʙʣʠʯʥʘʷ ʧʦʜʩʪʘʥʦʚʢʘ, ʧʨʠ ʢʦʪʦʨʦʡ ʦʜʥʘ ʛʨʫʧʧʘ ʙʠʪʦʚ ʧʨʝ-

ʦʙʨʘʟʫʝʪʩʷ ʚ ʜʨʫʛʫʶ ʛʨʫʧʧʫ ʙʠʪʦʚ. ʕʪʦ ʪʘʢ ʥʘʟʳʚʘʝʤʳʝ S-box. 
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ɽʩʣʠ ʧʨʝʦʙʨʘʟʫʝʪʩʷ i ʙʠʪ ʚ j  ʙʠʪ, ʪʦ ʛʦʚʦʨʷʪ, ʯʪʦ ʨʘʟʤʝʨʥʦʩʪʴ 

S-box i Ĭ j. 

¶ ʇʝʨʝʤʝʰʠʚʘʥʠʝ, ʯʘʩʪʦ ʦʙʦʟʥʘʯʘʝʤʦʝ ʈ (Permutation), ʧʨʠ ʢʦ-

ʪʦʨʦʤ ʙʠʪʳ ʩʦʦʙʱʝʥʠʷ ʧʝʨʝʫʧʦʨʷʜʦʯʠʚʘʶʪʩʷ. 

¶ ʆʧʝʨʘʮʠʷ ʩʣʦʞʝʥʠʷ ʧʦ ʤʦʜʫʣʶ 2, ʦʙʦʟʥʘʯʘʝʤʘʷ XOR ʠʣʠ Ä. 

¶ ʆʧʝʨʘʮʠʷ ʩʣʦʞʝʥʠʷ ʧʦ ʤʦʜʫʣʶ 2
32

 ʠʣʠ ʧʦ ʤʦʜʫʣʶ 2
16

. 

¶ ʎʠʢʣʠʯʝʩʢʠʡ ʩʜʚʠʛ ʥʘ ʥʝʢʦʪʦʨʦʝ ʯʠʩʣʦ ʙʠʪʦʚ. 

ʕʪʠ ʦʧʝʨʘʮʠʠ ʮʠʢʣʠʯʝʩʢʠ ʧʦʚʪʦʨʷʶʪʩʷ ʚ ʘʣʛʦʨʠʪʤʝ, ʦʙʨʘʟʫʷ ʪʘʢ ʥʘʟʳ-

ʚʘʝʤʳʝ ʨʘʫʥʜʳ. ɺʭʦʜʦʤ ʢʘʞʜʦʛʦ ʨʘʫʥʜʘ ʷʚʣʷʝʪʩʷ ʚʳʭʦʜ ʧʨʝʜʳʜʫʱʝʛʦ ʨʘ-

ʫʥʜʘ ʠ ʢʣʶʯ, ʢʦʪʦʨʳʡ ʧʦʣʫʯʝʥ ʧʦ ʦʧʨʝʜʝʣʝʥʥʦʤʫ ʘʣʛʦʨʠʪʤʫ ʠʟ ʢʣʶʯʘ 

ʰʠʬʨʦʚʘʥʠʷ K. ʂʣʶʯ ʨʘʫʥʜʘ ʥʘʟʳʚʘʝʪʩʷ ʧʦʜʢʣʶʯʦʤ. ʂʘʞʜʳʡ ʘʣʛʦʨʠʪʤ 

ʰʠʬʨʦʚʘʥʠʷ ʤʦʞʝʪ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

 

ʈʠʩ. 1.2. ʉʪʨʫʢʪʫʨʘ ʘʣʛʦʨʠʪʤʘ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ 

1.1.2 ʆʙʣʘʩʪʠ ʧʨʠʤʝʥʝʥʠʷ 

ʅʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʘʣʛʦʨʠʪʤ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʤʦʛ ʧʨʠʤʝ-

ʥʷʪʴʩʷ ʚ ʩʣʝʜʫʶʱʠʭ ʦʙʣʘʩʪʷʭ: 

¶ ʐʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ. ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʙʳʪʴ ʵʬʬʝʢʪʠʚʝʥ ʧʨʠ 

ʰʠʬʨʦʚʘʥʠʠ ʢʘʢ ʥʝʙʦʣʴʰʠʭ ʬʘʡʣʦʚ ʠ ʙʣʦʢʦʚ ʜʘʥʥʳʭ, ʪʘʢ ʠ 

ʙʦʣʴʰʦʛʦ ʧʦʪʦʢʘ ʜʘʥʥʳʭ. 
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¶ ʉʦʟʜʘʥʠʝ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʙʳʪʴ ʵʬʬʝʢʪʠ-

ʚʝʥ ʜʣʷ ʩʦʟʜʘʥʠʷ ʣʶʙʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʩʣʫʯʘʡʥʳʭ ʙʠʪʦʚ. 

¶ ʍʵʰʠʨʦʚʘʥʠʝ. ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʵʬʬʝʢʪʠʚʥʦ ʧʨʝʦʙʨʘʟʦʚʳ-

ʚʘʪʴʩʷ ʚ ʦʜʥʦʩʪʦʨʦʥʥʶʶ ʭʵʰ-ʬʫʥʢʮʠʶ. 

1.1.3 ʇʣʘʪʬʦʨʤʳ 

ʉʪʘʥʜʘʨʪʥʳʡ ʘʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ʜʦʣʞʝʥ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥ ʥʘ ʨʘʟ-

ʣʠʯʥʳʭ ʧʣʘʪʬʦʨʤʘʭ, ʢʦʪʦʨʳʝ, ʠʤʝʶʪ ʨʘʟʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ. 

ʉʧʝʮʠʘʣʴʥʘʷ ʘʧʧʘʨʘʪʫʨʘ. ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʵʬʬʝʢʪʠʚʥʦ ʨʝʘʣʠʟʦʚʳ-

ʚʘʪʴʩʷ ʥʘ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʘʧʧʘʨʘʪʫʨʝ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʡ ʜʣʷ ʚʳʧʦʣʥʝ-

ʥʠʷ ʰʠʬʨʦʚʘʥʠʷ / ʨʘʩʰʠʬʨʦʚʘʥʠʷ. 

ɹʦʣʴʰʠʝ ʧʨʦʮʝʩʩʦʨʳ. ʍʦʪʷ ʚ ʧʨʠʣʦʞʝʥʠʷʭ, ʪʨʝʙʫʶʱʠʭ ʤʘʢʩʠʤʘʣʴʥʦʡ 

ʩʢʦʨʦʩʪʠ, ʚʩʝʛʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʧʝʮʠʘʣʴʥʘʷ ʘʧʧʘʨʘʪʫʨʘ, ʧʨʦʛʨʘʤʤʥʳʝ ʨʝʘ-

ʣʠʟʘʮʠʠ ʧʨʠʤʝʥʷʶʪʩʷ ʯʘʱʝ. ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʜʦʧʫʩʢʘʪʴ ʵʬʬʝʢʪʠʚʥʫʶ 

ʧʨʦʛʨʘʤʤʥʫʶ ʨʝʘʣʠʟʘʮʠʶ ʥʘ 32-ʙʠʪʥʳʭ ʧʨʦʮʝʩʩʦʨʘʭ. 

ʇʨʦʮʝʩʩʦʨʳ ʩʨʝʜʥʝʛʦ ʨʘʟʤʝʨʘ. ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʨʘʙʦʪʘʪʴ ʥʘ ʤʠʢʨʦ-

ʢʦʥʪʨʦʣʣʝʨʘʭ ʠ ʜʨʫʛʠʭ ʧʨʦʮʝʩʩʦʨʘʭ ʩʨʝʜʥʝʛʦ ʨʘʟʤʝʨʘ. 

ʄʘʣʳʝ ʧʨʦʮʝʩʩʦʨʳ. ɼʦʣʞʥʘ ʩʫʱʝʩʪʚʦʚʘʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ ʘʣ-

ʛʦʨʠʪʤʘ ʥʘ ʩʤʘʨʪ-ʢʘʨʪʘʭ, ʩ ʫʯʝʪʦʤ ʞʝʩʪʢʠʭ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʠʩʧʦʣʴʟʫʝʤʫʶ 

ʧʘʤʷʪʴ. 

1.1.4 ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ɸʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ʜʦʣʞʝʥ, ʧʦ ʚʦʟʤʦʞʥʦʩʪʠ, ʫʜʦʚʣʝʪʚʦʨʷʪʴ ʥʝʢʦ-

ʪʦʨʳʤ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ. 

¶ ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʦʩʪʳʤ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʥʘʧʠʩʘʥʠʷ ʢʦ-

ʜʘ, ʯʪʦʙʳ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʧʨʦʛʨʘʤʤʥʳʭ ʦʰʠʙʦʢ. 

¶ ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʠʤʝʪʴ ʧʣʦʩʢʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ ʢʣʶʯʝʡ, ʪ.ʝ. ʜʦ-

ʧʫʩʢʘʪʴ ʣʶʙʫʶ ʩʣʫʯʘʡʥʫʶ ʩʪʨʦʢʫ ʙʠʪʦʚ ʥʫʞʥʦʡ ʜʣʠʥʳ ʚ ʢʘʯʝ-

ʩʪʚʝ ʚʦʟʤʦʞʥʦʛʦ ʢʣʶʯʘ. ʅʘʣʠʯʠʝ ʩʣʘʙʳʭ ʢʣʶʯʝʡ ʥʝʞʝʣʘʪʝʣʴ-

ʥʦ. 

¶ ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʣʝʛʢʦ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴʩʷ ʜʣʷ ʨʘʟʣʠʯʥʳʭ 

ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʜʦʚʣʝʪʚʦʨʷʪʴ ʢʘʢ ʤʠʥʠʤʘʣʴʥʳʤ, ʪʘʢ 

ʠ ʤʘʢʩʠʤʘʣʴʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ. 

¶ ɺʩʝ ʦʧʝʨʘʮʠʠ ʩ ʜʘʥʥʳʤʠ ʜʦʣʞʥʳ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʥʘʜ ʙʣʦʢʘʤʠ, 

ʢʨʘʪʥʳʤʠ ʙʘʡʪʫ ʠʣʠ 32-ʙʠʪʥʦʤʫ ʩʣʦʚʫ. 

1.1.5 ʉʝʪʴ ʌʝʡʰʪʝʣʷ 

ɹʣʦʯʥʳʡ ʘʣʛʦʨʠʪʤ ʧʨʝʦʙʨʘʟʦʚʳʚʘʝʪ n-ʙʠʪʥʳʡ ʙʣʦʢ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ 

ʩʦʦʙʱʝʥʠʷ ʚ n-ʙʠʪʥʳʡ ʙʣʦʢ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. ʏʠʩʣʦ ʙʣʦʢʦʚ 

ʜʣʠʥʳ n ʨʘʚʥʦ 2
n
. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʙʳʣʦ ʦʙʨʘʪʠʤʳʤ, ʢʘʞ-

ʜʳʡ ʠʟ ʪʘʢʠʭ ʙʣʦʢʦʚ ʜʦʣʞʝʥ ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴʩʷ ʚ ʩʚʦʡ ʫʥʠʢʘʣʴʥʳʡ ʙʣʦʢ 

ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. ɽʩʣʠ ʜʣʠʥʘ ʙʣʦʢʘ ʙʫʜʝʪ ʤʘʣʝʥʴʢʦʡ, ʪʦ ʪʘʢʘʷ 
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ʧʝʨʝʩʪʘʥʦʚʢʘ ʧʣʦʭʦ ʩʢʨʳʚʘʝʪ ʩʪʘʪʠʩʪʠʯʝʩʢʠʝ ʦʩʦʙʝʥʥʦʩʪʠ ʠ ʟʘʢʦʥʦʤʝʨʥʦ-

ʩʪʠ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. ɽʩʣʠ ʙʣʦʢ ʠʤʝʝʪ ʜʣʠʥʫ 64 ʙʠʪʘ, ʪʦ ʦʥ 

ʫʞʝ ʭʦʨʦʰʦ ʩʢʨʳʚʘʝʪ ʩʪʘʪʠʩʪʠʯʝʩʢʠʝ ʦʩʦʙʝʥʥʦʩʪʠ ʠ ʟʘʢʦʥʦʤʝʨʥʦʩʪʠ ʠʩ-

ʭʦʜʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. ɺ ʣʶʙʦʤ ʩʣʫʯʘʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʩʦʦʙʱʝʥʠʷ ʥʝ ʤʦʞʝʪ 

ʙʳʪʴ ʧʨʦʠʟʚʦʣʴʥʳʤ ʚ ʩʠʣʫ ʪʦʛʦ, ʯʪʦ ʢʣʶʯʦʤ ʧʨʠ ʵʪʦʤ ʙʫʜʝʪ ʷʚʣʷʪʴʩʷ ʩʘʤʦ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ, ʯʪʦ ʠʩʢʣʶʯʘʝʪ ʵʬʬʝʢʪʠʚʥʫʶ ʢʘʢ ʧʨʦʛʨʘʤʤʥʫʶ, ʪʘʢ ʠ ʘʧ-

ʧʘʨʘʪʥʫʶ ʨʝʘʣʠʟʘʮʠʠ. 

ʅʘʠʙʦʣʝʝ ʰʠʨʦʢʦʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʧʦʣʫʯʠʣʠ ʩʝʪʠ ʌʝʡʰʪʝʣʷ, ʪʘʢ ʢʘʢ, 

ʩ ʦʜʥʦʡ ʩʪʦʨʦʥʳ, ʥʘ ʠʭ ʦʩʥʦʚʝ ʤʦʞʥʦ ʨʘʟʨʘʙʦʪʘʪʴ ʘʣʛʦʨʠʪʤ, ʫʜʦʚʣʝʪʚʦʨʷ-

ʶʱʠʡ ʚʩʝʤ ʪʨʝʙʦʚʘʥʠʷʤ ʢ ʘʣʛʦʨʠʪʤʘʤ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ, ʘ ʩ 

ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʨʝʘʣʠʟʘʮʠʷ ʪʘʢʦʛʦ ʘʣʛʦʨʠʪʤʘ ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʩʪʘ ʠ ʢʦʤ-

ʧʘʢʪʥʘ. 

ʉʝʪʴ ʌʝʡʰʪʝʣʷ ʠʤʝʝʪ ʩʣʝʜʫʶʱʫʶ ʩʪʨʫʢʪʫʨʫ. ɺʭʦʜʥʦʡ ʙʣʦʢ ʜʝʣʠʪʩʷ ʥʘ 

ʥʝʩʢʦʣʴʢʦ ʨʘʚʥʦʡ ʜʣʠʥʳ ʧʦʜʙʣʦʢʦʚ, ʥʘʟʳʚʘʝʤʳʭ ʚʝʪʚʷʤʠ. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ 

ʙʣʦʢ ʠʤʝʝʪ ʜʣʠʥʫ 64 ʙʠʪʘ, ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʝ ʚʝʪʚʠ ʧʦ 32 ʙʠʪʘ ʢʘʞʜʘʷ. ʂʘʞ-

ʜʘʷ ʚʝʪʚʴ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʜʨʫʛʦʡ, ʧʦʩʣʝ ʯʝʛʦ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 

ʮʠʢʣʠʯʝʩʢʠʡ ʩʜʚʠʛ ʚʩʝʭ ʚʝʪʚʝʡ ʚʣʝʚʦ. ʊʘʢʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʚʳʧʦʣʥʷʝʪʩʷ 

ʮʠʢʣʠʯʝʩʢʠ. ɺ ʩʣʫʯʘʝ ʜʚʫʭ ʚʝʪʚʝʡ ʢʘʞʜʳʡ ʨʘʫʥʜ ʠʤʝʝʪ ʩʪʨʫʢʪʫʨʫ, ʧʦʢʘʟʘʥ-

ʥʫʶ ʥʘ ʨʠʩʫʥʢʝ: 

 

ʈʠʩ. 1.3. I-ʳʡ ʨʘʫʥʜ ʩʝʪʠ ʌʝʡʰʪʝʣʷ 

ʌʫʥʢʮʠʷ F ʥʘʟʳʚʘʝʪʩʷ ʦʙʨʘʟʫʶʱʝʡ. ʂʘʞʜʳʡ ʨʘʫʥʜ ʩʦʩʪʦʠʪ ʠʟ ʚʳʯʠʩ-

ʣʝʥʠʷ ʬʫʥʢʮʠʠ F ʜʣʷ ʦʜʥʦʡ ʚʝʪʚʠ ʠ ʧʦʙʠʪʦʚʦʛʦ ʚʳʧʦʣʥʝʥʠʷ ʦʧʝʨʘʮʠʠ XOR 

ʨʝʟʫʣʴʪʘʪʘ F ʩ ʜʨʫʛʦʡ ʚʝʪʚʴʶ. ʇʦʩʣʝ ʵʪʦʛʦ ʚʝʪʚʠ ʤʝʥʷʶʪʩʷ ʤʝʩʪʘʤʠ. ʉʯʠ-

ʪʘʝʪʩʷ, ʯʪʦ ʦʧʪʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʨʘʫʥʜʦʚ ʜʦʣʞʥʦ ʙʳʪʴ ʦʪ 8 ʜʦ 32. ɺʘʞʥʦ ʪʦ, 

ʯʪʦ ʫʚʝʣʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʨʘʫʥʜʦʚ ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʚʘʝʪ ʢʨʠʧʪʦʩʪʦʡ-

ʢʦʩʪʴ ʘʣʛʦʨʠʪʤʘ. ɺʦʟʤʦʞʥʦ ʵʪʘ ʦʩʦʙʝʥʥʦʩʪʴ ʠ ʧʦʚʣʠʷʣʘ ʥʘ ʩʪʦʣʴ ʘʢʪʠʚʥʦʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʩʝʪʠ ʌʝʡʰʪʝʣʷ, ʪʘʢ ʢʘʢ ʜʣʷ ʙʦʣʴʰʝʡ ʢʨʠʧʪʦʩʪʦʡʢʦʩʪʠ 

ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʩʪʦ ʫʚʝʣʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʨʘʫʥʜʦʚ, ʥʝ ʠʟʤʝʥʷʷ ʩʘʤ ʘʣʛʦ-

ʨʠʪʤ. ɺ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ ʢʦʣʠʯʝʩʪʚʦ ʨʘʫʥʜʦʚ ʥʝ ʬʠʢʩʠʨʫʝʪʩʷ, ʘ ʣʠʰʴ ʫʢʘ-

ʟʳʚʘʶʪʩʷ ʜʦʧʫʩʪʠʤʳʝ ʧʨʝʜʝʣʳ. 

ʉʝʪʴ ʌʝʡʰʪʝʣʷ ʷʚʣʷʝʪʩʷ ʦʙʨʘʪʠʤʦʡ ʜʘʞʝ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʬʫʥʢʮʠʷ F 

ʥʝ ʷʚʣʷʝʪʩʷ ʪʘʢʦʚʦʡ, ʪʘʢ ʢʘʢ ʜʣʷ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʥʝ ʪʨʝʙʫʝʪʩʷ ʚʳʯʠʩʣʷʪʴ   
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F
- 1. ɼʣʷ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʪ ʞʝ ʘʣʛʦʨʠʪʤ, ʥʦ ʥʘ ʚʭʦʜ ʧʦʜʘʝʪʩʷ 

ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʠ ʢʣʶʯʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʦʙʨʘʪʥʦʤ ʧʦʨʷʜʢʝ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʩʝ ʯʘʱʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʨʘʟʣʠʯʥʳʝ ʨʘʟʥʦʚʠʜʥʦʩʪʠ 

ʩʝʪʠ ʌʝʡʰʪʝʣʷ ʜʣʷ 128-ʙʠʪʥʦʛʦ ʙʣʦʢʘ ʩ ʯʝʪʳʨʴʤʷ ʚʝʪʚʷʤʠ. ʋʚʝʣʠʯʝʥʠʝ 

ʢʦʣʠʯʝʩʪʚʘ ʚʝʪʚʝʡ, ʘ ʥʝ ʨʘʟʤʝʨʥʦʩʪʠ ʢʘʞʜʦʡ ʚʝʪʚʠ ʩʚʷʟʘʥʦ ʩ ʪʝʤ, ʯʪʦ 

ʥʘʠʙʦʣʝʝ ʧʦʧʫʣʷʨʥʳʤʠ ʜʦ ʩʠʭ ʧʦʨ ʦʩʪʘʶʪʩʷ ʧʨʦʮʝʩʩʦʨʳ ʩ 32-ʨʘʟʨʷʜʥʳʤʠ 

ʩʣʦʚʘʤʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʦʧʝʨʠʨʦʚʘʪʴ 32-ʨʘʟʨʷʜʥʳʤʠ ʩʣʦʚʘʤʠ ʵʬʬʝʢʪʠʚʥʝʝ, 

ʯʝʤ ʩ 64-ʨʘʟʨʷʜʥʳʤʠ. 

ʆʩʥʦʚʥʦʡ ʭʘʨʘʢʪʝʨʠʩʪʠʢʦʡ ʘʣʛʦʨʠʪʤʘ, ʧʦʩʪʨʦʝʥʥʦʛʦ ʥʘ ʦʩʥʦʚʝ ʩʝʪʠ 

ʌʝʡʰʪʝʣʷ, ʷʚʣʷʝʪʩʷ ʬʫʥʢʮʠʷ F. ʈʘʟʣʠʯʥʳʝ ʚʘʨʠʘʥʪʳ ʢʘʩʘʶʪʩʷ ʪʘʢʞʝ 

ʥʘʯʘʣʴʥʦʛʦ ʠ ʢʦʥʝʯʥʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. ʇʦʜʦʙʥʳʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ, ʥʘʟʳ-

ʚʘʝʤʳʝ ʟʘʙʝʣʠʚʘʥʠʝʤ (whitening),ʦʩʫʱʝʩʪʚʣʷʶʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚʳʧʦʣ-

ʥʠʪʴ ʥʘʯʘʣʴʥʫʶ ʨʘʥʜʦʤʠʟʘʮʠʶ ʚʭʦʜʥʦʛʦ ʪʝʢʩʪʘ. 

1.1.6 ʂʨʠʧʪʦʘʥʘʣʠʟ 

ʇʨʦʮʝʩʩ, ʧʨʠ ʢʦʪʦʨʦʤ ʧʨʝʜʧʨʠʥʠʤʘʝʪʩʷ ʧʦʧʳʪʢʘ ʫʟʥʘʪʴ P, K ʠʣʠ ʠ ʪʦ, 

ʠ ʜʨʫʛʦʝ, ʥʘʟʳʚʘʝʪʩʷ ʢʨʠʧʪʦʘʥʘʣʠʟʦʤ. ʆʜʥʦʡ ʠʟ ʚʦʟʤʦʞʥʳʭ ʘʪʘʢ ʥʘ ʘʣʛʦ-

ʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ʷʚʣʷʝʪʩʷ çʣʦʙʦʚʘʷ ʘʪʘʢʘè, ʥʘʟʳʚʘʝʤʘʷ ʪʘʢʞʝ çʘʪʘʢʦʡ 

ʛʨʫʙʦʡ ʩʠʣʳè - çbrute force ʘʪʘʢʘè. ɼʘʥʥʘʷ ʘʪʘʢʘ ʩʦʩʪʦʠʪ ʚ ʧʨʦʩʪʦʤ ʧʝʨʝʙʦ-

ʨʝ ʚʩʝʭ ʚʦʟʤʦʞʥʳʭ ʢʣʶʯʝʡ. ɽʩʣʠ ʤʥʦʞʝʩʪʚʦ ʢʣʶʯʝʡ ʜʦʩʪʘʪʦʯʥʦ ʙʦʣʴʰʦʝ, 

ʪʦ ʧʦʜʦʙʨʘʪʴ ʢʣʶʯ ʥʝʨʝʘʣʴʥʦ. ʇʨʠ ʜʣʠʥʝ ʢʣʶʯʘ n ʙʠʪ ʢʦʣʠʯʝʩʪʚʦ ʚʦʟʤʦʞ-

ʥʳʭ ʢʣʶʯʝʡ ʨʘʚʥʦ 2
n
. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʝʤ ʜʣʠʥʥʝʝ ʢʣʶʯ, ʪʝʤ ʙʦʣʝʝ ʩʪʦʡ-

ʢʠʤ ʩʯʠʪʘʝʪʩʷ ʘʣʛʦʨʠʪʤ ʜʣʷ ʣʦʙʦʚʦʡ ʘʪʘʢʠ. 

ʉʫʱʝʩʪʚʫʶʪ ʨʘʟʣʠʯʥʳʝ ʪʠʧʳ ʘʪʘʢ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʪʦʤ, ʯʪʦ ʧʨʦʪʠʚʥʠʢʫ 

ʠʟʚʝʩʪʥʦ ʦʧʨʝʜʝʣʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʘʨ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ï ʟʘ-

ʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ. ʇʨʠ ʘʥʘʣʠʟʝ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʧʨʦ-

ʪʠʚʥʠʢ ʯʘʩʪʦ ʧʨʠʤʝʥʷʝʪ ʩʪʘʪʠʩʪʠʯʝʩʢʠʝ ʤʝʪʦʜʳ ʘʥʘʣʠʟʘ ʪʝʢʩʪʘ. ʇʨʠ ʵʪʦʤ 

ʦʥ ʤʦʞʝʪ ʠʤʝʪʴ ʦʙʱʝʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʪʠʧʝ ʩʦʦʙʱʝʥʠʷ, ʥʘʧʨʠʤʝʨ, ʘʥʛʣʠʡ-

ʩʢʠʡ ʠʣʠ ʨʫʩʩʢʠʡ ʪʝʢʩʪ, ʚʳʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʢʦʥʢʨʝʪʥʦʡ ʆʉ, ʠʩʭʦʜʥʳʡ 

ʪʝʢʩʪ ʥʘ ʥʝʢʦʪʦʨʦʤ ʷʟʳʢʝ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʠ ʪ.ʜ. ɺʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ 

ʢʨʠʧʪʦʘʥʘʣʠʪʠʢ ʠʤʝʝʪ ʜʦʩʪʘʪʦʯʥʦ ʤʥʦʛʦ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʩʭʦʜʥʦʤ ʪʝʢʩʪʝ. 

ʂʨʠʧʪʦʘʥʘʣʠʪʠʢ ʤʦʞʝʪ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʝʨʝʭʚʘʪʘ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴ-

ʢʠʭ ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʭ ʩʦʦʙʱʝʥʠʡ ʚʤʝʩʪʝ ʩ ʠʭ ʟʘʰʠʬʨʦʚʘʥʥʳʤ ʚʠʜʦʤ. ʀʣʠ 

ʢʨʠʧʪʦʘʥʘʣʠʪʠʢ ʤʦʞʝʪ ʟʥʘʪʴ ʦʩʥʦʚʥʦʡ ʬʦʨʤʘʪ ʠʣʠ ʦʩʥʦʚʥʳʝ ʭʘʨʘʢʪʝʨʠ-

ʩʪʠʢʠ ʩʦʦʙʱʝʥʠʷ. ɻʦʚʦʨʷʪ, ʯʪʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʩʭʝʤʘ ʘʙʩʦʣʶʪʥʦ ʙʝʟ-

ʦʧʘʩʥʘ, ʝʩʣʠ ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʥʝ ʩʦʜʝʨʞʠʪ ʥʠʢʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʦʙ ʠʩʭʦʜʥʦʤ ʩʦʦʙʱʝʥʠʠ. ɻʦʚʦʨʷʪ, ʯʪʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʩʭʝʤʘ ʚʳʯʠʩʣʠ-

ʪʝʣʴʥʦ ʙʝʟʦʧʘʩʥʘ, ʝʩʣʠ: 

¶ ʎʝʥʘ ʨʘʩʰʠʬʨʦʚʢʠ ʩʦʦʙʱʝʥʠʷ ʙʦʣʴʰʝ ʮʝʥʳ ʩʘʤʦʛʦ ʩʦʦʙʱʝ-

ʥʠʷ. 

¶ ɺʨʝʤʷ, ʥʝʦʙʭʦʜʠʤʦʝ ʜʣʷ ʨʘʩʰʠʬʨʦʚʢʠ ʩʦʦʙʱʝʥʠʷ, ʙʦʣʴʰʝ 

ʩʨʦʢʘ ʞʠʟʥʠ ʩʦʦʙʱʝʥʠʷ. 
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1.1.7 ʀʩʧʦʣʴʟʫʝʤʳʝ ʢʨʠʪʝʨʠʠ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ 
ʘʣʛʦʨʠʪʤʦʚ 

ʇʨʠʥʠʤʘʷ ʚʦ ʚʥʠʤʘʥʠʝ ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʪʨʝʙʦʚʘʥʠʷ, ʦʙʳʯʥʦ ʩʯʠʪʘʝʪʩʷ, 

ʯʪʦ ʘʣʛʦʨʠʪʤ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʜʦʣʞʝʥ: 

¶ ʀʤʝʪʴ ʨʘʟʤʝʨ ʙʣʦʢʘ 64 ʠʣʠ 128 ʙʠʪ. 

¶ ʀʤʝʪʴ ʤʘʩʰʪʘʙʠʨʫʝʤʳʡ ʢʣʶʯ ʜʦ 256 ʙʠʪ. 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʩʪʳʝ ʦʧʝʨʘʮʠʠ, ʢʦʪʦʨʳʝ ʵʬʬʝʢʪʠʚʥʳ ʥʘ ʤʠʢ-

ʨʦʧʨʦʮʝʩʩʦʨʘʭ, ʪ.ʝ. ʠʩʢʣʶʯʘʶʱʝʝ ʠʣʠ, ʩʣʦʞʝʥʠʝ, ʪʘʙʣʠʯʥʳʝ 

ʧʦʜʩʪʘʥʦʚʢʠ, ʫʤʥʦʞʝʥʠʝ ʧʦ ʤʦʜʫʣʶ. ʅʝ ʜʦʣʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ-

ʩʷ ʩʜʚʠʛʦʚ ʧʝʨʝʤʝʥʥʦʡ ʜʣʠʥʳ, ʧʦʙʠʪʦʚʳʭ ʧʝʨʝʩʪʘʥʦʚʦʢ ʠʣʠ 

ʫʩʣʦʚʥʳʭ ʧʝʨʝʭʦʜʦʚ. 

¶ ɼʦʣʞʥʘ ʙʳʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ ʘʣʛʦʨʠʪʤʘ ʥʘ 8-ʙʠʪʥʦʤ 

ʧʨʦʮʝʩʩʦʨʝ ʩ ʤʠʥʠʤʘʣʴʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʧʘʤʷʪʠ. 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʟʘʨʘʥʝʝ ʚʳʯʠʩʣʝʥʥʳʝ ʧʦʜʢʣʶʯʠ. ʅʘ ʩʠʩʪʝʤʘʭ ʩ 

ʙʦʣʴʰʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʧʘʤʷʪʠ ʵʪʠ ʧʦʜʢʣʶʯʠ ʤʦʛʫʪ ʙʳʪʴ ʟʘʨʘ-

ʥʝʝ ʚʳʯʠʩʣʝʥʳ ʜʣʷ ʫʩʢʦʨʝʥʠʷ ʨʘʙʦʪʳ. ɺ ʩʣʫʯʘʝ ʥʝʚʦʟʤʦʞʥʦ-

ʩʪʠ ʟʘʙʣʘʛʦʚʨʝʤʝʥʥʦʛʦ ʚʳʯʠʩʣʝʥʠʷ ʧʦʜʢʣʶʯʝʡ ʜʦʣʞʥʦ ʧʨʦ-

ʠʟʦʡʪʠ ʪʦʣʴʢʦ ʟʘʤʝʜʣʝʥʠʝ ʚʳʧʦʣʥʝʥʠʷ. ɺʩʝʛʜʘ ʜʦʣʞʥʘ ʙʳʪʴ 

ʚʦʟʤʦʞʥʦʩʪʴ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʙʝʟ ʢʘʢʠʭ-ʣʠʙʦ ʧʨʝʜʚʘʨʠ-

ʪʝʣʴʥʳʭ ʚʳʯʠʩʣʝʥʠʡ. 

¶ ʏʠʩʣʦ ʠʪʝʨʘʮʠʡ ʤʦʞʝʪ ʚʘʨʴʠʨʦʚʘʪʴʩʷ. ɼʣʷ ʧʨʠʣʦʞʝʥʠʡ ʩ ʤʘ-

ʣʝʥʴʢʦʡ ʜʣʠʥʦʡ ʢʣʶʯʘ ʥʝʮʝʣʝʩʦʦʙʨʘʟʥʦ ʧʨʠʤʝʥʷʪʴ ʙʦʣʴʰʦʝ 

ʯʠʩʣʦ ʠʪʝʨʘʮʠʡ ʜʣʷ ʧʨʦʪʠʚʦʩʪʦʷʥʠʷ ʜʠʬʬʝʨʝʥʮʠʘʣʴʥʳʤ ʠ 

ʜʨʫʛʠʤ ʘʪʘʢʘʤ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʜʦʣʞʥʘ ʙʳʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 

ʫʤʝʥʴʰʠʪʴ ʯʠʩʣʦ ʠʪʝʨʘʮʠʡ ʙʝʟ ʩʫʱʝʩʪʚʝʥʥʦʡ ʧʦʪʝʨʠ ʙʝʟʦʧʘʩ-

ʥʦʩʪʠ (ʥʝ ʙʦʣʝʝ ʯʝʤ ʥʘ ʫʤʝʥʴʰʝʥʥʳʡ ʨʘʟʤʝʨ ʢʣʶʯʘ). 

¶ ʇʦ ʚʦʟʤʦʞʥʦʩʪʠ ʥʝ ʠʤʝʪʴ ʩʣʘʙʳʭ ʢʣʶʯʝʡ. ɽʩʣʠ ʵʪʦ ʥʝʚʦʟʤʦʞ-

ʥʦ, ʪʦ ʢʦʣʠʯʝʩʪʚʦ ʩʣʘʙʳʭ ʢʣʶʯʝʡ ʜʦʣʞʥʦ ʙʳʪʴ ʤʠʥʠʤʘʣʴʥʳʤ, 

ʯʪʦʙʳ ʫʤʝʥʴʰʠʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʩʣʫʯʘʡʥʦʛʦ ʚʳʙʦʨʘ ʦʜʥʦʛʦ ʠʟ 

ʥʠʭ. ɺʩʝ ʩʣʘʙʳʝ ʢʣʶʯʠ ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʨʘʥʝʝ ʠʟʚʝʩʪʥʳ, ʯʪʦʙʳ 

ʠʭ ʤʦʞʥʦ ʙʳʣʦ ʦʪʙʨʘʢʦʚʘʪʴ ʚ ʧʨʦʮʝʩʩʝ ʩʦʟʜʘʥʠʷ ʢʣʶʯʘ. 

1.1.8 ɸʣʛʦʨʠʪʤ DES 

ʇʨʠʥʮʠʧʳ ʨʘʟʨʘʙʦʪʢʠ 

ʉʘʤʳʤ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ ʠ ʥʘʠʙʦʣʝʝ ʠʟʚʝʩʪʥʳʤ ʘʣʛʦʨʠʪʤʦʤ ʩʠʤʤʝʪ-

ʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʷʚʣʷʝʪʩʷ DES (Data Encryption Standard). ɸʣʛʦʨʠʪʤ 

ʙʳʣ ʨʘʟʨʘʙʦʪʘʥ ʚ 1977 ʛʦʜʫ, ʚ 1980 ʛʦʜʫ ʙʳʣ ʧʨʠʥʷʪ NIST (National Institute 

of Standards and Technolody ʉʐɸ) ʚ ʢʘʯʝʩʪʚʝ ʩʪʘʥʜʘʨʪʘ (FIPS PUB 46). 

DES ʷʚʣʷʝʪʩʷ ʢʣʘʩʩʠʯʝʩʢʦʡ ʩʝʪʴʶ ʌʝʡʰʪʝʣʷ ʩ ʜʚʫʤʷ ʚʝʪʚʷʤʠ. ɼʘʥʥʳʝ 

ʰʠʬʨʫʶʪʩʷ 64-ʙʠʪʥʳʤʠ ʙʣʦʢʘʤʠ, ʠʩʧʦʣʴʟʫʷ 56-ʙʠʪʥʳʡ ʢʣʶʯ. ʇʨʦʮʝʩʩ 

ʰʠʬʨʦʚʘʥʠʷ ʩʦʩʪʦʠʪ ʠʟ ʯʝʪʳʨʝʭ ʵʪʘʧʦʚ. ʅʘ ʧʝʨʚʦʤ ʠʟ ʥʠʭ ʚʳʧʦʣʥʷʝʪʩʷ 
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ʥʘʯʘʣʴʥʘʷ ʧʝʨʝʩʪʘʥʦʚʢʘ (Initial Permutation - IP ) 64-ʙʠʪʥʦʛʦ ʠʩʭʦʜʥʦʛʦ ʩʦ-

ʦʙʱʝʥʠʷ, ʪʘʢ ʥʘʟʳʚʘʝʤʦʝ ʟʘʙʝʣʠʚʘʥʠʝ, ʚʦ ʚʨʝʤʷ ʢʦʪʦʨʦʡ ʙʠʪʳ ʧʝʨʝʫʧʦʨʷ-

ʜʦʯʠʚʘʶʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʥʜʘʨʪʥʦʡ ʪʘʙʣʠʮʝʡ. ʉʣʝʜʫʶʱʠʡ ʵʪʘʧ ʩʦ-

ʩʪʦʠʪ ʠʟ 16 ʨʘʫʥʜʦʚ ʦʜʥʦʡ ʠ ʪʦʡ ʞʝ ʬʫʥʢʮʠʠ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪ ʦʧʝʨʘʮʠʠ 

ʩʜʚʠʛʘ ʠ ʧʦʜʩʪʘʥʦʚʢʠ. ʅʘ ʪʨʝʪʴʝʤ ʵʪʘʧʝ ʣʝʚʘʷ ʠ ʧʨʘʚʘʷ ʧʦʣʦʚʠʥʳ ʚʳʭʦʜʘ 

ʧʦʩʣʝʜʥʝʡ (16-ʡ) ʠʪʝʨʘʮʠʠ ʤʝʥʷʶʪʩʷ ʤʝʩʪʘʤʠ. ʅʘʢʦʥʝʮ, ʥʘ ʯʝʪʚʝʨʪʦʤ ʵʪʘʧʝ 

ʚʳʧʦʣʥʷʝʪʩʷ ʧʝʨʝʩʪʘʥʦʚʢʘ IP
- 1 ʨʝʟʫʣʴʪʘʪʘ, ʧʦʣʫʯʝʥʥʦʛʦ ʥʘ ʪʨʝʪʴʝʤ ʵʪʘʧʝ. 

ʇʝʨʝʩʪʘʥʦʚʢʘ IP
- 1 ʠʥʚʝʨʩʥʘ ʥʘʯʘʣʴʥʦʡ ʧʝʨʝʩʪʘʥʦʚʢʝ. 

 

ʈʠʩ. 1.4. ʆʙʱʘʷ ʩʭʝʤʘ DES 

ʉʧʨʘʚʘ ʥʘ ʨʠʩʫʥʢʝ ʧʦʢʘʟʘʥ ʩʧʦʩʦʙ, ʢʦʪʦʨʳʤ ʠʩʧʦʣʴʟʫʝʪʩʷ 56-ʙʠʪʥʳʡ 

ʢʣʶʯ. ʇʝʨʚʦʥʘʯʘʣʴʥʦ ʢʣʶʯ ʧʦʜʘʝʪʩʷ ʥʘ ʚʭʦʜ ʬʫʥʢʮʠʠ ʧʝʨʝʩʪʘʥʦʚʢʠ. ɿʘʪʝʤ 

ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ 16 ʨʘʫʥʜʦʚ ʧʦʜʢʣʶʯ Ki  ʷʚʣʷʝʪʩʷ ʢʦʤʙʠʥʘʮʠʝʡ ʣʝʚʦʛʦ ʮʠʢ-

ʣʠʯʝʩʢʦʛʦ ʩʜʚʠʛʘ ʠ ʧʝʨʝʩʪʘʥʦʚʢʠ. ʌʫʥʢʮʠʷ ʧʝʨʝʩʪʘʥʦʚʢʠ ʦʜʥʘ ʠ ʪʘ ʞʝ ʜʣʷ 

ʢʘʞʜʦʛʦ ʨʘʫʥʜʘ, ʥʦ ʧʦʜʢʣʶʯʠ Ki ʜʣʷ ʢʘʞʜʦʛʦ ʨʘʫʥʜʘ ʧʦʣʫʯʘʶʪʩʷ ʨʘʟʥʳʝ 

ʚʩʣʝʜʩʪʚʠʝ ʧʦʚʪʦʨʷʶʱʝʛʦʩʷ ʩʜʚʠʛʘ ʙʠʪʦʚ ʢʣʶʯʘ. 
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ʐʠʬʨʦʚʘʥʠʝ 

ʅʘʯʘʣʴʥʘʷ ʧʝʨʝʩʪʘʥʦʚʢʘ 

ʅʘʯʘʣʴʥʘʷ ʧʝʨʝʩʪʘʥʦʚʢʘ ʠ ʝʝ ʠʥʚʝʨʩʠʷ ʦʧʨʝʜʝʣʷʶʪʩʷ ʩʪʘʥʜʘʨʪʥʦʡ ʪʘʙʣʠʮʝʡ. 

ɽʩʣʠ X ï ʵʪʦ ʧʨʦʠʟʚʦʣʴʥʳʝ 64 ʙʠʪʘ, ʪʦ Y = IP( X)  ï ʧʝʨʝʩʪʘʚʣʝʥʥʳʝ 64 ʙʠʪʘ. 

ɽʩʣʠ ʧʨʠʤʝʥʠʪʴ ʦʙʨʘʪʥʫʶ ʬʫʥʢʮʠʶ ʧʝʨʝʩʪʘʥʦʚʢʠ 

X = IP
- 1

( Y) = IP
- 1

 (IP( X))  

ʪʦ ʧʦʣʫʯʠʪʩʷ ʧʝʨʚʦʥʘʯʘʣʴʥʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʠʪʦʚ.  

ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʦʪʜʝʣʴʥʦʛʦ ʨʘʫʥʜʘ 

ʊʝʧʝʨʴ ʨʘʩʩʤʦʪʨʠʤ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʠʩʧʦʣʴʟʫʝ-

ʤʫʶ ʚ ʢʘʞʜʦʤ ʨʘʫʥʜʝ. 

 

ʈʠʩ. 1.5. I-ʳʡ ʨʘʫʥʜ DES 

64-ʙʠʪʥʳʡ ʚʭʦʜʥʦʡ ʙʣʦʢ ʧʨʦʭʦʜʠʪ ʯʝʨʝʟ 16 ʨʘʫʥʜʦʚ, ʧʨʠ ʵʪʦʤ ʥʘ ʢʘʞ-

ʜʦʡ ʠʪʝʨʘʮʠʠ ʧʦʣʫʯʘʝʪʩʷ ʧʨʦʤʝʞʫʪʦʯʥʦʝ 64-ʙʠʪʥʦʝ ʟʥʘʯʝʥʠʝ. ʃʝʚʘʷ ʠ ʧʨʘ-

ʚʘʷ ʯʘʩʪʠ ʢʘʞʜʦʛʦ ʧʨʦʤʝʞʫʪʦʯʥʦʛʦ ʟʥʘʯʝʥʠʷ ʪʨʘʢʪʫʶʪʩʷ ʢʘʢ ʦʪʜʝʣʴʥʳʝ 32-

ʙʠʪʥʳʝ ʟʥʘʯʝʥʠʷ, ʦʙʦʟʥʘʯʝʥʥʳʝ L ʠ R. ʂʘʞʜʫʶ ʠʪʝʨʘʮʠʶ ʤʦʞʥʦ ʦʧʠʩʘʪʴ 

ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

Li  = R i - 1 

Ri  = Li - 1Ä F (R i - 1, K i ) ,  

ʛʜʝ Ä ʦʙʦʟʥʘʯʘʝʪ ʦʧʝʨʘʮʠʶ XOR.  
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ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳʭʦʜ ʣʝʚʦʡ ʧʦʣʦʚʠʥʳ Li  ʨʘʚʝʥ ʚʭʦʜʫ ʧʨʘʚʦʡ ʧʦʣʦʚʠ-

ʥʳ Ri - 1. ɺʳʭʦʜ ʧʨʘʚʦʡ ʧʦʣʦʚʠʥʳ Ri  ʷʚʣʷʝʪʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʧʨʠʤʝʥʝʥʠʷ ʦʧʝ-

ʨʘʮʠʠ XOR ʢ Li - 1 ʠ ʬʫʥʢʮʠʠ F, ʟʘʚʠʩʷʱʝʡ ʦʪ Ri - 1 ʠ Ki .  

ʈʘʩʩʤʦʪʨʠʤ ʬʫʥʢʮʠʶ F ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ. 

Ri, ʢʦʪʦʨʦʝ ʧʦʜʘʝʪʩʷ ʥʘ ʚʭʦʜ ʬʫʥʢʮʠʠ F, ʠʤʝʝʪ ʜʣʠʥʫ 32 ʙʠʪʘ. ɺʥʘʯʘʣʝ 

Ri  ʨʘʩʰʠʨʷʝʪʩʷ ʜʦ 48 ʙʠʪʦʚ, ʠʩʧʦʣʴʟʫʷ ʪʘʙʣʠʮʫ, ʢʦʪʦʨʘʷ ʦʧʨʝʜʝʣʷʝʪ ʧʝʨʝ-

ʩʪʘʥʦʚʢʫ ʧʣʶʩ ʨʘʩʰʠʨʝʥʠʝ ʥʘ 16 ʙʠʪʦʚ. ʈʘʩʰʠʨʝʥʠʝ ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶ-

ʱʠʤ ʦʙʨʘʟʦʤ. 32 ʙʠʪʘ ʨʘʟʙʠʚʘʶʪʩʷ ʥʘ ʛʨʫʧʧʳ ʧʦ 4 ʙʠʪʘ ʠ ʟʘʪʝʤ ʨʘʩʰʠʨʷ-

ʶʪʩʷ ʜʦ 6 ʙʠʪʦʚ, ʧʨʠʩʦʝʜʠʥʷʷ ʢʨʘʡʥʠʝ ʙʠʪʳ ʠʟ ʜʚʫʭ ʩʦʩʝʜʥʠʭ ʛʨʫʧʧ. 

ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʯʘʩʪʴ ʚʭʦʜʥʦʛʦ ʩʦʦʙʱʝʥʠʷ 

éefgh ijkl mnopé 

ʪʦ ʚ ʨʝʟʫʣʴʪʘʪʝ ʨʘʩʰʠʨʝʥʠʷ ʧʦʣʫʯʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ 

édefghi hijklm lmnopqé 

ʇʦʩʣʝ ʵʪʦʛʦ ʜʣʷ ʧʦʣʫʯʝʥʥʦʛʦ 48-ʙʠʪʥʦʛʦ ʟʥʘʯʝʥʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʦʧʝʨʘ-

ʮʠʷ XOR ʩ 48-ʙʠʪʥʳʤ ʧʦʜʢʣʶʯʦʤ Ki. ɿʘʪʝʤ ʧʦʣʫʯʝʥʥʦʝ 48-ʙʠʪʥʦʝ ʟʥʘʯʝʥʠʝ 

ʧʦʜʘʝʪʩʷ ʥʘ ʚʭʦʜ ʬʫʥʢʮʠʠ ʧʦʜʩʪʘʥʦʚʢʠ, ʨʝʟʫʣʴʪʘʪʦʤ ʢʦʪʦʨʦʡ ʷʚʣʷʝʪʩʷ 32-

ʙʠʪʥʦʝ ʟʥʘʯʝʥʠʝ.  

ʇʦʜʩʪʘʥʦʚʢʘ ʩʦʩʪʦʠʪ ʠʟ ʚʦʩʴʤʠ S-box, ʢʘʞʜʳʡ ʠʟ ʢʦʪʦʨʳʭ ʥʘ ʚʭʦʜʝ ʧʦ-

ʣʫʯʘʝʪ 6 ʙʠʪ, ʘ ʥʘ ʚʳʭʦʜʝ ʩʦʟʜʘʝʪ 4 ʙʠʪʘ. ʕʪʠ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʦʧʨʝʜʝʣʷʶʪʩʷ 

ʩʧʝʮʠʘʣʴʥʳʤʠ ʪʘʙʣʠʮʘʤʠ. ʇʝʨʚʳʡ ʠ ʧʦʩʣʝʜʥʠʡ ʙʠʪʳ ʚʭʦʜʥʦʛʦ ʟʥʘʯʝʥʠʷ S-

box ʦʧʨʝʜʝʣʷʶʪ ʥʦʤʝʨ ʩʪʨʦʢʠ ʚ ʪʘʙʣʠʮʝ, ʩʨʝʜʥʠʝ 4 ʙʠʪʘ ʦʧʨʝʜʝʣʷʶʪ ʥʦʤʝʨ 

ʩʪʦʣʙʮʘ. ɿʥʘʯʝʥʠʝ, ʩʪʦʷʱʝʝ ʥʘ ʧʝʨʝʩʝʯʝʥʠʠ ʩʪʨʦʢʠ ʠ ʩʪʦʣʙʮʘ ʷʚʣʷʝʪʩʷ 4-

ʙʠʪʥʳʤ ʚʳʭʦʜʦʤ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʭʦʜʦʤ ʷʚʣʷʝʪʩʷ 011011, ʪʦ ʥʦʤʝʨ ʩʪʨʦ-

ʢʠ ʨʘʚʝʥ 01 (ʩʪʨʦʢʘ 1) ʠ ʥʦʤʝʨ ʩʪʦʣʙʮʘ ʨʘʚʝʥ 1101  (ʩʪʦʣʙʝʮ 13). ɽʩʣʠ ʟʥʘ-

ʯʝʥʠʝ ʥʘ ʧʝʨʝʩʝʯʝʥʠʠ ʩʪʨʦʢʠ 1 ʠ ʩʪʦʣʙʮʘ 13 ʨʘʚʥʦ 5, ʪʦ ʚʳʭʦʜʦʤ S-box ʚ̫-

ʣʷʝʪʩʷ 0101 . 

ɼʘʣʝʝ ʧʦʣʫʯʝʥʥʦʝ 32-ʙʠʪʥʦʝ ʟʥʘʯʝʥʠʝ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʧʝʨʝ-

ʩʪʘʥʦʚʢʠ ʈ, ʮʝʣʴʶ ʢʦʪʦʨʦʡ ʷʚʣʷʝʪʩʷ ʤʘʢʩʠʤʘʣʴʥʦʝ ʧʝʨʝʫʧʦʨʷʜʦʯʠʚʘʥʠʝ ʙʠʪʦʚ, 

ʯʪʦʙʳ ʚ ʩʣʝʜʫʶʱʝʤ ʨʘʫʥʜʝ ʢʘʞʜʳʡ ʙʠʪ ʦʙʨʘʙʘʪʳʚʘʣʩʷ ʜʨʫʛʠʤ S-box. 

ʉʦʟʜʘʥʠʝ ʧʦʜʢʣʶʯʝʡ 

ʂʣʶʯ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʨʘʫʥʜʘ Ki  ʩʦʩʪʦʠʪ ʠʟ 48 ʙʠʪʦʚ. ʂʣʶʯʠ Ki  ʧʦʣʫʯʘ-

ʶʪʩʷ ʧʦ ʩʣʝʜʫʶʱʝʤʫ ʘʣʛʦʨʠʪʤʫ. ɼʣʷ 56-ʙʠʪʥʦʛʦ ʢʣʶʯʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʥʘ 

ʚʭʦʜʝ ʘʣʛʦʨʠʪʤʘ, ʚʥʘʯʘʣʝ ʚʳʧʦʣʥʷʝʪʩʷ ʧʝʨʝʩʪʘʥʦʚʢʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʘʙ-

ʣʠʮʝʡ Permuted Choice 1 (ʈʉ-1). ʇʦʣʫʯʝʥʥʳʡ 56-ʙʠʪʥʳʡ ʢʣʶʯ ʨʘʟʜʝʣʷʝʪʩʷ 

ʥʘ ʜʚʝ 28-ʙʠʪʥʳʝ ʯʘʩʪʠ, ʦʙʦʟʥʘʯʘʝʤʳʝ ʢʘʢ C0 ʠ D0 ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. ʅʘ ʢʘʞ-

ʜʦʤ ʨʘʫʥʜʝ Ci  ʠ Di  ʥʝʟʘʚʠʩʠʤʦ ʮʠʢʣʠʯʝʩʢʠ ʩʜʚʠʛʘʶʪʩʷ ʚʣʝʚʦ ʥʘ 1 ʠʣʠ 2 

ʙʠʪʘ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʦʤʝʨʘ ʨʘʫʥʜʘ. ʇʦʣʫʯʝʥʥʳʝ ʟʥʘʯʝʥʠʷ ʷʚʣʷʶʪʩʷ 

ʚʭʦʜʦʤ ʩʣʝʜʫʶʱʝʛʦ ʨʘʫʥʜʘ. ʆʥʠ ʪʘʢʞʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʚʭʦʜ ʚ Permut-

ed Choice 2 (ʈʉ-2), ʢʦʪʦʨʳʡ ʩʦʟʜʘʝʪ 48-ʙʠʪʥʦʝ ʚʳʭʦʜʥʦʝ ʟʥʘʯʝʥʠʝ, ʷʚʣʷʶ-

ʱʝʝʩʷ ʚʭʦʜʦʤ ʬʫʥʢʮʠʠ F(R i - 1,K i ) . 
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ʈʘʩʰʠʬʨʦʚʘʥʠʝ 

ʇʨʦʮʝʩʩ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʘʥʘʣʦʛʠʯʝʥ ʧʨʦʮʝʩʩʫ ʰʠʬʨʦʚʘʥʠʷ. ʅʘ ʚʭʦʜʝ 

ʘʣʛʦʨʠʪʤʘ ʧʦʜʘʝʪʩʷ ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʥʦ ʢʣʶʯʠ Ki ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʚ ʦʙʨʘʪʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. K16 ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʘ ʧʝʨʚʦʤ ʨʘʫʥʜʝ, K1 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʘ ʧʦʩʣʝʜʥʝʤ ʨʘʫʥʜʝ. ʇʫʩʪʴ ʚʳʭʦʜʦʤ i-ʦʛʦ ʨʘʫʥʜʘ ʰʠʬʨʦʚʘ-

ʥʠʷ ʙʫʜʝʪ Li ||R i. ʊʦʛʜʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʚʭʦʜ (16-i)-ʦʛʦ ʨʘʫʥʜʘ ʨʘʩʰʠʬ-

ʨʦʚʘʥʠʷ ʙʫʜʝʪ Ri ||L i . 

ʇʦʩʣʝ ʧʦʩʣʝʜʥʝʛʦ ʨʘʫʥʜʘ ʧʨʦʮʝʩʩʘ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʜʚʝ ʧʦʣʦʚʠʥʳ ʚʳʭʦʜʘ 

ʤʝʥʷʶʪʩʷ ʤʝʩʪʘʤʠ ʪʘʢ, ʯʪʦʙʳ ʚʭʦʜ ʟʘʢʣʶʯʠʪʝʣʴʥʦʡ ʧʝʨʝʩʪʘʥʦʚʢʠ IP
- 1

 ʙʳʣ 

R16||L 16. ɺʳʭʦʜʦʤ ʵʪʦʡ ʩʪʘʜʠʠ ʷʚʣʷʝʪʩʷ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ.  

ʇʨʦʚʝʨʠʤ ʢʦʨʨʝʢʪʥʦʩʪʴ ʧʨʦʮʝʩʩʘ ʨʘʩʰʠʬʨʦʚʘʥʠʷ. ɺʦʟʴʤʝʤ ʟʘʰʠʬʨʦ-

ʚʘʥʥʳʡ ʪʝʢʩʪ ʠ ʢʣʶʯ ʠ ʠʩʧʦʣʴʟʫʝʤ ʠʭ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʘ ʚ ʘʣʛʦʨʠʪʤ. ʅʘ ʧʝʨ-

ʚʦʤ ʰʘʛʝ ʚʳʧʦʣʥʠʤ ʥʘʯʘʣʴʥʫʶ ʧʝʨʝʩʪʘʥʦʚʢʫ IP ʠ ʧʦʣʫʯʠʤ 64-ʙʠʪʥʦʝ ʟʥʘ-

ʯʝʥʠʝ L
d

0||R
d

0. ʀʟʚʝʩʪʥʦ, ʯʪʦ IP ʠ IP - 1
 ʚʟʘʠʤʥʦ ʦʙʨʘʪʥʳʝ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ  

L
d

0||R
d

0= IP (ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ) 

ɿʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ = IP
- 1

(R 16||L 16)  

L
d

0||R
d

0= IP (IP
- 1

(R 16||L 16)) = R 16||L 16 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʭʦʜ ʧʝʨʚʦʛʦ ʨʘʫʥʜʘ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʨʘʚʝʥ 32-ʙʠʪʥʦʤʫ 

ʚʳʭʦʜʫ 16-ʦʛʦ ʨʘʫʥʜʘ ʰʠʬʨʦʚʘʥʠʷ, ʫ ʢʦʪʦʨʦʛʦ ʣʝʚʘʷ ʠ ʧʨʘʚʘʷ ʯʘʩʪʠ ʟʘʧʠ-

ʩʘʥʳ ʚ ʦʙʨʘʪʥʦʤ ʧʦʨʷʜʢʝ.  

ʊʝʧʝʨʴ ʤʳ ʜʦʣʞʥʳ ʧʦʢʘʟʘʪʴ, ʯʪʦ ʚʳʭʦʜ ʧʝʨʚʦʛʦ ʨʘʫʥʜʘ ʧʨʦʮʝʩʩʘ ʨʘʩ-

ʰʠʬʨʦʚʘʥʠʷ ʨʘʚʝʥ 32-ʙʠʪʥʦʤʫ ʚʭʦʜʫ 16-ʦʛʦ ʨʘʫʥʜʘ ʧʨʦʮʝʩʩʘ ʰʠʬʨʦʚʘʥʠʷ. 

ɺʦ-ʧʝʨʚʳʭ, ʨʘʩʩʤʦʪʨʠʤ ʧʨʦʮʝʩʩ ʰʠʬʨʦʚʘʥʠʷ.  

L16= R 15 

R16=L15Ä F(R 15, K16)  

ʇʨʠ ʨʘʩʰʠʬʨʦʚʘʥʠʠ: 

L
d

1 = R
d

0= L 16 = R 15 

R
d

1 = L
d

0 Ä F(R
d

0, K 16)  

= R 16 Ä F(R
d

0,K 16)  

= ( L15 Ä F( R15, K16)) Ä F( R15, K16)  

XOR ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʩʚʦʡʩʪʚʘ: 

(A  Ä B) Ä C = A Ä (B Ä C)  

D Ä D =0  

E Ä 0 = E  

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʳ ʠʤʝʝʤ L
d

1= R 15 ʠ R
d

1 = L 15. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʚʳʭʦʜ 

ʧʝʨʚʦʛʦ ʨʘʫʥʜʘ ʧʨʦʮʝʩʩʘ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʝʩʪʴ L15||R 15, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ 

ʧʝʨʝʩʪʘʥʦʚʢʦʡ ʚʭʦʜʘ 16-ʛʦ ʨʘʫʥʜʘ ʰʠʬʨʦʚʘʥʠʷ. ɼʘʥʥʦʝ ʩʦʦʪʚʝʪʩʪʚʠʝ ʚʳ-

ʧʦʣʥʷʝʪʩʷ ʚʩʝ 16 ʨʘʫʥʜʦʚ. ʄʳ ʤʦʞʝʤ ʦʧʠʩʘʪʴ ʵʪʦʪ ʧʨʦʮʝʩʩ ʚ ʦʙʱʠʭ ʪʝʨʤʠ-

ʥʘʭ. ɼʣʷ i-ʦʛʦ ʨʘʫʥʜʘ ʰʠʬʨʫʶʱʝʛʦ ʘʣʛʦʨʠʪʤʘ: 
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Li =Ri - 1 

Ri =L i - 1 Ä F(R i - 1, Ki )  

ʕʪʠ ʨʘʚʝʥʩʪʚʘ ʤʦʞʥʦ ʟʘʧʠʩʘʪʴ ʧʦ-ʜʨʫʛʦʤʫ: 

Ri - 1=L i  

Li - 1 = R i  Ä F(R i - 1, K i ) = R i  Ä F(L i , K i )  

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʳ ʦʧʠʩʘʣʠ ʚʭʦʜʳ i-ʦʛʦ ʨʘʫʥʜʘ ʢʘʢ ʬʫʥʢʮʠʶ ʚʳʭʦʜʦʚ.  

ɺʳʭʦʜ ʧʦʩʣʝʜʥʝʡ ʩʪʘʜʠʠ ʧʨʦʮʝʩʩʘ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʝʩʪʴ R0||L 0. ʏʪʦʙʳ 

ʚʭʦʜʦʤ IP
- 1 ʩʪʘʜʠʠ ʙʳʣʦ L0||R 0, ʥʝʦʙʭʦʜʠʤʦ ʧʦʤʝʥʷʪʴ ʤʝʩʪʘʤʠ ʣʝʚʫʶ ʠ 

ʧʨʘʚʫʶ ʯʘʩʪʠ. ʅʦ  

IP
- 1

(L 0||R 0) = IP
- 1

 (IP (ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʡ ʪʝʢʩʪ)) = 

ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʡ ʪʝʢʩʪ 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʦʣʫʯʘʝʤ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʯʪʦ ʠ ʦʟʥʘʯʘʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʩʰʠʬʨʦʚʘʥʠʷ DES. 

ʊʘʢ ʢʘʢ ʜʣʠʥʘ ʢʣʶʯʘ ʨʘʚʥʘ 56 ʙʠʪʘʤ, ʩʫʱʝʩʪʚʫʝʪ 2
56

 ʚʦʟʤʦʞʥʳʭ ʢʣʶ-

ʯʝʡ. ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʪʘʢʘʷ ʜʣʠʥʘ ʢʣʶʯʘ ʥʝʜʦʩʪʘʪʦʯʥʘ, ʧʦʩʢʦʣʴʢʫ ʜʦ-

ʧʫʩʢʘʝʪ ʫʩʧʝʰʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʣʦʙʦʚʳʭ ʘʪʘʢ. ɸʣʴʪʝʨʥʘʪʠʚʦʡ DES ʤʦʞʥʦ 

ʩʯʠʪʘʪʴ ʪʨʦʡʥʦʡ DES, ʘ ʪʘʢʞʝ ʘʣʛʦʨʠʪʤ Rijndael, ʧʨʠʥʷʪʳʡ ʚ ʢʘʯʝʩʪʚʝ ʥʦ-

ʚʦʛʦ ʩʪʘʥʜʘʨʪʘ ʥʘ ʘʣʛʦʨʠʪʤʳ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ. 

ʆʩʥʦʚʦʡ ʘʣʛʦʨʠʪʤʘ ʷʚʣʷʶʪʩʷ ʚʦʩʝʤʴ ʪʘʙʣʠʮ ʧʦʜʩʪʘʥʦʚʢʠ, ʠʣʠ S-box, 

ʢʦʪʦʨʳʝ ʧʨʠʤʝʥʷʶʪʩʷ ʚ ʢʘʞʜʦʡ ʠʪʝʨʘʮʠʠ. ʉʫʱʝʩʪʚʫʝʪ ʦʧʘʩʥʦʩʪʴ, ʯʪʦ ʵʪʠ 

S-box ʢʦʥʩʪʨʫʠʨʦʚʘʣʠʩʴ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦ ʢʨʠʧʪʦʘʥʘʣʠʟ ʚʦʟʤʦʞʝʥ ʜʣʷ 

ʚʟʣʦʤʱʠʢʘ, ʢʦʪʦʨʳʡ ʟʥʘʝʪ ʩʣʘʙʳʝ ʤʝʩʪʘ S-box. ɺ ʪʝʯʝʥʠʝ ʤʥʦʛʠʭ ʣʝʪ ʦʙ-

ʩʫʞʜʘʣʦʩʴ ʢʘʢ ʩʪʘʥʜʘʨʪʥʦʝ, ʪʘʢ ʠ ʥʝʦʞʠʜʘʥʥʦʝ ʧʦʚʝʜʝʥʠʝ S-box, ʥʦ ʚʩʝ-

ʪʘʢʠ ʥʠʢʦʤʫ ʥʝ ʫʜʘʣʦʩʴ ʦʙʥʘʨʫʞʠʪʴ ʠʭ ʬʘʪʘʣʴʥʦ ʩʣʘʙʳʝ ʤʝʩʪʘ. 

1.1.9 ɸʣʛʦʨʠʪʤ ʪʨʦʡʥʦʡ DES 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʦʩʥʦʚʥʳʤ ʥʝʜʦʩʪʘʪʢʦʤ DES ʩʯʠʪʘʝʪʩʷ ʤʘʣʝʥʴʢʘʷ 

ʜʣʠʥʘ ʢʣʶʯʘ, ʧʦʵʪʦʤʫ ʫʞʝ ʜʘʚʥʦ ʥʘʯʘʣʠ ʨʘʟʨʘʙʘʪʳʚʘʪʴʩʷ ʨʘʟʣʠʯʥʳʝ ʘʣʴ-

ʪʝʨʥʘʪʠʚʳ ʵʪʦʤʫ ʘʣʛʦʨʠʪʤʫ ʰʠʬʨʦʚʘʥʠʷ. ʆʜʠʥ ʠʟ ʧʦʜʭʦʜʦʚ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, 

ʯʪʦʙʳ ʨʘʟʨʘʙʦʪʘʪʴ ʥʦʚʳʡ ʘʣʛʦʨʠʪʤ. ɼʨʫʛʦʡ ʧʦʜʭʦʜ ʧʨʝʜʧʦʣʘʛʘʝʪ ʧʦʚʪʦʨ-

ʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʰʠʬʨʦʚʘʥʠʷ ʩ ʧʦʤʦʱʴʶ DES ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʝʩʢʦʣʴ-

ʢʠʭ ʢʣʶʯʝʡ.  

ɸʪʘʢʘ ʥʘ ʜʚʦʡʥʦʡ DES 

ʇʨʦʩʪʝʡʰʠʡ ʩʧʦʩʦʙ ʫʚʝʣʠʯʠʪʴ ʜʣʠʥʫ ʢʣʶʯʘ ʩʦʩʪʦʠʪ ʚ ʧʦʚʪʦʨʥʦʤ ʧʨʠ-

ʤʝʥʝʥʠʠ ʘʣʛʦʨʠʪʤʘ DES ʩ ʜʚʫʤʷ ʨʘʟʥʳʤʠ ʢʣʶʯʘʤʠ. ʀʩʧʦʣʴʟʫʷ ʥʝʟʘʰʠʬʨʦ-

ʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ P ʠ ʜʚʘ ʢʣʶʯʘ K1 ʠ K2, ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʉ 

ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

C = E k2 [E k1 [P]]  
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ɼʣʷ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʪʨʝʙʫʝʪʩʷ, ʯʪʦʙʳ ʜʚʘ ʢʣʶʯʘ ʧʨʠʤʝʥʷʣʠʩʴ ʚ ʦʙʨʘʪ-

ʥʦʤ ʧʦʨʷʜʢʝ: 

P = D k1  [D k2 [C]]  

ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʜʣʠʥʘ ʢʣʶʯʘ ʨʘʚʥʘ 56 * 2= 112 ʙʠʪ. 

ʆʧʠʰʝʤ ʘʪʘʢʫ çʚʩʪʨʝʯʘ ʧʦʩʝʨʝʜʠʥʝè. ʆʥʘ ʦʩʥʦʚʘʥʘ ʥʘ ʩʣʝʜʫʶʱʝʤ 

ʩʚʦʡʩʪʚʝ ʘʣʛʦʨʠʪʤʘ.  

ʊʨʝʙʫʝʪʩʷ, ʯʪʦʙʳ ʘʪʘʢʫʶʱʠʡ ʟʥʘʣ ʭʦʪʷ ʙʳ ʦʜʥʫ ʧʘʨʫ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦ-

ʦʙʱʝʥʠʝ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʝʤʫ ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ: (ʈ,ʉ). ɺ ʵʪʦʤ 

ʩʣʫʯʘʝ, ʚʦ-ʧʝʨʚʳʭ, ʦʥ ʰʠʬʨʫʝʪ ʈ ʥʘ ʚʩʝʭ ʚʦʟʤʦʞʥʳʭ 2
56

 ʟʥʘʯʝʥʠʡ ʢʣʶʯʝʡ.  

X = E K [P]  

ʕʪʦʪ ʨʝʟʫʣʴʪʘʪ ʟʘʧʦʤʠʥʘʝʪʩʷ ʚ ʪʘʙʣʠʮʝ, ʠ ʟʘʪʝʤ ʪʘʙʣʠʮʘ ʫʧʦʨʷʜʦʯʠʚʘ-

ʝʪʩʷ ʧʦ ʟʥʘʯʝʥʠʶ ʍ. ɿʘʪʝʤ ʥʘʨʫʰʠʪʝʣʴ ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʉ, ʠʩʧʦʣʴʟʫʷ ʚʩʝ 

ʚʦʟʤʦʞʥʳʝ 2
56

 ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ. ɼʣʷ ʢʘʞʜʦʛʦ ʨʘʩʰʠʬʨʦʚʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ 

ʠʱʝʪʩʷ ʨʘʚʥʦʝ ʝʤʫ ʟʥʘʯʝʥʠʝ ʚ ʧʝʨʚʦʡ ʪʘʙʣʠʮʝ. ɽʩʣʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʟʥʘ-

ʯʝʥʠʝ ʥʘʡʜʝʥʦ, ʪʦ ʵʪʦ ʚʦʟʤʦʞʥʳʝ ʢʣʶʯʠ. 

ɽʩʣʠ ʠʟʚʝʩʪʥʘ ʝʱʝ ʦʜʥʘ ʧʘʨʘ (ʈ1, ʉ1), ʧʦʣʫʯʝʥʥʘʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʵʪʠʭ ʞʝ ʢʣʶʯʝʡ, ʪʦ ʥʘʡʜʝʥʥʳʝ ʢʣʶʯʠ ʧʨʦʚʝʨʷʶʪʩʷ ʥʘ ʥʝʡ. 

ɽʩʣʠ ʠʟʚʝʩʪʥʘ ʪʦʣʴʢʦ ʦʜʥʘ ʧʘʨʘ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʟʘʰʠʬ-

ʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʪʦ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʫʯʝʥʦ ʜʦʩʪʘʪʦʯʥʦ ʙʦʣʴʰʦʝ ʯʠʩʣʦ 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʢʣʶʯʝʡ. ʅʦ ʝʩʣʠ ʧʨʦʪʠʚʥʠʢ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʝʨʝʭʚʘ-

ʪʠʪʴ ʭʦʪʷ ʙʳ ʜʚʝ ʧʘʨʳ ʟʥʘʯʝʥʠʡ (ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ - ʟʘʰʠʬʨʦ-

ʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ), ʪʦ ʩʣʦʞʥʦʩʪʴ ʚʟʣʦʤʘ ʜʚʦʡʥʦʛʦ DES ʬʘʢʪʠʯʝʩʢʠ ʩʪʘʥʦ-

ʚʠʪʩʷ ʨʘʚʥʦʡ ʩʣʦʞʥʦʩʪʠ ʚʟʣʦʤʘ ʦʙʳʯʥʦʛʦ DES, ʪ.ʝ. 2
56

. 

ʊʨʦʡʥʦʡ DES ʩ ʜʚʫʤʷ ʢʣʶʯʘʤʠ 

ʆʯʝʚʠʜʥʦʝ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʝ ʘʪʘʢʝ çʚʩʪʨʝʯʘ ʧʦʩʝʨʝʜʠʥʝè ʩʦʩʪʦʠʪ ʚ ʠʩ-

ʧʦʣʴʟʦʚʘʥʠʠ ʪʨʝʪʴʝʡ ʩʪʘʜʠʠ ʰʠʬʨʦʚʘʥʠʷ ʩ ʪʨʝʤʷ ʨʘʟʣʠʯʥʳʤʠ ʢʣʶʯʘʤʠ. 

ʕʪʦ ʧʦʜʥʠʤʘʝʪ ʩʪʦʠʤʦʩʪʴ ʘʪʘʢʠ ʩ ʠʟʚʝʩʪʥʳʤ ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʤ ʪʝʢʩʪʦʤ ʜʦ 

2
168
, ʢʦʪʦʨʘʷ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʩʯʠʪʘʝʪʩʷ ʚʳʰʝ ʧʨʘʢʪʠʯʝʩʢʠʭ ʚʦʟʤʦʞ-

ʥʦʩʪʝʡ. ʅʦ ʧʨʠ ʵʪʦʤ ʜʣʠʥʘ ʢʣʶʯʘ ʨʘʚʥʘ 56 * 3 = 168 ʙʠʪ, ʯʪʦ ʠʥʦʛʜʘ ʙʳʚʘʝʪ 

ʛʨʦʤʦʟʜʢʦ. 

ɺ ʢʘʯʝʩʪʚʝ ʘʣʴʪʝʨʥʘʪʠʚʳ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʨʦʡʥʦʝ ʰʠʬʨʦʚʘʥʠʝ ʩ 

ʜʚʫʤʷ ʢʣʶʯʘʤʠ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʧʦʣʥʷʝʪʩʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʰʠʬʨʦʚʘ-

ʥʠʝ-ʨʘʩʰʠʬʨʦʚʘʥʠʝ-ʰʠʬʨʦʚʘʥʠʝ (EDE). 

C = E K1 [D K2 [E K1 [P]]]  
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ʈʠʩ. 1.7. ʈʘʩʰʠʬʨʦʚʘʥʠʝ ʪʨʦʡʥʳʤ DES ʩ ʜʚʫʤʷ ʢʣʶʯʘʤʠ 

ʅʝ ʠʤʝʝʪ ʙʦʣʴʰʦʛʦ ʟʥʘʯʝʥʠʷ, ʯʪʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʘ ʚʪʦʨʦʡ ʩʪʘʜʠʠ: ʰʠʬ-

ʨʦʚʘʥʠʝ ʠʣʠ ʨʘʩʰʠʬʨʦʚʘʥʠʝ. ɺ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʩʫ-

ʱʝʩʪʚʫʝʪ ʪʦʣʴʢʦ ʪʦ ʧʨʝʠʤʫʱʝʩʪʚʦ, ʯʪʦ ʤʦʞʥʦ ʪʨʦʡʥʦʡ DES ʩʚʝʩʪʠ ʢ ʦʙʳʯ-

ʥʦʤʫ ʦʜʠʥʦʯʥʦʤʫ DES, ʠʩʧʦʣʴʟʫʷ K1=K2: 

C = E K1 [D K1 [E K1 [P]]] = E K1 [P]  

ʊʨʦʡʥʦʡ DES ʷʚʣʷʝʪʩʷ ʜʦʩʪʘʪʦʯʥʦ ʧʦʧʫʣʷʨʥʦʡ ʘʣʴʪʝʨʥʘʪʠʚʦʡ DES ʠ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʫʧʨʘʚʣʝʥʠʠ ʢʣʶʯʘʤʠ ʚ ʩʪʘʥʜʘʨʪʘʭ ANSIX9.17 ʠ ISO 8732 

ʠ ʚ PEM (Privacy Enhanced Mail). 

ʀʟʚʝʩʪʥʳʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʪʘʢ ʥʘ ʪʨʦʡʥʦʡ DES ʥʝ ʩʫʱʝʩʪʚʫʝʪ. 

ʎʝʥʘ ʧʦʜʙʦʨʘ ʢʣʶʯʘ ʚ ʪʨʦʡʥʦʤ DES ʩ ʜʚʫʤʷ ʢʣʶʯʘʤʠ ʨʘʚʥʘ 2
112

. 

1.1.10 ɸʣʛʦʨʠʪʤ ɻʆʉʊ 28147 

ɸʣʛʦʨʠʪʤ ɻʆʉʊ 28147 ʷʚʣʷʝʪʩʷ ʦʪʝʯʝʩʪʚʝʥʥʳʤ ʩʪʘʥʜʘʨʪʦʤ ʥʘ ʘʣʛʦ-

ʨʠʪʤʳ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ. ɻʆʉʊ 28147 ʨʘʟʨʘʙʦʪʘʥ ʚ 1989 ʛʦʜʫ, 

ʷʚʣʷʝʪʩʷ ʙʣʦʯʥʳʤ ʘʣʛʦʨʠʪʤʦʤ ʰʠʬʨʦʚʘʥʠʷ, ʜʣʠʥʘ ʙʣʦʢʘ ʨʘʚʥʘ 64 ʙʠʪʘʤ, 

ʜʣʠʥʘ ʢʣʶʯʘ ʨʘʚʥʘ 256 ʙʠʪʘʤ, ʢʦʣʠʯʝʩʪʚʦ ʨʘʫʥʜʦʚ ʨʘʚʥʦ 32. ɸʣʛʦʨʠʪʤ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʢʣʘʩʩʠʯʝʩʢʫʶ ʩʝʪʴ ʌʝʡʰʪʝʣʷ. 

 Li  = R i  

 Ri  = LiÄ F(R i - 1, K i )  

ʌʫʥʢʮʠʷ F ʧʨʦʩʪʘ. ʉʥʘʯʘʣʘ ʧʨʘʚʘʷ ʧʦʣʦʚʠʥʘ ʠ i-ʳʡ ʧʦʜʢʣʶʯ ʩʢʣʘʜʳ-

ʚʘʶʪʩʷ ʧʦ ʤʦʜʫʣʶ 2
32
. ɿʘʪʝʤ ʨʝʟʫʣʴʪʘʪ ʨʘʟʙʠʚʘʝʪʩʷ ʥʘ ʚʦʩʝʤʴ 4-ʙʠʪʦʚʳʭ 

ʟʥʘʯʝʥʠʡ, ʢʘʞʜʦʝ ʠʟ ʢʦʪʦʨʳʭ ʧʦʜʘʝʪʩʷ ʥʘ ʚʭʦʜ S-box. ɻʆʉʊ 28147 ʠʩʧʦʣʴ-

ʟʫʝʪ ʚʦʩʝʤʴ ʨʘʟʣʠʯʥʳʭ S-box, ʢʘʞʜʳʡ ʠʟ ʢʦʪʦʨʳʭ ʠʤʝʝʪ 4-ʙʠʪʦʚʳʡ ʚʭʦʜ ʠ 

4-ʙʠʪʦʚʳʡ ʚʳʭʦʜ. ɺʳʭʦʜʳ ʚʩʝʭ S-box ʦʙʲʝʜʠʥʷʶʪʩʷ ʚ 32-ʙʠʪʥʦʝ ʩʣʦʚʦ, 

ʢʦʪʦʨʦʝ ʟʘʪʝʤ ʮʠʢʣʠʯʝʩʢʠ ʩʜʚʠʛʘʝʪʩʷ ʥʘ 11 ʙʠʪʦʚ ʚʣʝʚʦ. ʅʘʢʦʥʝʮ, ʩ ʧʦʤʦ-

ʱʴʶ XOR ʨʝʟʫʣʴʪʘʪ ʦʙʲʝʜʠʥʷʝʪʩʷ ʩ ʣʝʚʦʡ ʧʦʣʦʚʠʥʦʡ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʯʝʛʦ 

ʧʦʣʫʯʘʝʪʩʷ ʥʦʚʘʷ ʧʨʘʚʘʷ ʧʦʣʦʚʠʥʘ. 



ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʦʩʥʦʚʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ɻʣʘʚʘ 1  

23 

 

ʈʠʩ. 1.8. I- ʳʡ ʨʘʫʥʜ ʘʣʛʦʨʠʪʤʘ ɻʆʉʊ 28147 

ɻʝʥʝʨʘʮʠʷ ʢʣʶʯʝʡ ʧʨʦʩʪʘ. 256-ʙʠʪʥʳʡ ʢʣʶʯ ʨʘʟʙʠʚʘʝʪʩʷ ʥʘ ʚʦʩʝʤʴ 32-

ʙʠʪʥʳʭ ʧʦʜʢʣʶʯʝʡ. ɸʣʛʦʨʠʪʤ ʠʤʝʝʪ 32 ʨʘʫʥʜʘ, ʧʦʵʪʦʤʫ ʢʘʞʜʳʡ ʧʦʜʢʣʶʯ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʯʝʪʳʨʝʭ ʨʘʫʥʜʘʭ ʧʦ ʩʣʝʜʫʶʱʝʡ ʩʭʝʤʝ: 

ʊʘʙʣʠʮʘ 1.1 

ʈʘʫʥʜ  1 2 3 4 5 6 7 8 

ʇʦʜʢʣʶʯ  1 2 3 4 5 6 7 8 

ʈʘʫʥʜ 9 10 11 12 13 14 15 16 

ʇʦʜʢʣʶʯ  1 2 3 4 5 6 7 8 

ʈʘʫʥʜ 17 18 19 20 21 22 23 24 

ʇʦʜʢʣʶʯ 1 2 3 4 5 6 7 8 

ʈʘʫʥʜ 25 26 27 28 29 30 31 32 

ʇʦʜʢʣʶʯ 8 7 6 5 4 3 2 1 

ʉʯʠʪʘʝʪʩʷ, ʯʪʦ ʩʪʦʡʢʦʩʪʴ ʘʣʛʦʨʠʪʤʘ ɻʆʉʊ 28147 ʚʦ ʤʥʦʛʦʤ ʦʧʨʝʜʝʣʷ-

ʝʪʩʷ ʩʪʨʫʢʪʫʨʦʡ S-box. ɼʦʣʛʦʝ ʚʨʝʤʷ ʩʪʨʫʢʪʫʨʘ S-box ʚ ʦʪʢʨʳʪʦʡ ʧʝʯʘʪʠ ʥʝ 

ʧʫʙʣʠʢʦʚʘʣʘʩʴ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʠʟʚʝʩʪʥʳ S-box, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʎʝʥʪʨʘʣʴʥʦʛʦ ɹʘʥʢʘ ʈʌ ʠ ʩʯʠʪʘʶʪʩʷ ʜʦʩʪʘʪʦʯʥʦ ʩʠʣʴʥʳʤʠ. 

ʅʘʧʦʤʥʶ, ʯʪʦ ʚʭʦʜʦʤ ʠ ʚʳʭʦʜʦʤ S-box ʷʚʣʷʶʪʩʷ 4-ʙʠʪʥʳʝ ʯʠʩʣʘ, ʧʦʵʪʦʤʫ 

ʢʘʞʜʳʡ S-box ʤʦʞʝʪ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʚʠʜʝ ʩʪʨʦʢʠ ʮʠʬʨ ʦʪ 0 ʜʦ 15, ʨʘʩ-

ʧʦʣʦʞʝʥʥʳʭ ʚ ʥʝʢʦʪʦʨʦʤ ʧʦʨʷʜʢʝ. ʊʦʛʜʘ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʮʠʬʨʳ ʙʫʜʝʪ 

ʷʚʣʷʪʴʩʷ ʚʭʦʜʥʳʤ ʟʥʘʯʝʥʠʝʤ S-box, ʘ ʩʘʤʘ ʮʠʬʨʘ ï ʚʳʭʦʜʥʳʤ ʟʥʘʯʝʥʠʝʤ  

S-box. 
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ʊʘʙʣʠʮʘ 1.2 

1-ʳʡ S-box 4 10 9 2 13 8 0 14 

 6 11 1 12 7 15 5 3 

2-ʦʡ S-box 14 11 4 12 6 13 15 10 

 2 3 8 1 0 7 5 9 

3-ʠʡ S-box 5 8 1 13 10 3 4 2 

 14 15 12 7 6 0 9 11 

4-ʳʡ S-box 7 13 10 1 0 8 9 15 

 14 4 6 12 11 2 5 3 

5-ʳʡ S-box 6 12 7 1 5 15 13 8 

 4 10 9 14 0 3 11 2 

6-ʦʡ S-box 4 11 10 0 7 2 1 13 

 3 6 8 5 9 12 15 14 

7-ʦʡ S-box 13 11 4 1 3 15 5 9 

 0 10 14 7 6 8 2 12 

8-ʦʡ S-box 1 15 13 0 5 7 10 4 

 9 2 3 14 6 11 8 12 

ʆʩʥʦʚʥʳʝ ʨʘʟʣʠʯʠʷ ʤʝʞʜʫ ʘʣʛʦʨʠʪʤʘʤʠ DES ʠ ɻʆʉʊ 28147 ʩʣʝʜʫʶ-

ʱʠʝ: 

- DES ʠʩʧʦʣʴʟʫʝʪ ʛʦʨʘʟʜʦ ʙʦʣʝʝ ʩʣʦʞʥʫʶ ʧʨʦʮʝʜʫʨʫ ʩʦʟʜʘʥʠʷ 

ʧʦʜʢʣʶʯʝʡ, ʯʝʤ ɻʆʉʊ 28147. ɺ ɻʆʉʊ ʵʪʘ ʧʨʦʮʝʜʫʨʘ ʦʯʝʥʴ 

ʧʨʦʩʪʘ. 

- ɺ DES ʧʨʠʤʝʥʷʝʪʩʷ 56-ʙʠʪʥʳʡ ʢʣʶʯ, ʘ ʚ ɻʆʉʊ 28147 ï 256-

ʙʠʪʥʳʡ. ʇʨʠ ʚʳʙʦʨʝ ʩʠʣʴʥʳʭ S-box ɻʆʉʊ 28147 ʩʯʠʪʘʝʪʩʷ 

ʦʯʝʥʴ ʩʪʦʡʢʠʤ. 

- ʋ S-box DES 6-ʙʠʪʦʚʳʝ ʚʭʦʜʳ ʠ 4-ʙʠʪʦʚʳʝ ʚʳʭʦʜʳ, ʘ ʫ S-box 

ɻʆʉʊ 28147 4-ʙʠʪʦʚʳʝ ʚʭʦʜʳ ʠ ʚʳʭʦʜʳ. ɺ ʦʙʦʠʭ ʘʣʛʦʨʠʪʤʘʭ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦ ʚʦʩʝʤʴ S-box, ʥʦ ʨʘʟʤʝʨ S-box ɻʆʉʊ 28147 

ʩʫʱʝʩʪʚʝʥʥʦ ʤʝʥʴʰʝ ʨʘʟʤʝʨʘ S-box DES. 

- ɺ DESʧʨʠʤʝʥʷʶʪʩʷ ʥʝʨʝʛʫʣʷʨʥʳʝ ʧʝʨʝʩʪʘʥʦʚʢʠ ʈ, ʚ ɻʆʉʊ 

28147 ʠʩʧʦʣʴʟʫʝʪʩʷ 11-ʙʠʪʥʳʡ ʮʠʢʣʠʯʝʩʢʠʡ ʩʜʚʠʛ ʚʣʝʚʦ. ʇʝ-

ʨʝʩʪʘʥʦʚʢʘ DES ʫʚʝʣʠʯʠʚʘʝʪ ʣʘʚʠʥʥʳʡ ʵʬʬʝʢʪ. ɺ ɻʆʉʊ 28147 

ʠʟʤʝʥʝʥʠʝ ʦʜʥʦʛʦ ʚʭʦʜʥʦʛʦ ʙʠʪʘ ʚʣʠʷʝʪ ʥʘ ʦʜʠʥ S-box ʦʜʥʦʛʦ 

ʨʘʫʥʜʘ, ʢʦʪʦʨʳʡ ʟʘʪʝʤ ʚʣʠʷʝʪ ʥʘ ʜʚʘ S-box ʩʣʝʜʫʶʱʝʛʦ ʨʘʫʥ-

ʜʘ, ʪʨʠ S-box ʩʣʝʜʫʶʱʝʛʦ ʠ ʪ.ʜ. ɺ ɻʆʉʊ 28147 ʪʨʝʙʫʝʪʩʷ 8 ʨʘ-

ʫʥʜʦʚ ʧʨʝʞʜʝ, ʯʝʤ ʠʟʤʝʥʝʥʠʝ ʦʜʥʦʛʦ ʚʭʦʜʥʦʛʦ ʙʠʪʘ ʧʦʚʣʠʷʝʪ 

ʥʘ ʢʘʞʜʳʡ ʙʠʪ ʨʝʟʫʣʴʪʘʪʘ; DES ʜʣʷ ʵʪʦʛʦ ʥʫʞʥʦ ʪʦʣʴʢʦ 5 ʨʘ-

ʫʥʜʦʚ. 

- ɺ DES 16 ʨʘʫʥʜʦʚ, ʚ ɻʆʉʊ 28147 ï 32 ʨʘʫʥʜʘ, ʯʪʦ ʜʝʣʘʝʪ ʝʛʦ 

ʙʦʣʝʝ ʩʪʦʡʢʠʤ ʢ ʜʠʬʬʝʨʝʥʮʠʘʣʴʥʦʤʫ ʠ ʣʠʥʝʡʥʦʤʫ ʢʨʠʧʪʦʘʥʘ-

ʣʠʟʫ. 
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1.1.11 ɸʣʛʦʨʠʪʤ AES 

ʀʥʠʮʠʘʪʠʚʘ ʚ ʨʘʟʨʘʙʦʪʢʝ AES (Advanced Encryption Standard) ʧʨʠʥʘʜ-

ʣʝʞʠʪ NIST. ʆʩʥʦʚʥʘʷ ʮʝʣʴ ʩʦʩʪʦʷʣʘ ʚ ʩʦʟʜʘʥʠʠ ʘʣʛʦʨʠʪʤʘ ʩʠʤʤʝʪʨʠʯʥʦʛʦ 

ʰʠʬʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʡ ʤʦʛ ʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʢʘʢ 

ʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤ, ʪʘʢ ʠ ʚ ʯʘʩʪʥʦʤ ʩʝʢʪʦʨʝ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʜʣʠʪʝʣʴʥʦʛʦ ʧʨʦʮʝʩʩʘ ʦʮʝʥʢʠ ʙʳʣ ʚʳʙʨʘʥ ʘʣʛʦʨʠʪʤ 

Rijndael ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ AES. ʄʳ ʢʨʘʪʢʦ ʨʘʩʩʤʦʪʨʠʤ ʦʩʥʦʚʥʳʝ ʧʨʠʥ-

ʮʠʧʳ ʚʳʙʦʨʘ ʘʣʛʦʨʠʪʤʘ, ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʘʣʛʦʨʠʪʤʦʚ, ʢʦʪʦʨʳʝ ʨʘʩʩʤʘʪʨʠ-

ʚʘʣʠʩʴ ʚ ʢʘʯʝʩʪʚʝ ʧʨʝʪʝʥʜʝʥʪʦʚ ʥʘ AES. 

ɺ ʷʥʚʘʨʝ 1997 ʛʦʜʘ NIST ʦʙʲʷʚʠʣ ʦ ʥʘʯʘʣʝ ʨʘʟʨʘʙʦʪʢʠ AES, ʠ ʚ ʩʝʥʪʷʙ-

ʨʝ 1997 ʛʦʜʘ ʙʳʣʠ ʧʨʝʜʩʪʘʚʣʝʥʳ ʦʬʠʮʠʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʘʣʛʦʨʠʪʤʘʤ. ɺ 

ʵʪʠʭ ʪʨʝʙʦʚʘʥʠʷʭ ʫʢʘʟʳʚʘʣʦʩʴ, ʯʪʦ ʮʝʣʴʶ NIST ʷʚʣʷʝʪʩʷ ʨʘʟʨʘʙʦʪʢʘ ʥʝ-

ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʥʥʦʛʦ, ʭʦʨʦʰʦ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘ-

ʥʠʷ, ʜʦʩʪʫʧʥʦʛʦ ʜʣʷ ʰʠʨʦʢʦʛʦ ʧʨʠʤʝʥʝʥʠʷ. ɸʣʛʦʨʠʪʤ ʜʦʣʞʝʥ ʙʳʪʴ ʩʠʤ-

ʤʝʪʨʠʯʥʳʤ, ʙʣʦʯʥʳʤ, ʧʦʜʜʝʨʞʠʚʘʪʴ ʜʣʠʥʫ ʙʣʦʢʘ 128 ʙʠʪ ʠ ʜʣʠʥʫ ʢʣʶʯʘ 

128, 192 ʠ 256 ʙʠʪ. 

ɺ ʘʚʛʫʩʪʝ 1998 ʛʦʜʘ NIST ʘʥʦʥʩʠʨʦʚʘʣ ʧʷʪʥʘʜʮʘʪʴ ʢʘʥʜʠʜʘʪʦʚ ʥʘ ʘʣʛʦ-

ʨʠʪʤ AES ʥʘ ʧʝʨʚʦʡ ʢʦʥʬʝʨʝʥʮʠʠ ʧʦ ʢʘʥʜʠʜʘʪʘʤ AES. ɼʘʥʥʳʝ ʘʣʛʦʨʠʪʤʳ 

ʙʳʣʠ ʨʘʟʨʘʙʦʪʘʥʳ ʧʨʦʤʳʰʣʝʥʥʳʤʠ ʠ ʘʢʘʜʝʤʠʯʝʩʢʠʤʠ ʢʨʫʛʘʤʠ ʜʚʝʥʘʜʮʘʪʠ 

ʩʪʨʘʥ. ɺʪʦʨʘʷ ʢʦʥʬʝʨʝʥʮʠʷ ʧʦ ʢʘʥʜʠʜʘʪʘʤ AES ʙʳʣʘ ʧʨʦʚʝʜʝʥʘ ʚ ʤʘʨʪʝ 

1999 ʛʦʜʘ ʩ ʮʝʣʴʶ ʦʙʩʫʞʜʝʥʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʘʥʘʣʠʟʘ ʧʨʝʜʣʦʞʝʥʥʳʭ ʘʣʛʦ-

ʨʠʪʤʦʚ. ɺ ʘʚʛʫʩʪʝ 1999 ʛʦʜʘ ʙʳʣʠ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚʳʙʨʘʥʥʳʝ NIST ʧʷʪʴ ʬʠ-

ʥʘʣʠʩʪʦʚ. ʀʤʠ ʩʪʘʣʠ MARS, RC6
TM

, Rijndael, Serpent ʠ Twofish. 

ʆʙʟʦʨ ʘʣʛʦʨʠʪʤʦʚ 

ɺʩʝ ʧʷʪʴ ʬʠʥʘʣʠʩʪʦʚ ʷʚʣʷʶʪʩʷ ʠʪʝʨʘʮʠʦʥʥʳʤʠ ʙʣʦʯʥʳʤʠ ʘʣʛʦʨʠʪʤʘʤʠ 

ʰʠʬʨʦʚʘʥʠʷ. ɺ ʢʘʞʜʦʤ ʘʣʛʦʨʠʪʤʝ ʦʧʨʝʜʝʣʝʥ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʧʦʜʢʣʶʯʝʡ 

ʠʟ ʠʩʭʦʜʥʦʛʦ ʢʣʶʯʘ. ʕʪʦʪ ʧʨʦʮʝʩʩ ʥʘʟʳʚʘʝʪʩʷ ʫʧʨʘʚʣʝʥʠʝʤ ʢʣʶʯʦʤ. 

ʇʝʨʚʦʝ ʠ ʧʦʩʣʝʜʥʝʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʦʪ ʧʨʝʦʙʨʘʟʦʚʘ-

ʥʠʷ ʦʩʪʘʣʴʥʳʭ ʨʘʫʥʜʦʚ. ʊʘʢʠʝ ʦʧʝʨʘʮʠʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʥʘ ʥʘʯʘʣʴʥʦʤ ʰʘʛʝ 

ʧʝʨʚʦʛʦ ʨʘʫʥʜʘ ʠ ʟʘʢʣʶʯʠʪʝʣʴʥʦʤ ʰʘʛʝ ʧʦʩʣʝʜʥʝʛʦ ʨʘʫʥʜʘ, ʥʘʟʳʚʘʶʪʩʷ 

pre- ʠ post-ʟʘʙʝʣʠʚʘʥʠʝʤ (whitening) ʠ ʤʦʛʫʪ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʳ ʦʪʜʝʣʴʥʦ. 

ʈʘʩʩʤʦʪʨʠʤ ʦʩʥʦʚʥʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʘʣʛʦʨʠʪʤʦʚ. ɺ ʯʝʪʳʨʝʭ ʘʣʛʦʨʠʪʤʘʭ 

ʩʫʱʝʩʪʚʫʶʪ ʪʘʙʣʠʮʳ ʧʦʜʩʪʘʥʦʚʢʠ, ʥʘʟʳʚʘʝʤʳʝ S-box: AĬB-ʙʠʪʥʳʡ S-box 

ʧʨʝʦʙʨʘʟʫʝʪ ɸ ʚʭʦʜʥʳʭ ʙʠʪʦʚ ʚ ɺ ʚʳʭʦʜʥʳʭ ʙʠʪʦʚ. ʊʨʠ ʘʣʛʦʨʠʪʤʘ ʦʩʥʦʚʘ-

ʥʳ ʥʘ ʩʝʪʠ ʌʝʡʰʪʝʣʷ. ɺ ʢʣʘʩʩʠʯʝʩʢʦʡ ʩʝʪʠ ʌʝʡʰʪʝʣʷ ʚ ʢʘʞʜʦʤ ʨʘʫʥʜʝ 

ʧʨʝʦʙʨʘʟʫʝʪʩʷ ʪʦʣʴʢʦ ʦʜʥʘ ʧʦʣʦʚʠʥʘ ʙʣʦʢʘ ʜʘʥʥʳʭ, ʟʘʪʝʤ ʧʦʣʦʚʠʥʳ ʙʣʦʢʘ 

ʤʝʥʷʶʪʩʷ ʤʝʩʪʘʤʠ. ɼʚʘ ʘʣʛʦʨʠʪʤʘ ʥʝ ʠʩʧʦʣʴʟʫʶʪ ʩʝʪʴ ʌʝʡʰʪʝʣʷ, ʚ ʨʝʟʫʣʴ-

ʪʘʪʝ ʵʪʦʛʦ ʚ ʢʘʞʜʦʤ ʨʘʫʥʜʝ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʚʝʩʴ ʙʣʦʢ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʷ 

ʨʘʟʣʠʯʥʳʝ ʧʦʜʩʪʘʥʦʚʢʠ ʠ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ. 

MARS ʚʳʧʦʣʥʷʝʪ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʚ ʩʣʝʜʫʶʱʝʤ 

ʧʦʨʷʜʢʝ: ʩʣʦʞʝʥʠʝ ʩ ʢʣʶʯʦʤ ʚ ʢʘʯʝʩʪʚʝ pre-whitening, 8 ʨʘʫʥʜʦʚ ʧʨʷʤʦʛʦ 

ʧʝʨʝʤʝʰʠʚʘʥʠʷ ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʣʶʯʘ, 8 ʨʘʫʥʜʦʚ ʧʨʷʤʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘ-
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ʥʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʣʶʯʘ, 8 ʨʘʫʥʜʦʚ ʦʙʨʘʪʥʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʩ ʠʩ-

ʧʦʣʴʟʦʚʘʥʠʝʤ ʢʣʶʯʘ, 8 ʨʘʫʥʜʦʚ ʦʙʨʘʪʥʦʛʦ ʧʝʨʝʤʝʰʠʚʘʥʠʷ ʙʝʟ ʠʩʧʦʣʴʟʦʚʘ-

ʥʠʷ ʢʣʶʯʘ ʠ ʚʳʯʠʪʘʥʠʝ ʢʣʶʯʘ ʚ ʢʘʯʝʩʪʚʝ post-whitening. 16 ʨʘʫʥʜʦʚ ʩ ʠʩ-

ʧʦʣʴʟʦʚʘʥʠʝʤ ʢʣʶʯʘ ʥʘʟʳʚʘʶʪʩʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʤ ʷʜʨʦʤ. ʈʘʫʥʜʳ ʙʝʟ 

ʢʣʶʯʘ ʠʩʧʦʣʴʟʫʶʪ ʜʚʘ 8Ĭ16- ʙʠʪʥʳʭ S-box ʠ ʦʧʝʨʘʮʠʠ ʩʣʦʞʝʥʠʷ ʠ XOR. ɺ 

ʜʦʧʦʣʥʝʥʠʝ ʢ ʵʪʠʤ ʵʣʝʤʝʥʪʘʤ ʨʘʫʥʜʳ ʩ ʢʣʶʯʦʤ ʠʩʧʦʣʴʟʫʶʪ 32-ʙʠʪʥʦʝ 

ʫʤʥʦʞʝʥʠʝ ʢʣʶʯʘ, ʟʘʚʠʩʠʤʳʝ ʦʪ ʜʘʥʥʳʭ ʮʠʢʣʠʯʝʩʢʠʝ ʩʜʚʠʛʠ ʠ ʜʦʙʘʚʣʝʥʠʝ 

ʢʣʶʯʘ. ʂʘʢ ʨʘʫʥʜʳ ʧʝʨʝʤʝʰʠʚʘʥʠʷ, ʪʘʢ ʠ ʨʘʫʥʜʳ ʷʜʨʘ ʷʚʣʷʶʪʩʷ ʨʘʫʥʜʘʤʠ 

ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʡ ʩʝʪʠ ʌʝʡʰʪʝʣʷ, ʚ ʢʦʪʦʨʳʭ ʯʝʪʚʝʨʪʴ ʙʣʦʢʘ ʜʘʥʥʳʭ ʠʩ-

ʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʦʩʪʘʣʴʥʳʭ ʪʨʝʭ ʯʝʪʚʝʨʪʝʡ ʙʣʦʢʘ ʜʘʥʥʳʭ. MARS 

ʙʳʣ ʧʨʝʜʣʦʞʝʥ ʢʦʨʧʦʨʘʮʠʝʡ IBM. 

RC6 ʷʚʣʷʝʪʩʷ ʧʘʨʘʤʝʪʨʠʟʫʝʤʳʤ ʩʝʤʝʡʩʪʚʦʤ ʘʣʛʦʨʠʪʤʦʚ ʰʠʬʨʦʚʘʥʠʷ, 

ʦʩʥʦʚʘʥʥʳʭ ʥʘ ʩʝʪʠ ʌʝʡʰʪʝʣʷ; ʚ ʢʘʯʝʩʪʚʝ AES ʙʳʣʦ ʧʨʝʜʣʦʞʝʥʦ ʠʩʧʦʣʴʟʦ-

ʚʘʪʴ 20 ʨʘʫʥʜʦʚ. ʌʫʥʢʮʠʷ ʨʘʫʥʜʘ ʚ ʘʣʛʦʨʠʪʤʝ RC6ʠʩʧʦʣʴʟʫʝʪ ʧʝʨʝʤʝʥʥʳʝ 

ʮʠʢʣʠʯʝʩʢʠʝ ʩʜʚʠʛʠ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪʩʷ ʢʚʘʜʨʘʪʠʯʥʦʡ ʬʫʥʢʮʠʝʡ ʦʪ 

ʜʘʥʥʳʭ. ʂʘʞʜʳʡ ʨʘʫʥʜ ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʫʤʥʦʞʝʥʠʝ ʧʦ ʤʦʜʫʣʶ 32, ʩʣʦʞʝ-

ʥʠʝ, XOR ʠ ʩʣʦʞʝʥʠʝ ʩ ʢʣʶʯʦʤ. ʉʣʦʞʝʥʠʝ ʩ ʢʣʶʯʦʤ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

pre- ʠ pos-whitening. RC6 ʙʳʣ ʧʨʝʜʣʦʞʝʥ ʣʘʙʦʨʘʪʦʨʠʝʡ RSA. 

Rijndael ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʘʣʛʦʨʠʪʤ, ʠʩʧʦʣʴʟʫʶʱʠʡ ʣʠʥʝʡʥʦ-

ʧʦʜʩʪʘʥʦʚʦʯʥʳʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʠ ʩʦʩʪʦʷʱʠʡ ʠʟ 10, 12 ʠʣʠ 14 ʨʘʫʥʜʦʚ ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʜʣʠʥʳ ʢʣʶʯʘ. ɹʣʦʢ ʜʘʥʥʳʭ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʡ ʘʣʛʦʨʠʪʤʦʤ 

Rijndael, ʧʨʝʜʩʪʘʚʣʷʝʪʩʷ ʚ ʚʠʜʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʙʘʡʪʦʚ, ʠ ʚ ʵʪʦʤ ʩʤʳʩ-

ʣʝ ʢʘʞʜʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʷʚʣʷʝʪʩʷ ʙʘʡʪ-ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʤ. ʌʫʥʢʮʠʷ ʨʘʫʥ-

ʜʘ Rijndael ʩʦʩʪʦʠʪ ʠʟ ʯʝʪʳʨʝʭ ʩʣʦʝʚ. ɺ ʧʝʨʚʦʤ ʩʣʦʝ ʜʣʷ ʢʘʞʜʦʛʦ ʙʘʡʪʘ 

ʧʨʠʤʝʥʷʝʪʩʷ S-box ʨʘʟʤʝʨʥʦʩʪʴʶ 8ʭ8 ʙʠʪ. ɺʪʦʨʦʡ ʠ ʪʨʝʪʠʡ ʩʣʦʠ ʷʚʣʷʶʪʩʷ 

ʣʠʥʝʡʥʳʤʠ ʧʝʨʝʤʝʰʠʚʘʥʠʷʤʠ, ʚ ʢʦʪʦʨʳʭ ʩʪʨʦʢʠ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʚ ʢʘʯʝ-

ʩʪʚʝ ʩʜʚʠʛʘʝʤʳʭ ʤʘʩʩʠʚʦʚ ʠ ʩʪʦʣʙʮʳ ʧʝʨʝʤʝʰʠʚʘʶʪʩʷ. ɺ ʯʝʪʚʝʨʪʦʤ ʩʣʦʝ 

ʚʳʧʦʣʥʷʝʪʩʷ ʦʧʝʨʘʮʠʷ XOR ʙʘʡʪʦʚ ʧʦʜʢʣʶʯʘ ʠ ʤʘʩʩʠʚʘ. ɺ ʧʦʩʣʝʜʥʝʤ ʨʘʫʥ-

ʜʝ ʧʝʨʝʤʝʰʠʚʘʥʠʝ ʩʪʦʣʙʮʦʚ ʦʧʫʱʝʥʦ. Rijndael ʧʨʝʜʣʦʞʝʥ Joan Daemen 

(Proton World International) ʠ Vincent Rijmen (Katholieke Universiteit 

Leuven). 

Serpent ʷʚʣʷʝʪʩʷ ʘʣʛʦʨʠʪʤʦʤ, ʠʩʧʦʣʴʟʫʶʱʠʤ ʣʠʥʝʡʥʦ-

ʧʦʜʩʪʘʥʦʚʦʯʥʳʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʠ ʩʦʩʪʦʷʱʠʤ ʠʟ 32 ʨʘʫʥʜʦʚ. Serpent ʪʘʢʞʝ 

ʦʧʨʝʜʝʣʷʝʪ ʥʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʥʘʯʘʣʴʥʫʶ ʠ ʟʘʢʣʶʯʠʪʝʣʴʥʫʶ ʧʝʨʝʩʪʘ-

ʥʦʚʢʠ, ʢʦʪʦʨʳʝ ʦʙʣʝʛʯʘʶʪ ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ ʨʝʞʠʤ ʨʝʘʣʠʟʘʮʠʠ, ʥʘʟʳʚʘʝʤʳʡ 

bit slice. ʌʫʥʢʮʠʷ ʨʘʫʥʜʘ ʩʦʩʪʦʠʪ ʠʟ ʪʨʝʭ ʩʣʦʝʚ: ʦʧʝʨʘʮʠʷ XOR ʩ ʢʣʶʯʦʤ, 

32-ʭ ʧʘʨʘʣʣʝʣʴʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʦʜʥʦʛʦ ʠʟ ʚʦʩʴʤʠ ʬʠʢʩʠʨʦʚʘʥʥʳʭ S-box ʠ 

ʣʠʥʝʡʥʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ. ɺ ʧʦʩʣʝʜʥʝʤ ʨʘʫʥʜʝ ʩʣʦʡ ʦʧʝʨʘʮʠʠ XOR ʩ ʢʣʶ-

ʯʦʤ ʟʘʤʝʥʝʥ ʥʘ ʣʠʥʝʡʥʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ. Serpent ʧʨʝʜʣʦʞʝʥ Ross Ander-

son (University of Cambridge), Eli Biham (Technion) ʠ Lars Knudsen (Universi-

ty of California San Diego). 

Twofish ʷʚʣʷʝʪʩʷ ʩʝʪʴʶ ʌʝʡʰʪʝʣʷ ʩ 16 ʨʘʫʥʜʘʤʠ. ʉʝʪʴ ʌʝʡʰʪʝʣʷ ʥʝ-

ʟʥʘʯʠʪʝʣʴʥʦ ʤʦʜʠʬʠʮʠʨʦʚʘʥʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʜʥʦʙʠʪʥʳʭ ʨʦʪʘʮʠʡ. 

ʌʫʥʢʮʠʷ ʨʘʫʥʜʘ ʚʣʠʷʝʪ ʥʘ 32-ʙʠʪʥʳʝ ʩʣʦʚʘ, ʠʩʧʦʣʴʟʫʷ ʯʝʪʳʨʝ ʟʘʚʠʩʷʱʠʭ 
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ʦʪ ʢʣʶʯʘ S-box, ʟʘ ʢʦʪʦʨʳʤʠ ʩʣʝʜʫʶʪ ʬʠʢʩʠʨʦʚʘʥʥʳʝ ʤʘʢʩʠʤʘʣʴʥʦ ʫʜʘ-

ʣʝʥʥʳʝ ʦʪʜʝʣʴʥʳʝ ʤʘʪʨʠʮʳ ʚ GF(2
8
), ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʧʩʝʚʜʦ-ɸʜʘʤʘʨʘ ʠ 

ʜʦʙʘʚʣʝʥʠʝ ʢʣʶʯʘ. Twofish ʙʳʣ ʧʨʝʜʣʦʞʝʥ Bruce Schneier, John Kelsey ʠ 

Niels Ferguson (Counterpane Internet Security, Inc.), Doug Whiting (Hi/fn, 

Inc.), David Wagner (University of California Berkley) ʠ Chris Hall (Princeton 

University). 

ʂʨʠʪʝʨʠʡ ʦʮʝʥʢʠ 

ɺ ʩʝʥʪʷʙʨʝ 1997 ʛʦʜʘ ʙʳʣʠ ʦʧʨʝʜʝʣʝʥʳ ʦʙʱʠʝ ʢʨʠʪʝʨʠʠ, ʢʦʪʦʨʳʝ 

ʜʦʣʞʥʳ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʨʘʚʥʝʥʠʷ ʘʣʛʦʨʠʪʤʦʚ. 

ɸʣʛʦʨʠʪʤʳ ʦʮʝʥʠʚʘʣʠʩʴ ʧʦ ʩʣʝʜʫʶʱʠʤ ʪʨʝʤ ʧʘʨʘʤʝʪʨʘʤ: 

¶ ɹʝʟʦʧʘʩʥʦʩʪʴ. 

¶ ʉʪʦʠʤʦʩʪʴ. 

¶ ʍʘʨʘʢʪʝʨʠʩʪʠʢʠ ʘʣʛʦʨʠʪʤʘ ʠ ʝʛʦ ʨʝʘʣʠʟʘʮʠʠ. 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʷʚʣʷʝʪʩʷ ʚʘʞʥʝʡʰʠʤ ʬʘʢʪʦʨʦʤ ʧʨʠ ʦʮʝʥʢʝ ʠ ʩʨʘʚʥʝʥʠʠ 

ʘʣʛʦʨʠʪʤʦʚ ʠ ʭʘʨʘʢʪʝʨʠʟʫʝʪ ʩʪʦʡʢʦʩʪʴ ʘʣʛʦʨʠʪʤʘ ʢ ʢʨʠʧʪʦʘʥʘʣʠʟʫ. ɼʣʷ 

ʦʧʨʝʜʝʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʚʦʜʠʣʠʩʴ ʠʩʩʣʝʜʦʚʘʥʠʷ ʤʘʪʝʤʘʪʠʯʝʩʢʦʡ ʦʩ-

ʥʦʚʳ ʘʣʛʦʨʠʪʤʘ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʣʫʯʘʡʥʦʩʪʴ ʚʳʭʦʜʥʳʭ ʟʥʘʯʝʥʠʡ. ʕʪʦ ʦʧʨʝʜʝ-

ʣʷʣʦ ʦʪʥʦʩʠʪʝʣʴʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʘʞʜʦʛʦ ʘʣʛʦʨʠʪʤʘ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʜʨʫ-

ʛʠʤʠ ʢʘʥʜʠʜʘʪʘʤʠ. 

ʉʪʦʠʤʦʩʪʴ ʷʚʣʷʝʪʩʷ ʚʪʦʨʳʤ ʧʦ ʚʘʞʥʦʩʪʠ ʧʘʨʘʤʝʪʨʦʤ ʦʮʝʥʢʠ, ʢʦʪʦʨʳʡ 

ʭʘʨʘʢʪʝʨʠʟʫʝʪ ʣʠʮʝʥʟʠʦʥʥʳʝ ʪʨʝʙʦʚʘʥʠʷ, ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʵʬʬʝʢʪʠʚʥʦʩʪʴ 

(ʩʢʦʨʦʩʪʴ) ʥʘ ʨʘʟʣʠʯʥʳʭ ʧʣʘʪʬʦʨʤʘʭ ʠ ʪʨʝʙʦʚʘʥʠʷ ʢ ʧʘʤʷʪʠ. ʊʘʢ ʢʘʢ ʦʜʥʦʡ 

ʠʟ ʮʝʣʝʡ ʙʳʣʘ ʚʦʟʤʦʞʥʦʩʪʴ ʰʠʨʦʢʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʣʛʦʨʠʪʤʘ AES ʙʝʟ 

ʣʠʮʝʥʟʠʦʥʥʳʭ ʦʛʨʘʥʠʯʝʥʠʡ, ʦʙʩʫʞʜʘʣʠʩʴ ʚ ʦʩʥʦʚʥʦʤ ʪʨʝʙʦʚʘʥʠʷ ʟʘʱʠʪʳ 

ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʠ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʢʦʥʬʣʠʢʪʳ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʵʪʠʤ. ʈʘʩʩʤʘʪʨʠʚʘʣʘʩʴ ʪʘʢʞʝ ʩʢʦʨʦʩʪʴ ʨʘʙʦʪʳ ʘʣʛʦʨʠʪʤʘ ʥʘ ʨʘʟʣʠʯʥʳʭ 

ʧʣʘʪʬʦʨʤʘʭ. ɺ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʦʩʥʦʚʥʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʣʦʩʴ ʩʢʦʨʦʩʪʠ, 

ʩʚʷʟʘʥʥʦʡ ʩʦ 128-ʙʠʪʥʳʤʠ ʢʣʶʯʘʤʠ. ɿʘʪʝʤ ʨʘʩʩʤʘʪʨʠʚʘʣʠʩʴ ʘʧʧʘʨʘʪʥʳʝ 

ʨʝʘʣʠʟʘʮʠʠ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʘʣʛʦʨʠʪʤʘ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 192- ʠ 

256-ʙʠʪʥʳʭ ʢʣʶʯʝʡ. ʊʘʢʞʝ ʨʘʩʩʤʘʪʨʠʚʘʣʠʩʴ ʪʨʝʙʦʚʘʥʠʷ ʢ ʧʘʤʷʪʠ ʠ ʦʛʨʘ-

ʥʠʯʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʡ ʨʝʘʣʠʟʘʮʠʠ. 

ʊʨʝʪʴʝʡ ʦʙʣʘʩʪʴʶ ʦʮʝʥʢʠ ʷʚʣʷʣʠʩʴ ʪʘʢʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʘʣʛʦʨʠʪʤʦʚ ʠ 

ʠʭ ʨʝʘʣʠʟʘʮʠʡ, ʢʘʢ ʛʠʙʢʦʩʪʴ, ʚʦʟʤʦʞʥʦʩʪʴ ʢʘʢ ʘʧʧʘʨʘʪʥʦʡ, ʪʘʢ ʠ ʧʨʦʛʨʘʤʤ-

ʥʦʡ ʨʝʘʣʠʟʘʮʠʡ, ʧʨʦʩʪʦʪʘ ʘʣʛʦʨʠʪʤʘ. ɻʠʙʢʦʩʪʴ ʦʟʥʘʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʚʦʟ-

ʤʦʞʥʦʩʪʠ ʘʣʛʦʨʠʪʤʘ: 

¶ ʫʧʨʘʚʣʷʪʴ ʨʘʟʤʝʨʦʤ ʢʣʶʯʘ ʠ ʙʣʦʢʘ, ʦʪʣʠʯʥʳʭ ʦʪ ʪʝʭ, ʢʦʪʦʨʳʝ 

ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʳ ʧʦʜʜʝʨʞʠʚʘʪʴʩʷ; 

¶ ʙʝʟʦʧʘʩʥʦ ʠ ʵʬʬʝʢʪʠʚʥʦ ʨʝʘʣʠʟʦʚʳʚʘʪʴʩʷ ʚ ʨʘʟʣʠʯʥʳʭ ʪʠʧʘʭ 

ʦʢʨʫʞʝʥʠʡ; 
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¶ ʨʝʘʣʠʟʦʚʳʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ ʧʦʪʦʯʥʦʛʦ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ, 

ʭʵʰ-ʬʫʥʢʮʠʠ ʠ ʦʙʝʩʧʝʯʠʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝ-

ʩʢʠʝ ʩʝʨʚʠʩʳ. 

ɼʦʣʞʥʘ ʙʳʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʨʝʘʣʠʟʦʚʘʪʴ ʘʣʛʦʨʠʪʤ ʢʘʢ ʘʧʧʘʨʘʪʥʦ, ʪʘʢ ʠ 

ʧʨʦʛʨʘʤʤʥʦ, ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʩʤʝʰʘʥʥʳʭ (firmware) ʨʝʘʣʠʟʘʮʠʡ ʪʘʢʞʝ ʩʯʠ-

ʪʘʝʪʩʷ ʧʨʝʠʤʫʱʝʩʪʚʦʤ. ʆʪʥʦʩʠʪʝʣʴʥʘʷ ʧʨʦʩʪʦʪʘ ʨʘʟʨʘʙʦʪʢʠ ʘʣʛʦʨʠʪʤʘ 

ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ ʬʘʢʪʦʨʦʤ ʦʮʝʥʢʠ. 

ʇʨʠʥʮʠʧʳ ʚʳʙʦʨʘ ʘʣʛʦʨʠʪʤʘ 

ɼʦ ʚʳʙʦʨʘ ʘʣʛʦʨʠʪʤʘ ʩʣʝʜʦʚʘʣʦ ʧʨʠʥʷʪʴ ʥʝʩʢʦʣʴʢʦ ʬʫʥʜʘʤʝʥʪʘʣʴʥʳʭ 

ʨʝʰʝʥʠʡ: 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʣʠʯʝʩʪʚʝʥʥʳʡ ʠʣʠ ʢʘʯʝʩʪʚʝʥʥʳʡ ʢʨʠʪʝʨʠʡ ʧʨʠ 

ʚʳʙʦʨʝ ʘʣʛʦʨʠʪʤʘ. 

¶ ɺʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʘʣʛʦʨʠʪʤʦʚ ʚ ʢʘʯʝʩʪʚʝ AES. 

¶ ɺʳʙʨʘʪʴ ʟʘʧʘʩʥʦʡ ʘʣʛʦʨʠʪʤ(ʳ). 

¶ ʈʘʩʩʤʦʪʨʝʪʴ ʧʨʝʜʣʦʞʝʥʠʷ ʧʦ ʤʦʜʠʬʠʢʘʮʠʠ ʘʣʛʦʨʠʪʤʦʚ. 

ʂʘʯʝʩʪʚʝʥʥʳʡ ʠʣʠ ʢʦʣʠʯʝʩʪʚʝʥʥʳʡ ʢʨʠʪʝʨʠʡ 

ʇʝʨʚʦʥʘʯʘʣʴʥʦ ʨʘʩʩʤʘʪʨʠʚʘʣʘʩʴ ʚʦʟʤʦʞʥʦʩʪʴ ʢʦʣʠʯʝʩʪʚʝʥʥʦʛʦ ʧʦʜʭʦ-

ʜʘ, ʠʩʧʦʣʴʟʫʷ ʢʦʪʦʨʳʡ ʢʘʞʜʳʡ ʘʣʛʦʨʠʪʤ ʠʣʠ ʢʦʤʙʠʥʘʮʠʷ ʘʣʛʦʨʠʪʤʦʚ ʙʫʜʝʪ 

ʧʦʣʫʯʘʪʴ ʦʧʨʝʜʝʣʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʙʘʣʣʦʚ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ ʢʨʠʪʝʨʠʠ ʦʮʝʥ-

ʢʠ. ʇʨʠ ʵʪʦʤ ʚʦʟʥʠʢʘʝʪ ʚʦʧʨʦʩ, ʢʘʢ ʦʧʨʝʜʝʣʠʪʴ ʢʦʥʢʨʝʪʥʳʝ ʟʥʘʯʝʥʠʷ, ʯʪʦ-

ʙʳ ʚʳʧʦʣʥʠʪʴ ʩʨʘʚʥʝʥʠʝ ʘʣʛʦʨʠʪʤʦʚ. ʂʦʣʠʯʝʩʪʚʝʥʥʳʡ ʧʦʜʭʦʜ ʦʟʥʘʯʘʝʪ 

ʚʳʯʠʩʣʝʥʠʝ ʷʚʥʳʭ ʚʝʩʦʚ ʜʣʷ ʢʘʞʜʦʛʦ ʦʮʝʥʠʚʘʝʤʦʛʦ ʬʘʢʪʦʨʘ, ʢʘʩʘʶʱʝʛʦʩʷ 

ʘʣʛʦʨʠʪʤʦʚ. ʆʜʥʘʢʦ ʪʘʢʘʷ ʦʮʝʥʢʘ ʦʢʘʟʘʣʘʩʴ ʜʦʩʪʘʪʦʯʥʦ ʩʫʙʲʝʢʪʠʚʥʦʡ, ʯʪʦ 

ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʙʦʣʴʰʦʤʫ ʢʦʣʠʯʝʩʪʚʫ ʜʠʩʢʫʩʩʠʡ. ʇʦʵʪʦʤʫ ʢʦʣʠʯʝʩʪʚʝʥ-

ʥʳʡ ʧʦʜʭʦʜ ʦʢʘʟʘʣʩʷ ʥʝʧʨʠʤʝʥʠʤʳʤ. ɹʳʣʦ ʨʝʰʝʥʦ ʨʘʩʩʤʦʪʨʝʪʴ ʙʝʟʦʧʘʩ-

ʥʦʩʪʴ ʘʣʛʦʨʠʪʤʘ, ʚʳʧʦʣʥʝʥʠʝ, ʨʝʘʣʠʟʘʮʠʶ ʠ ʦʩʪʘʣʴʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʠ 

ʧʨʠʥʷʪʴ ʨʝʰʝʥʠʝ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ ʢʘʯʝʩʪʚʝʥʥʦʡ ʦʮʝʥʢʝ ʢʘʞʜʦʛʦ ʘʣʛʦʨʠʪʤʘ 

ï ʧʦʤʥʷ, ʯʪʦ ʦʙʩʫʞʜʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʩʘʤʳʤ ʛʣʘʚʥʳʤ. 

ʂʦʣʠʯʝʩʪʚʦ ʘʣʛʦʨʠʪʤʦʚ AES 

ɺʳʩʢʘʟʳʚʘʣʠʩʴ ʥʝʩʢʦʣʴʢʦ ʘʨʛʫʤʝʥʪʦʚ ʦʪʥʦʩʠʪʝʣʴʥʦ ʢʦʣʠʯʝʩʪʚʘ ʘʣʛʦ-

ʨʠʪʤʦʚ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʚʳʙʨʘʥʳ ʚ ʢʘʯʝʩʪʚʝ AES. ʊʘʢʞʝ ʦʙʩʫʞʜʘʣʩʷ 

ʚʦʧʨʦʩ ʦʪʥʦʩʠʪʝʣʴʥʦ çʟʘʧʘʩʥʦʛʦè ʘʣʛʦʨʠʪʤʘ ʜʣʷ ʩʣʫʯʘʷ, ʝʩʣʠ ʙʫʜʝʪ ʚʳʙʨʘʥ 

ʝʜʠʥʩʪʚʝʥʥʳʡ AES-ʘʣʛʦʨʠʪʤ, ʠ ʝʛʦ ʤʦʜʠʬʠʢʘʮʠʷ ʚ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ 

ʫʷʟʚʠʤʦʩʪʠ ʦʢʘʞʝʪʩʷ ʥʝʚʦʟʤʦʞʥʦʡ. 

ɺ ʟʘʱʠʪʫ ʥʝʩʢʦʣʴʢʠʭ ʘʣʛʦʨʠʪʤʦʚ ʙʳʣʠ ʚʳʜʚʠʥʫʪʳ ʩʣʝʜʫʶʱʠʝ ʘʨʛʫ-

ʤʝʥʪʳ: 

¶ ʕʪʦ ʥʝʦʙʭʦʜʠʤʦ ʚ ʠʥʪʝʨʝʩʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɽʩʣʠ ʦʜʠʥ ʘʣʛʦ-

ʨʠʪʤ AES ʙʫʜʝʪ ʚʟʣʦʤʘʥ, ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʜʦʣʞʥʳ ʫʞʝ ʙʳʪʴ ʨʝ-

ʘʣʠʟʦʚʘʥʳ ʜʨʫʛʠʝ AES-ʘʣʛʦʨʠʪʤʳ. ʉʯʠʪʘʝʪʩʷ, ʯʪʦ ʧʨʠʤʝʥʝʥʠʝ 
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ʝʜʠʥʩʪʚʝʥʥʦʛʦ ʘʣʛʦʨʠʪʤʘ ʷʚʣʷʝʪʩʷ ʨʠʩʢʦʚʘʥʥʳʤ, ʝʩʣʠ ʵʪʦʪ ʘʣ-

ʛʦʨʠʪʤ ʦʢʘʞʝʪʩʷ ʥʝʙʝʟʦʧʘʩʥʳʤ. 

¶ ʇʨʦʙʣʝʤʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʜʣʷ 

ʚʳʙʨʘʥʥʦʛʦ ʘʣʛʦʨʠʪʤʘ, ʤʦʛʫʪ ʙʳʪʴ ʨʘʩʩʤʦʪʨʝʥʳ ʧʦʟʜʥʝʝ. 

ʅʘʣʠʯʠʝ ʘʣʴʪʝʨʥʘʪʠʚʥʦʛʦ ʘʣʛʦʨʠʪʤʘ ʤʦʞʝʪ ʦʟʥʘʯʘʪʴ ʥʝʢʦʪʦ-

ʨʳʡ ʧʨʦʤʝʞʫʪʦʯʥʳʡ ʚʘʨʠʘʥʪ. 

¶ ʅʝʩʢʦʣʴʢʦ ʘʣʛʦʨʠʪʤʦʚ AES ʤʦʞʝʪ ʠʤʝʪʴ ʙʦʣʝʝ ʰʠʨʦʢʠʡ ʜʠʘ-

ʧʘʟʦʥ ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʯʝʤ ʝʜʠʥʩʪʚʝʥʥʳʡ ʘʣʛʦʨʠʪʤ. ɺ ʯʘʩʪʥʦ-

ʩʪʠ, ʤʦʞʥʦ ʙʫʜʝʪ ʧʨʝʜʣʦʞʠʪʴ ʢʘʢ ʙʦʣʴʰʫʶ ʩʪʝʧʝʥʴ ʙʝʟʦʧʘʩ-

ʥʦʩʪʠ, ʪʘʢ ʠ ʙʦʣʴʰʫʶ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ, ʯʪʦ ʥʝ ʚʩʝʛʜʘ ʚʦʟ-

ʤʦʞʥʦ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʝʜʠʥʩʪʚʝʥʥʦʛʦ ʘʣʛʦʨʠʪʤʘ. 

ɹʳʣʠ ʪʘʢʞʝ ʚʳʩʢʘʟʘʥʳ ʤʥʝʥʠʷ ʚ ʧʦʣʴʟʫ ʝʜʠʥʩʪʚʝʥʥʦʛʦ ʘʣʛʦʨʠʪʤʘ 

(ʧʨʦʪʠʚ ʥʝʩʢʦʣʴʢʠʭ ʘʣʛʦʨʠʪʤʦʚ). ʅʝʢʦʪʦʨʳʝ ʠʟ ʵʪʠʭ ʘʨʛʫʤʝʥʪʦʚ ʪʘʢʦʚʳ: 

¶ ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʩʢʦʣʴʢʠʭ AES-ʘʣʛʦʨʠʪʤʦʚ ʫʤʝʥʴʰʘʝʪ ʠʥʪʝ-

ʨʦʧʝʨʘʙʝʣʴʥʦʩʪʴ ʠ ʫʚʝʣʠʯʠʚʘʝʪ ʩʪʦʠʤʦʩʪʴ ʧʨʠʣʦʞʝʥʠʡ. 

¶ ʅʘʣʠʯʠʝ ʥʝʩʢʦʣʴʢʠʭ ʘʣʛʦʨʠʪʤʦʚ ʤʦʞʝʪ ʷʚʣʷʪʴʩʷ ʩʚʦʝʦʙʨʘʟʥʦʡ 

çʘʪʘʢʦʡ ʥʘ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʫʶ ʩʦʙʩʪʚʝʥʥʦʩʪʴè, ʥʘʧʨʘʚʣʝʥʥʦʡ 

ʥʘ ʨʝʘʣʠʟʘʮʠʠ ʘʣʛʦʨʠʪʤʦʚ. 

¶ ʆʧʨʝʜʝʣʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʘʣʛʦʨʠʪʤʦʚ ʤʦʞʝʪ ʚʳʟʚʘʪʴ ʦʙʩʫʞʜʝ-

ʥʠʝ ʚʦʧʨʦʩʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʶʙʦʛʦ ʠʟ ʘʣʛʦʨʠʪʤʦʚ. 

¶ ɸʧʧʘʨʘʪʥʳʝ ʨʝʘʣʠʟʘʮʠʠ ʤʦʛʫʪ ʣʫʯʰʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʩʪʫʧʥʳʝ 

ʨʝʩʫʨʩʳ, ʦʧʪʠʤʠʟʠʨʫʷ ʚʳʧʦʣʥʝʥʠʝ ʝʜʠʥʩʪʚʝʥʥʦʛʦ ʘʣʛʦʨʠʪʤʘ, ʘ 

ʥʝ ʥʝʩʢʦʣʴʢʠʭ ʘʣʛʦʨʠʪʤʦʚ. 

ʉʫʱʝʩʪʚʫʝʪ ʚʝʨʦʷʪʥʦʩʪʴ, ʯʪʦ ʚ ʧʦʜʘʚʣʷʶʱʝʤ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ 

ʧʨʠʣʦʞʝʥʠʷ ʙʫʜʫʪ ʨʝʘʣʠʟʦʚʳʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʘʣʛʦʨʠʪʤʦʚ, ʯʪʦ ʦʧʨʝʜʝʣʷʝʪʩʷ 

ʥʫʞʜʘʤʠ ʧʦʪʨʝʙʠʪʝʣʝʡ, ʪʨʝʙʦʚʘʥʠʷʤʠ ʠʥʪʝʨʦʧʝʨʘʙʝʣʴʥʦʩʪʠ ʩ ʥʘʩʣʝʜʫʝʤʳ-

ʤʠ ʠʣʠ ʩʦʙʩʪʚʝʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ ʠ ʪʘʢ ʜʘʣʝʝ. ʊʨʦʡʥʦʡ DES, ʢʦʪʦʨʳʡ NIST 

ʧʨʝʜʣʘʛʘʝʪ ʦʩʪʘʚʠʪʴ ʚ ʦʙʦʟʨʠʤʦʤ ʙʫʜʫʱʝʤ FIPS-ʘʣʛʦʨʠʪʤʦʤ, ʜʦʩʪʫʧʝʥ ʚʦ 

ʤʥʦʛʠʭ ʢʦʤʤʝʨʯʝʩʢʠʭ ʧʨʦʜʫʢʪʘʭ, ʢʘʢ ʠ ʜʨʫʛʠʝ FIPS ʠ ʥʝ-FIPS ʘʣʛʦʨʠʪʤʳ. 

ʉʯʠʪʘʝʪʩʷ, ʯʪʦ ʥʘʣʠʯʠʝ ʧʦʜʦʙʥʳʭ ʥʝʩʢʦʣʴʢʠʭ ʘʣʛʦʨʠʪʤʦʚ ʚ ʢʦʥʢʨʝʪʥʦʤ 

ʧʨʠʣʦʞʝʥʠʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʴʰʫʶ ʩʪʝʧʝʥʴ ʥʘʜʝʞʥʦʩʪʠ, ʢʘʢ ʠ ʥʘʣʠʯʠʝ 

ʥʝʩʢʦʣʴʢʠʭ ʜʣʠʥ ʢʣʶʯʝʡ ʚ AES. ɺ ʩʣʫʯʘʝ ʘʪʘʢʠ ʥʘ ʚʳʙʨʘʥʥʳʡ ʘʣʛʦʨʠʪʤ 

ʧʨʝʜʣʘʛʘʝʪʩʷ ʟʘʜʝʡʩʪʚʦʚʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʩʩʣʝʜʦʚʘʥʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ʜʨʫʛʠʭ ʢʘʥʜʠʜʘʪʦʚ AES, ʫ ʢʦʪʦʨʳʭ ʦʪʩʫʪʩʪʚʫʶʪ ʧʦʜʦʙʥʳʝ ʘʪʘʢʠ, ʣʠʙʦ ʚ 

ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʧʨʝʜʝʣʠʪʴ ʧʦʣʥʦʩʪʴʶ ʥʦʚʳʝ ʧʦʜʭʦʜʳ. 

ɺ ʩʚʷʟʠ ʩ ʧʨʦʙʣʝʤʘʤʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦ-

ʩʪʴʶ, ʩʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʝʩʣʠ ʚʳʙʨʘʪʴ ʥʝʩʢʦʣʴʢʦ ʘʣʛʦʨʠʪʤʦʚ AES, ʪʦ 

ʚʦʟʥʠʢʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʨʝʘʣʠʟʦʚʳʚʘʪʴ ʚʩʝ AES-ʘʣʛʦʨʠʪʤʳ, ʪʘʢʠʤ ʦʙʨʘ-

ʟʦʤ ʩʦʟʜʘʚʘʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʠʩʢʠ ʚ ʦʪʥʦʰʝʥʠʠ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙ-

ʩʪʚʝʥʥʦʩʪʠ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʙʳʣʦ ʨʝʰʝʥʦ ʚʳʙʨʘʪʴ ʝʜʠʥʩʪʚʝʥʥʳʡ ʘʣʛʦʨʠʪʤ. 
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ɿʘʧʘʩʥʦʡ ʘʣʛʦʨʠʪʤ 

ʂʘʢ ʫʞʝ ʦʪʤʝʯʘʣʦʩʴ, ʩʫʱʝʩʪʚʫʝʪ ʚʟʘʠʤʦʩʚʷʟʴ ʤʝʞʜʫ ʧʨʦʙʣʝʤʦʡ, ʩʚʷ-

ʟʘʥʥʦʡ ʩ ʚʳʙʦʨʦʤ ʥʝʩʢʦʣʴʢʠʭ ʘʣʛʦʨʠʪʤʦʚ AES ʠ ʚʳʙʦʨʦʤ ʟʘʧʘʩʥʦʛʦ ʘʣʛʦ-

ʨʠʪʤʘ, ʦʩʦʙʝʥʥʦ ʚ ʩʣʫʯʘʝ ʝʜʠʥʩʪʚʝʥʥʦʛʦ ʘʣʛʦʨʠʪʤʘ AES. ɿʘʧʘʩʥʦʡ ʘʣʛʦ-

ʨʠʪʤ ʤʦʞʝʪ ʠʤʝʪʴ ʥʝʩʢʦʣʴʢʦ ʬʦʨʤ, ʦʪ ʘʣʛʦʨʠʪʤʘ, ʢʦʪʦʨʳʡ ʪʨʝʙʫʝʪʩʷ ʨʝʘ-

ʣʠʟʦʚʳʚʘʪʴ ʚ ʧʨʦʜʫʢʪʘʭ AES (çhot backupè), ʜʦ ʦʧʨʝʜʝʣʷʝʤʦʛʦ ʚ AES ʟʘ-

ʧʘʩʥʦʛʦ ʘʣʛʦʨʠʪʤʘ (çcold backupè). ɹʳʣʦ ʜʦʢʘʟʘʥʦ, ʯʪʦ ʟʘʧʘʩʥʦʡ ʘʣʛʦʨʠʪʤ 

ʚʦ ʤʥʦʛʦʤ ʵʢʚʠʚʘʣʝʥʪʝʥ ʚʪʦʨʦʤʫ AES-ʘʣʛʦʨʠʪʤʫ, ʪʘʢ ʢʘʢ ʤʥʦʛʠʝ ʧʦʣʴʟʦʚʘ-

ʪʝʣʠ ʧʦʞʝʣʘʶʪ, ʯʪʦʙʳ ʜʘʞʝ çcold backupè ʙʳʣ ʨʝʘʣʠʟʦʚʘʥ ʚ ʧʨʦʜʫʢʪʘʭ. 

ʀʪʘʢ, ʠʤʝʷ 

¶ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʦ ʪʦʤ, ʯʪʦ ʟʘʧʘʩʥʦʡ ʘʣʛʦʨʠʪʤ ʜʦʣʞʝʥ de facto 

ʪʨʝʙʦʚʘʪʴʩʷ ʚ ʧʨʦʜʫʢʪʘʭ; 

¶ ʩʦʤʥʝʥʠʷ ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʟʘʧʘʩʥʦʛʦ ʘʣʛʦʨʠʪʤʘ ʚ 

ʩʚʷʟʠ ʩ ʜʦʩʪʠʞʝʥʠʷʤʠ ʢʨʠʧʪʦʘʥʘʣʠʟʘ; 

¶ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʦʩʪʴ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʠʥʪʝʨʦʧʝʨʘʙʝʣʴʥʦʩʪʠ; 

¶ ʜʦʩʪʫʧʥʦʩʪʴ ʚ ʢʦʤʤʝʨʯʝʩʢʠʭ ʧʨʦʜʫʢʪʘʭ ʜʨʫʛʠʭ ʘʣʛʦʨʠʪʤʦʚ; 

ʙʳʣʦ ʧʨʠʥʷʪʦ ʨʝʰʝʥʠʝ ʥʝ ʚʳʙʠʨʘʪʴ ʟʘʧʘʩʥʦʡ ʘʣʛʦʨʠʪʤ. 

ʂʘʢ ʠ ʚ ʩʣʫʯʘʝ ʩ ʜʨʫʛʠʤʠ ʩʪʘʥʜʘʨʪʘʤʠ ʥʘ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪ-

ʤʳ, ʧʨʦʜʦʣʞʘʶʪ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚ ʦʙʣʘʩʪʠ ʢʨʠʧʪʦʘʥʘʣʠʟʘ AES-ʘʣʛʦʨʠʪʤʘ. 

ʇʨʝʜʧʦʣʘʛʘʝʪʩʷ, ʯʪʦ ʩʪʘʥʜʘʨʪ ʙʫʜʝʪ ʧʝʨʝʩʤʘʪʨʠʚʘʪʴʩʷ ʢʘʞʜʳʝ ʧʷʪʴ ʣʝʪ. 

ɽʩʣʠ ʧʦʣʫʯʝʥʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʦʪʨʝʙʫʶʪ ʙʦʣʝʝ ʙʳʩʪʨʦʡ ʨʝʘʢʮʠʠ, ʙʫʜʫʪ 

ʚʳʧʦʣʥʝʥʳ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʜʝʡʩʪʚʠʷ ʠ ʨʘʩʩʤʦʪʨʝʥʳ ʚʩʝ ʚʦʟʤʦʞʥʳʝ ʥʘ 

ʪʦʪ ʤʦʤʝʥʪ ʘʣʴʪʝʨʥʘʪʠʚʳ. 

ʄʦʜʠʬʠʢʘʮʠʷ ʘʣʛʦʨʠʪʤʦʚ 

ʇʨʠ ʦʙʩʫʞʜʝʥʠʠ ʘʣʛʦʨʠʪʤʦʚ ʦʪʤʝʯʘʣʩʷ ʠʥʪʝʨʝʩ ʢ ʫʚʝʣʠʯʝʥʠʶ ʯʠʩʣʘ 

ʨʘʫʥʜʦʚ ʚ ʥʝʢʦʪʦʨʳʭ ʘʣʛʦʨʠʪʤʘʭ. ʊʘʢ, ʧʨʦ Rijndael ʤʦʞʥʦ ʩʢʘʟʘʪʴ, ʯʪʦ ʯʠʩ-

ʣʦ ʨʘʫʥʜʦʚ Rijndael ʦʙʝʩʧʝʯʠʚʘʝʪ ʜʦʩʪʘʪʦʯʥʳʡ ʟʘʧʘʩ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʦʪ-

ʥʦʰʝʥʠʶ ʢ ʘʪʘʢʘʤ ʢʨʠʧʪʦʘʥʘʣʠʟʘ. 

ɹʳʣʦ ʧʨʠʥʷʪʦ ʨʝʰʝʥʠʝ ʥʝ ʠʟʤʝʥʷʪʴ ʢʦʣʠʯʝʩʪʚʦ ʨʘʫʥʜʦʚ AES-

ʘʣʛʦʨʠʪʤʘ. ʇʨʠʯʠʥʳ ʵʪʦʛʦ ʚ ʩʣʝʜʫʶʱʝʤ: 

¶ ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ ʷʩʥʦ ʩʪʨʦʛʦʝ ʦʧʨʝʜʝʣʝʥʠʝ ʘʣʛʦʨʠʪʤʘ, ʚʢʣʶ-

ʯʘʷ ʫʧʨʘʚʣʝʥʠʝ ʢʣʶʯʦʤ. ʊʘʢʞʝ ʥʝ ʧʦʥʷʪʥʦ ʢʘʢ ʠʟʤʝʥʝʥʠʝ ʯʠʩ-

ʣʘ ʨʘʫʥʜʦʚ ʚʣʠʷʝʪ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʘʣʛʦʨʠʪʤʘ. 

¶ ʀʟʤʝʥʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʨʘʫʥʜʦʚ ʚʣʠʷʝʪ ʥʘ ʩʢʦʨʦʩʪʴ ʚʳʧʦʣʥʝ-

ʥʠʷ. ɼʘʥʥʳʝ, ʢʘʩʘʶʱʠʝʩʷ ʩʢʦʨʦʩʪʠ ʚʳʧʦʣʥʝʥʠʷ ʤʦʜʠʬʠʮʠʨʦ-

ʚʘʥʥʦʛʦ ʘʣʛʦʨʠʪʤʘ, ʥʝʦʙʭʦʜʠʤʦ ʧʦʣʫʯʘʪʴ ʟʘʥʦʚʦ. ɺ ʥʝʢʦʪʦʨʳʭ 

ʩʣʫʯʘʷʭ, ʦʩʦʙʝʥʥʦ ʧʨʠ ʘʧʧʘʨʘʪʥʦʡ ʨʝʘʣʠʟʘʮʠʠ ʠ ʚ ʦʢʨʫʞʝʥʠʷʭ 

ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ ʧʘʤʷʪʴʶ, ʦʮʝʥʢʘ ʘʣʛʦʨʠʪʤʘ ʩ ʥʦʚʳʤ ʢʦʣʠʯʝ-

ʩʪʚʦʤ ʨʘʫʥʜʦʚ ʜʦʣʞʥʘ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʦʩʦʙʝʥʥʦ ʪʱʘʪʝʣʴʥʦ. 
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ɹʝʟʦʧʘʩʥʦʩʪʴ AES 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʷʚʣʷʝʪʩʷ ʩʘʤʳʤ ʚʘʞʥʳʤ ʬʘʢʪʦʨʦʤ ʧʨʠ ʦʮʝʥʢʝ ʘʣʛʦʨʠʪ-

ʤʦʚ. ɺ ʦʪʥʦʰʝʥʠʠ ʥʠ ʦʜʥʦʛʦ ʠʟ ʘʣʛʦʨʠʪʤʦʚ ʥʠʢʘʢʠʭ ʘʪʘʢ ʥʝ ʚʳʷʚʣʝʥʦ. 

ɹʳʣʠ ʟʘʬʠʢʩʠʨʦʚʘʥʳ ʪʦʣʴʢʦ ʘʪʘʢʠ ʧʨʦʪʠʚ ʧʨʦʩʪʝʡʰʠʭ ʚʘʨʠʘʥʪʦʚ ʘʣʛʦ-

ʨʠʪʤʦʚ, ʢʦʛʜʘ ʯʠʩʣʦ ʨʘʫʥʜʦʚ ʙʳʣʦ ʩʫʱʝʩʪʚʝʥʥʦ ʫʤʝʥʴʰʝʥʦ ʠʣʠ ʙʳʣʠ ʩʜʝ-

ʣʘʥʳ ʫʧʨʦʱʝʥʠʷ ʜʨʫʛʠʤʠ ʩʧʦʩʦʙʘʤʠ. 

ʊʨʫʜʥʦ ʦʮʝʥʠʪʴ ʚʘʞʥʦʩʪʴ ʘʪʘʢ ʥʘ ʚʘʨʠʘʥʪʳ ʩ ʫʤʝʥʴʰʝʥʥʳʤ ʯʠʩʣʦʤ ʨʘ-

ʫʥʜʦʚ. ʉ ʦʜʥʦʡ ʩʪʦʨʦʥʳ, ʚʘʨʠʘʥʪʳ ʩ ʫʤʝʥʴʰʝʥʥʳʤ ʯʠʩʣʦʤ ʨʘʫʥʜʦʚ ʥʘ ʩʘ-

ʤʦʤ ʜʝʣʝ ʷʚʣʷʶʪʩʷ ʜʨʫʛʠʤʠ ʘʣʛʦʨʠʪʤʘʤʠ, ʠ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʘʪʘʢʠ ʥʘ ʥʠʭ 

ʥʠʢʘʢ ʥʝ ʭʘʨʘʢʪʝʨʠʟʫʶʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʩʭʦʜʥʳʭ ʘʣʛʦʨʠʪʤʦʚ. ɸʣʛʦʨʠʪʤ 

ʤʦʞʝʪ ʙʳʪʴ ʙʝʟʦʧʘʩʝʥ ʧʨʠ n ʨʘʫʥʜʘʭ, ʜʘʞʝ ʝʩʣʠ ʦʥ ʫʷʟʚʠʤ ʧʨʠ n-1 ʨʘʫʥʜʝ. 

ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʦʙʳʯʥʦʡ ʧʨʘʢʪʠʢʦʡ ʚ ʩʦʚʨʝʤʝʥʥʦʤ ʢʨʠʧʪʦʘʥʘʣʠʟʝ ʷʚ-

ʣʷʶʪʩʷ ʧʦʧʳʪʢʠ ʩʢʦʥʩʪʨʫʠʨʦʚʘʪʴ ʘʪʘʢʠ ʥʘ ʚʘʨʠʘʥʪʳ ʩ ʫʤʝʥʴʰʝʥʥʳʤ ʯʠʩ-

ʣʦʤ ʨʘʫʥʜʦʚ. ʉ ʵʪʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ ʚʧʦʣʥʝ ʧʦʥʷʪʥʳ ʧʦʧʳʪʢʠ ʦʮʝʥʠʪʴ çʨʝ-

ʟʝʨʚ ʙʝʟʦʧʘʩʥʦʩʪʠè ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʘʣʛʦʨʠʪʤʦʚ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ ʘʪʘʢʘʭ 

ʥʘ ʚʘʨʠʘʥʪʳ ʩ ʫʤʝʥʴʰʝʥʥʳʤ ʯʠʩʣʦʤ ʨʘʫʥʜʦʚ. 

ʆʜʥʠʤ ʠʟ ʚʦʟʤʦʞʥʳʭ ʢʨʠʪʝʨʠʝʚ ʨʝʟʝʨʚʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʯʠʩʣʦ, 

ʥʘ ʢʦʪʦʨʦʝ ʧʦʣʥʦʝ ʯʠʩʣʦ ʨʘʫʥʜʦʚ ʘʣʛʦʨʠʪʤʘ ʧʨʝʚʳʰʘʝʪ ʥʘʠʙʦʣʴʰʝʝ ʯʠʩʣʦ 

ʨʘʫʥʜʦʚ, ʧʨʠ ʢʦʪʦʨʦʤ ʚʦʟʤʦʞʥʘ ʘʪʘʢʘ. ʉʫʱʝʩʪʚʫʝʪ ʨʷʜ ʧʨʠʯʠʥ, ʦʙʲʷʩʥʷʶ-

ʱʠʭ, ʧʦʯʝʤʫ ʥʝ ʩʣʝʜʫʝʪ ʧʦʣʘʛʘʪʴʩʷ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʥʘ ʧʦʜʦʙʥʫʶ ʤʝʪʨʠʢʫ 

ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʩʠʣʳ ʘʣʛʦʨʠʪʤʘ; ʪʝʤ ʥʝ ʤʝʥʝʝ, ʜʘʥʥʘʷ ʤʝʪʨʠʢʘ ʨʝʟʝʨʚʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʘ. 

ʇʨʦʛʨʘʤʤʥʳʝ ʨʝʘʣʠʟʘʮʠʠ 

ʇʨʦʛʨʘʤʤʥʳʝ ʨʝʘʣʠʟʘʮʠʠ ʘʣʛʦʨʠʪʤʦʚ ʤʦʛʫʪ ʙʳʪʴ ʚʳʧʦʣʥʝʥʳ ʚ ʰʠʨʦ-

ʢʦʤ ʜʠʘʧʘʟʦʥʝ ʷʟʳʢʦʚ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʠ ʘʧʧʘʨʘʪʥʳʭ ʘʨʭʠʪʝʢʪʫʨ. ɺ ʥʝ-

ʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʧʘʤʷʪʴ ʥʠʢʘʢ ʥʝ ʦʛʨʘʥʠʯʝʥʘ; ʚ ʜʨʫʛʠʭ ʩʣʫʯʘʷʭ RAM ʠ/ʠʣʠ 

ROM ʤʦʛʫʪ ʙʳʪʴ ʩʫʱʝʩʪʚʝʥʥʦ ʦʛʨʘʥʠʯʝʥʳ. ʀʥʦʛʜʘ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʜʘʥʥʳʭ ʰʠʬʨʫʝʪʩʷ ʠ ʨʘʩʰʠʬʨʦʚʳʚʘʶʪʩʷ ʝʜʠʥʩʪʚʝʥʥʳʤ ʢʣʶʯʦʤ. ɺ ʦʩʪʘʣʴ-

ʥʳʭ ʩʣʫʯʘʷʭ ʢʣʶʯ ʠʟʤʝʥʷʝʪʩʷ ʯʘʩʪʦ, ʚʦʟʤʦʞʥʦ, ʜʣʷ ʢʘʞʜʦʛʦ ʙʣʦʢʘ ʜʘʥʥʳʭ. 

ʉʢʦʨʦʩʪʴ ʰʠʬʨʦʚʘʥʠʷ ʠ/ʠʣʠ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʯʘʩʪʦ ʷʚʣʷʝʪʩʷ ʧʨʦʪʠʚʦ-

ʧʦʣʦʞʥʦʩʪʴʶ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʯʠʩʣʦ ʨʘʫʥʜʦʚ, ʫʢʘʟʘʥʥʦʝ 

ʜʣʷ ʘʣʛʦʨʠʪʤʘ, ʷʚʣʷʝʪʩʷ ʬʘʢʪʦʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ; ʩʢʦʨʦʩʪʴ ʰʠʬʨʦʚʘʥʠʷ ʠʣʠ 

ʨʘʩhʠʬʨʦʚʘʥʠʷ ʧʨʠʙʣʠʟʠʪʝʣʴʥʦ ʧʨʦʧʦʨʮʠʦʥʘʣʴʥʘ ʯʠʩʣʫ ʨʘʫʥʜʦʚ. ʊʘʢʠʤ 

ʦʙʨʘʟʦʤ, ʩʢʦʨʦʩʪʴ ʥʝ ʤʦʞʝʪ ʠʩʩʣʝʜʦʚʘʪʴʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʫʱʝʩʪʚʫʝʪ ʤʥʦʛʦ ʜʨʫʛʠʭ ʘʩʧʝʢʪʦʚ ʧʨʦʛʨʘʤʤʥʳʭ ʨʝʘʣʠʟʘʮʠʡ. ʅʝʢʦʪʦ-

ʨʳʝ ʠʟ ʥʠʭ ʙʫʜʫʪ ʧʝʨʝʯʠʩʣʝʥʳ ʥʠʞʝ, ʚʢʣʶʯʘʷ ʩʢʦʨʦʩʪʴ ʠ ʩʪʦʠʤʦʩʪʴ. 

ʈʘʟʤʝʨ ʤʘʰʠʥʥʦʛʦ ʩʣʦʚʘ 

ʆʜʥʦʡ ʠʟ ʧʨʦʙʣʝʤ, ʢʦʪʦʨʘʷ ʚʦʟʥʠʢʘʝʪ ʚ ʧʨʦʛʨʘʤʤʥʳʭ ʨʝʘʣʠʟʘʮʠʷʭ, ʷʚ-

ʣʷʝʪʩʷ ʣʝʞʘʱʘʷ ʚ ʠʭ ʦʩʥʦʚʝ ʘʨʭʠʪʝʢʪʫʨʘ. ʇʣʘʪʬʦʨʤʳ, ʥʘ ʢʦʪʦʨʳʭ ʚʳʧʦʣ-

ʥʷʣʦʩʴ ʪʝʩʪʠʨʦʚʘʥʠʝ, ʦʨʠʝʥʪʠʨʦʚʘʥʳ ʥʘ 32-ʙʠʪʥʳʝ ʘʨʭʠʪʝʢʪʫʨʳ. ʆʜʥʘʢʦ 

ʚʳʧʦʣʥʝʥʠʝ ʥʘ 8-ʙʠʪʥʳʭ ʠ 64-ʙʠʪʥʳʭ ʤʘʰʠʥʘʭ ʪʘʢʞʝ ʚʘʞʥʦ. ʊʨʫʜʥʦ ʧʨʦ-
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ʛʥʦʟʠʨʦʚʘʪʴ, ʢʘʢ ʨʘʟʣʠʯʥʳʝ ʘʨʭʠʪʝʢʪʫʨʳ ʙʫʜʫʪ ʦʪʣʠʯʘʪʴʩʷ ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ 

ʣʝʪ. ʅʦ ʪʘʢʞʝ ʪʨʫʜʥʦ ʥʘʟʥʘʯʠʪʴ ʚʝʩʦʚʳʝ ʢʦʵʬʬʠʮʠʝʥʪʳ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʪʠ-

ʧʦʚ ʚʳʧʦʣʥʝʥʠʷ ʜʣʷ ʪʝʢʫʱʝʛʦ ʦʪʨʝʟʢʘ ʚʨʝʤʝʥʠ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʦʞʠʜʘʝʪʩʷ 

ʩʣʝʜʫʶʱʘʷ ʢʘʨʪʠʥʘ. 

ʉʯʠʪʘʝʪʩʷ, ʯʪʦ ʚ ʙʣʠʞʘʡʰʠʝ ʛʦʜʳ 8-ʙʠʪʥʳʝ, 32-ʙʠʪʥʳʝ ʠ 64-ʙʠʪʥʳʝ 

ʘʨʭʠʪʝʢʪʫʨʳ ʙʫʜʫʪ ʠʛʨʘʪʴ ʚʘʞʥʝʡʰʫʶ ʨʦʣʴ (ʚ ʢʘʢʦʡ-ʪʦ ʤʦʤʝʥʪ ʙʫʜʫʪ ʜʦ-

ʙʘʚʣʝʥʳ 128-ʙʠʪʥʳʝ ʘʨʭʠʪʝʢʪʫʨʳ). ʍʦʪʷ 8-ʙʠʪʥʳʝ ʘʨʭʠʪʝʢʪʫʨʳ ʠʩʧʦʣʴʟʫ-

ʶʪʩʷ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʠ 32-ʙʠʪʥʳʝ ʚʝʨʩʠʠ, 8-ʙʠʪʥʳʝ ʘʨʭʠ-

ʪʝʢʪʫʨʳ ʥʝ ʠʩʯʝʟʥʫʪ ʦʢʦʥʯʘʪʝʣʴʥʦ. ʄʝʞʜʫ ʪʝʤ ʥʝʢʦʪʦʨʳʝ 32-ʙʠʪʥʳʝ ʘʨʭʠ-

ʪʝʢʪʫʨʳ ʙʫʜʫʪ ʚʳʪʝʩʥʝʥʳ 64-ʙʠʪʥʳʤʠ ʚʝʨʩʠʷʤʠ, ʥʦ 32-ʙʠʪʥʳʝ ʘʨʭʠʪʝʢʪʫ-

ʨʳ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʠʣʦʞʝʥʠʷʤʠ ʩ ʙʦʣʝʝ ʥʠʟʢʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ, 

ʪ.ʝ. ʚʘʞʥʦʩʪʴ 32-ʙʠʪʥʳʭ ʘʨʭʠʪʝʢʪʫʨ ʪʘʢʞʝ ʦʩʪʘʥʝʪʩʷ ʚʳʩʦʢʦʡ. ɺʘʞʥʦʩʪʴ 

64-ʙʠʪʥʳʭ ʘʨʭʠʪʝʢʪʫʨ ʙʫʜʝʪ ʚʦʟʨʘʩʪʘʪʴ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, AES ʜʦʣʞʝʥ ʭʦ-

ʨʦʰʦ ʚʳʧʦʣʥʷʪʴʩʷ ʥʘ ʨʘʟʣʠʯʥʳʭ ʘʨʭʠʪʝʢʪʫʨʘʭ. 

ʉʣʝʜʫʝʪ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʚʳʧʦʣʥʝʥʠʝ ʥʝ ʤʦʞʝʪ ʦʮʝʥʠʚʘʪʴʩʷ ʪʦʣʴʢʦ ʥʘ ʦʩ-

ʥʦʚʝ ʜʣʠʥʳ ʩʣʦʚʘ. ɼʦʣʞʥʳ ʫʯʠʪʳʚʘʪʴʩʷ ʪʘʢʞʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʬʘʢʪʦʨʳ, 

ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʇʆ, ʢʦʪʦʨʳʝ ʦʙʩʫʞʜʘʶʪʩʷ ʜʘʣʝʝ. 

ʗʟʳʢʠ ʨʝʘʣʠʟʘʮʠʠ 

ɺʳʧʦʣʥʝʥʠʝ ʪʘʢʞʝ ʟʘʚʠʩʠʪ ʦʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʥʢʨʝʪʥʦʛʦ ʷʟʳʢʘ 

(ʥʘʧʨʠʤʝʨ, ʘʩʩʝʤʙʣʝʨ, ʢʦʤʧʠʣʠʨʫʝʤʳʡ ʠʣʠ ʠʥʪʝʨʧʨʝʪʠʨʫʝʤʳʡ ʷʟʳʢ ʚʳʩʦ-

ʢʦʛʦ ʫʨʦʚʥʷ). ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʠʛʨʘʝʪ ʨʦʣʴ ʢʦʥʢʨʝʪʥʦʝ ʇʆ. ʉʫʱʝʩʪʚʫ-

ʝʪ ʮʝʣʳʡ ʩʧʝʢʪʨ ʚʦʟʤʦʞʥʦʩʪʝʡ. ʂʘʢ ʦʜʥʘ ʠʟ ʢʨʘʡʥʦʩʪʝʡ, ʚʨʫʯʥʫʶ ʩʦʟʜʘʥ-

ʥʳʡ ʘʩʩʝʤʙʣʝʨʥʳʡ ʢʦʜ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʣʫʯʰʝʝ, ʯʝʤ ʜʘʞʝ ʦʧʪʠ-

ʤʠʟʠʨʫʶʱʠʡ ʢʦʤʧʠʣʷʪʦʨ. ɼʨʫʛʘʷ ʢʨʘʡʥʦʩʪʴ - ʵʪʦ ʠʥʪʝʨʧʨʝʪʠʨʫʝʤʳʝ ʷʟʳ-

ʢʠ, ʢʦʪʦʨʳʝ ʚ ʦʙʱʝʤ ʩʣʫʯʘʝ ʧʣʦʭʦ ʨʝʰʘʶʪ ʟʘʜʘʯʠ ʦʧʪʠʤʠʟʘʮʠʠ. ʆʧʪʠʤʠʟʘ-

ʮʠʷ, ʚʳʧʦʣʥʷʝʤʘʷ ʢʦʤʧʠʣʷʪʦʨʘʤʠ, ʥʘʭʦʜʠʪʩʷ ʛʜʝ-ʪʦ ʧʦʩʝʨʝʜʠʥʝ. ʊʘʢʞʝ 

ʩʣʝʜʫʝʪ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʢʦʤʧʠʣʷʪʦʨʳ ʨʘʙʦʪʘʶʪ ʣʫʯʰʝ ʜʨʫʛʠʭ, 

ʦʙʝʩʧʝʯʠʚʘʷ ʧʦʜʜʝʨʞʢʫ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʘʨʭʠʪʝʢʪʫʨʦʡ ʦʧʝʨʘʮʠʡ, ʥʘʧʨʠ-

ʤʝʨ, 32-ʙʠʪʥʫʶ ʨʦʪʘʮʠʶ. ʕʪʦ ʫʚʝʣʠʯʠʚʘʝʪ ʪʨʫʜʥʦʩʪʴ ʦʮʝʥʢʠ ʚʳʧʦʣʥʝʥʠʷ 

ʥʘ ʨʘʟʣʠʯʥʳʭ ʧʣʘʪʬʦʨʤʘʭ. 

ʆʪʥʦʩʠʪʝʣʴʥʦ ʚʘʞʥʦʩʪʠ ʨʘʟʣʠʯʥʳʭ ʷʟʳʢʦʚ ʝʜʠʥʦʛʦ ʤʥʝʥʠʷ ʥʝʪ. ʄʥʦ-

ʛʠʝ ʩʯʠʪʘʶʪ, ʯʪʦ ʘʩʩʝʤʙʣʝʨʥʦʝ ʢʦʜʠʨʦʚʘʥʠʝ ʙʦʣʴʰʝ ʚʩʝʛʦ ʧʦʜʭʦʜʠʪ ʜʣʷ 

ʦʮʝʥʢʠ ʚʳʧʦʣʥʝʥʠʷ ʥʘ ʜʘʥʥʦʡ ʘʨʭʠʪʝʢʪʫʨʝ. ʇʨʠʯʠʥʘ ʵʪʦʛʦ ʚ ʪʦʤ, ʯʪʦ ʨʫʯ-

ʥʦʝ ʢʦʜʠʨʦʚʘʥʠʝ ʚʳʧʦʣʥʷʝʪʩʷ ʪʦʛʜʘ, ʢʦʛʜʘ ʚʘʞʥʘ ʩʢʦʨʦʩʪʴ ʠ ʥʝʜʦʩʪʫʧʥʘ 

ʘʧʧʘʨʘʪʥʘʷ ʨʝʘʣʠʟʘʮʠʷ. ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʩʩʝʤʙʣʝʨʘ ʠʣʠ 

ʜʨʫʛʠʭ ʩʧʦʩʦʙʦʚ ʫʚʝʣʠʯʝʥʠʷ ʩʢʦʨʦʩʪʠ ʤʦʞʝʪ ʫʚʝʣʠʯʠʪʴ ʩʪʦʠʤʦʩʪʴ. ʉʪʦʠ-

ʤʦʩʪʴ ʨʘʟʨʘʙʦʪʢʠ ʢʦʜʘ ʤʦʞʝʪ ʙʳʪʴ ʩʫʱʝʩʪʚʝʥʥʦʡ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ ʮʝʣʴʶ 

ʷʚʣʷʝʪʩʷ ʤʘʢʩʠʤʘʣʴʥʘʷ ʩʢʦʨʦʩʪʴ. ʅʘʧʨʠʤʝʨ, ʦʧʪʠʤʠʟʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʵʬ-

ʬʝʢʪʠʚʥʦʡ, ʝʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʫʯʥʦʝ ʢʦʜʠʨʦʚʘʥʠʝ ʜʣʷ ʷʟʳʢʦʚ ʚʳʩʦʢʦʛʦ 

ʫʨʦʚʥʷ, ʪʘʢʠʭ ʢʘʢ ʉ, ʠʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʩʩʝʤʙʣʝʨʥʳʡ ʢʦʜ. ɺ ʥʝʢʦʪʦʨʳʭ 

ʦʢʨʫʞʝʥʠʷʭ ʩʢʦʨʦʩʪʴ, ʩ ʢʦʪʦʨʦʡ ʚʳʧʦʣʥʷʝʪʩʷ ʢʦʜ, ʩʯʠʪʘʝʪʩʷ ʧʝʨʚʦʩʪʝʧʝʥ-

ʥʦʡ ʧʨʠ ʦʮʝʥʢʝ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩʦ ʩʪʦʠʤʦʩʪʴʶ. ɺ ʜʨʫʛʠʭ 

ʩʣʫʯʘʷʭ ʩʢʦʨʦʩʪʴ ʫʩʪʘʥʦʚʢʠ ʢʣʶʯʘ ʷʚʣʷʝʪʩʷ ʙʦʣʝʝ ʚʘʞʥʦʡ, ʯʝʤ ʩʢʦʨʦʩʪʴ 
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ʰʠʬʨʦʚʘʥʠʷ ʠʣʠ ʨʘʩʰʠʬʨʦʚʘʥʠʷ. ʕʪʦ ʟʘʪʨʫʜʥʷʝʪ ʨʘʟʨʘʙʦʪʢʫ ʫʥʠʚʝʨʩʘʣʴ-

ʥʦʡ ʤʝʪʨʠʢʠ ʜʣʷ ʦʮʝʥʢʠ ʚʳʧʦʣʥʝʥʠʷ ʬʠʥʘʣʠʩʪʦʚ. 

ʉʪʦʠʤʦʩʪʴ ʨʘʟʨʘʙʦʪʢʠ ʢʦʜʘ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʪʠʚʦʧʦʩʪʘʚʣʝʥʘ ʩʢʦʨʦʩʪʠ. 

ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʪʘʥʜʘʨʪʥʦʛʦ ʢʦʜʘ ʤʦʞʝʪ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ 

ʩʪʦʠʤʦʩʪʴ, ʥʦ ʧʨʠ ʵʪʦʤ ʤʦʞʝʪ ʦʪʩʫʪʩʪʚʦʚʘʪʴ ʦʧʪʠʤʠʟʘʮʠʷ ʜʣʷ ʜʘʥʥʦʛʦ 

ʦʢʨʫʞʝʥʠʷ. ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʩʪʘʥʜʘʨʪʥʦʛʦ ʢʦʜʘ, ʪʘʢʦʛʦ 

ʢʘʢ ʢʦʜ ʥʘ ʘʩʩʝʤʙʣʝʨʝ, ʤʦʞʝʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʩʢʦʨʦʩʪʴ ʟʘ ʩʯʝʪ ʚʳʩʦʢʦʡ 

ʩʪʦʠʤʦʩʪʠ ʨʘʟʨʘʙʦʪʢʠ. 

ʆʧʪʠʤʠʟʘʮʠʷ ʠʤʝʝʪ ʰʠʨʦʢʠʡ ʜʠʘʧʘʟʦʥ ʨʝʰʝʥʠʡ. ʀʥʦʛʜʘ ʝʝ ʤʦʞʥʦ 

ʦʩʫʱʝʩʪʚʠʪʴ ʙʝʟ ʦʩʦʙʳʭ ʫʩʠʣʠʡ. ɹʦʣʝʝ ʪʦʛʦ, ʥʝʢʦʪʦʨʳʝ ʦʧʪʠʤʠʟʘʮʠʠ ʤʦʛʫʪ 

ʙʳʪʴ ʧʦʨʪʠʨʦʚʘʥʳ ʥʘ ʜʨʫʛʠʝ ʧʣʘʪʬʦʨʤʳ. ɺ ʢʘʯʝʩʪʚʝ ʧʨʦʪʠʚʦʧʦʣʦʞʥʦʛʦ 

ʧʨʠʤʝʨʘ ʤʦʞʥʦ ʩʢʘʟʘʪʴ, ʯʪʦ ʨʷʜ ʦʧʪʠʤʠʟʘʮʠʡ ʪʨʝʙʫʝʪ ʙʦʣʴʰʠʭ ʫʩʠʣʠʡ 

ʠ/ʠʣʠ ʦʛʨʘʥʠʯʝʥʠʡ ʜʣʷ ʢʦʥʢʨʝʪʥʳʭ ʧʣʘʪʬʦʨʤ. 

ʆʢʨʫʞʝʥʠʷ ʩ ʦʛʨʘʥʠʯʝʥʠʷʤʠ ʧʨʦʩʪʨʘʥʩʪʚʘ 

ɺ ʥʝʢʦʪʦʨʳʭ ʦʢʨʫʞʝʥʠʷʭ, ʦʙʣʘʜʘʶʱʠʭ ʥʝʙʦʣʴʰʠʤʠ ʦʙʲʝʤʘʤʠ RAM 

ʠ/ʠʣʠ ROM ʜʣʷ ʪʘʢʠʭ ʮʝʣʝʡ, ʢʘʢ ʭʨʘʥʝʥʠʝ ʢʦʜʘ (ʦʙʳʯʥʦ ʚ ROM), ʧʨʝʜʩʪʘʚ-

ʣʝʥʠʝ ʦʙʲʝʢʪʦʚ ʜʘʥʥʳʭ, ʪʘʢʠʭ ʢʘʢ S-box (ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʭʨʘʥʠʪʴʩʷ ʚ RAM 

ʠʣʠ ROM ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʠʟʚʝʩʪʥʳ ʣʠ ʦʥʠ ʟʘʨʘʥʝʝ ʠʣʠ ʥʝʪ) ʠ ʭʨʘʥʝ-

ʥʠʝ ʧʦʜʢʣʶʯʝʡ (ʚ RAM), ʩʫʱʝʩʪʚʫʶʪ ʟʥʘʯʠʪʝʣʴʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ. ʊʝʦʨʝʪʠ-

ʯʝʩʢʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʬʦʨʤʳ ʭʨʘʥʝʥʠʷ, ʥʘʧʨʠʤʝʨ, 

EEPROM, ʜʣʷ ʪʘʢʠʭ ʟʥʘʯʝʥʠʡ ʢʘʢ ʧʦʜʢʣʶʯʠ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʤʦʞʥʦ ʧʨʝʜʧʦ-

ʣʘʛʘʪʴ, ʯʪʦ ʧʦʜʢʣʶʯʠ ʪʘʢʞʝ ʭʨʘʥʷʪʩʷ ʚ RAM. 

ʂʨʦʤʝ ʪʦʛʦ, ʩʣʝʜʫʝʪ ʫʯʝʩʪʴ, ʯʪʦ ʜʦʩʪʫʧʥʘʷ RAM ʜʦʣʞʥʘ ʠʩʧʦʣʴʟʦʚʘʪʴ-

ʩʷ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʮʝʣʝʡ, ʪʘʢʠʭ ʢʘʢ ʭʨʘʥʝʥʠʝ ʧʨʦʤʝʞʫʪʦʯʥʳʭ ʧʝʨʝʤʝʥʥʳʭ 

ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʧʨʦʛʨʘʤʤʳ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʥʝ ʩʣʝʜʫʝʪ ʧʨʝʜʧʦʣʘʛʘʪʴ, ʯʪʦ 

ʙʦʣʴʰʠʝ ʧʦʨʮʠʠ ʜʘʥʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʜʦʩʪʫʧʥʳ ʜʣʷ ʭʨʘʥʝʥʠʷ ʧʦʜʢʣʶʯʝʡ. 

ɺ ʦʢʨʫʞʝʥʠʷʭ ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ ʧʘʤʷʪʴʶ ʦʙʲʝʤ ROM ʠ RAM, ʥʝʦʙʭʦʜʠ-

ʤʳʡ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʘʣʛʦʨʠʪʤʦʚ, ʤʦʞʝʪ ʙʳʪʴ ʦʩʥʦʚʥʳʤ ʬʘʢʪʦʨʦʤ, ʦʧʨʝʜʝ-

ʣʷʶʱʠʤ ʠʭ ʧʨʠʛʦʜʥʦʩʪʴ ʜʣʷ ʜʘʥʥʦʛʦ ʦʢʨʫʞʝʥʠʷ. ɺʘʞʥʳʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ 

ʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʯʠʩʣʝʥʠʷ ʧʦʜʢʣʶʯʝʥʠʡ ʥʘ ʣʝʪʫ. 

ɸʣʛʦʨʠʪʤ Rijndael 

ɺ ʢʘʯʝʩʪʚʝ AES ʙʳʣ ʚʳʙʨʘʥ ʘʣʛʦʨʠʪʤ Rijndael. 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʳʝ ʤʘʪʝʤʘʪʠʯʝʩʢʠʝ ʧʦʥʷʪʠʷ 

ʇʨʘʢʪʠʯʝʩʢʠ ʚʩʝ ʦʧʝʨʘʮʠʠ Rijndael ʦʧʨʝʜʝʣʷʶʪʩʷ ʥʘ ʫʨʦʚʥʝ ʙʘʡʪʘ. 

ɹʘʡʪʳ ʤʦʞʥʦ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʢʘʢ ʵʣʝʤʝʥʪʳ ʢʦʥʝʯʥʦʛʦ ʧʦʣʷ GF (2
8
). ʅʝʢʦʪʦ-

ʨʳʝ ʦʧʝʨʘʮʠʠ ʦʧʨʝʜʝʣʝʥʳ ʚ ʪʝʨʤʠʥʘʭ ʯʝʪʳʨʝʭʙʘʡʪʥʳʭ ʩʣʦʚ. ɺʚʝʜʝʤ ʦʩ-

ʥʦʚʥʳʝ ʤʘʪʝʤʘʪʠʯʝʩʢʠʝ ʧʦʥʷʪʠʷ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʦʙʩʫʞʜʝʥʠʷ ʘʣʛʦʨʠʪʤʘ. 
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ʇʦʣʝ GF (2
8
) 

ʕʣʝʤʝʥʪʳ ʢʦʥʝʯʥʦʛʦ ʧʦʣʷ ʤʦʛʫʪ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʝʩʢʦʣʴʢʠʤʠ ʨʘʟ-

ʣʠʯʥʳʤʠ ʩʧʦʩʦʙʘʤʠ. ɼʣʷ ʣʶʙʦʡ ʩʪʝʧʝʥʠ ʧʨʦʩʪʦʛʦ ʯʠʩʣʘ ʩʫʱʝʩʪʚʫʝʪ ʝʜʠʥ-

ʩʪʚʝʥʥʦʝ ʢʦʥʝʯʥʦʝ ʧʦʣʝ, ʧʦʵʪʦʤʫ ʚʩʝ ʧʨʝʜʩʪʘʚʣʝʥʠʷ GF (2
8
) ʷʚʣʷʶʪʩʷ ʠʟʦ-

ʤʦʨʬʥʳʤʠ. ʅʝʩʤʦʪʨʷ ʥʘ ʧʦʜʦʙʥʫʶ ʵʢʚʠʚʘʣʝʥʪʥʦʩʪʴ, ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʚʣʠʷʝʪ 

ʥʘ ʩʣʦʞʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ. ɺʳʙʝʨʝʤ ʢʣʘʩʩʠʯʝʩʢʦʝ ʧʦʣʠʥʦʤʠʘʣʴʥʦʝ ʧʨʝʜ-

ʩʪʘʚʣʝʥʠʝ. 

ɹʘʡʪ b, ʩʦʩʪʦʷʱʠʡ ʠʟ ʙʠʪʦʚ b7, b6, b5, b4, b3, b2, b1, b0, ʤʦʞʥʦ ʟʘʧʠʩʘʪʴ ʚ 

ʚʠʜʝ ʧʦʣʠʥʦʤʘ ʩ ʢʦʵʬʬʠʮʠʝʥʪʘʤʠ ʠʟ {0, 1} : 

b7ʭ
7
+ b 6ʭ

6 
+ b 5ʭ

5
+ b 4 ʭ

4
+ b 3ʭ

3 
+ b 2 ʭ

2 
+ b 1ʭ

1
+ b 0 

ʇʨʠʤʝʨ: ʙʘʡʪ ʩ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʳʤ ʟʥʘʯʝʥʠʝʤ ó57ô (ʜʚʦʠʯʥʦʝ ʟʥʘʯʝ-

ʥʠʝ 01010111 ) ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʦʣʠʥʦʤʫ 

ʭ
6
 + ʭ

4 
+ ʭ

2
 + ʭ + 1 

ʆʧʨʝʜʝʣʠʤ ʦʧʝʨʘʮʠʶ ʩʣʦʞʝʥʠʷ. 

ʉʫʤʤʘ ʜʚʫʭ ʵʣʝʤʝʥʪʦʚ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʚ ʚʠʜʝ ʧʦʣʠʥʦʤʘ, ʷʚʣʷʝʪʩʷ ʧʦ-

ʣʠʥʦʤʦʤ ʩ ʢʦʵʬʬʠʮʠʝʥʪʘʤʠ, ʨʘʚʥʳʤʠ ʩʫʤʤʝ ʧʦ ʤʦʜʫʣʶ 2 (ʪ.ʝ. 1 + 1 = 0) 

ʢʦʵʬʬʠʮʠʝʥʪʦʚ ʩʣʘʛʘʝʤʳʭ. 

ʇʨʠʤʝʨ: ó57ô + ó83ô = óD4ô 

ɺ ʧʦʣʠʥʦʤʠʘʣʴʥʦʡ ʥʦʪʘʮʠʠ: 

(ʭ
6
 + ʭ

4
 + ʭ

2
 + ʭ + 1) + (ʭ

7
 + ʭ + 1) = ʭ

7
 + ʭ

6 
+ ʭ

4
 + ʭ

2
 

 ɺ ʙʠʥʘʨʥʦʡ ʥʦʪʘʮʠʠ:  

01010111 + 10000011 = 11010100  

ɺʚʝʜʝʥʥʦʝ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʩʣʦʞʝʥʠʝ ʝʩʪʴ XOR ʙʠʪʦʚ ʚ ʙʘʡʪʝ. 

ɺʳʧʦʣʥʝʥʳ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʫʩʣʦʚʠʷ ɸʙʝʣʝʚʦʡ ʛʨʫʧʧʳ: ʦʧʨʝʜʝʣʝʥʘ 

ʦʧʝʨʘʮʠʷ ʩʣʦʞʝʥʠʷ, ʦʙʣʘʜʘʶʱʘʷ ʩʚʦʡʩʪʚʦʤ, ʯʪʦ ʢʘʞʜʦʡ ʧʘʨʝ ʵʣʝʤʝʥʪʦʚ 

ʩʦʧʦʩʪʘʚʣʷʝʪʩʷ ʪʨʝʪʠʡ ʵʣʝʤʝʥʪ ʛʨʫʧʧʳ, ʥʘʟʳʚʘʝʤʳʡ ʠʭ ʩʫʤʤʦʡ. ʉʫʱʝʩʪʚʫ-

ʝʪ ʥʫʣʝʚʦʡ ʵʣʝʤʝʥʪ, ʨʘʚʥʳʡ ó00ô, ʦʙʨʘʪʥʳʡ ʵʣʝʤʝʥʪ ʦʪʥʦʩʠʪʝʣʴʥʦ ʦʧʝʨʘ-

ʮʠʠ ʩʣʦʞʝʥʠʷ. ʆʧʝʨʘʮʠʷ ʦʙʣʘʜʘʝʪ ʩʚʦʡʩʪʚʘʤʠ ʘʩʩʦʮʠʘʪʠʚʥʦʩʪʠ ʠ ʢʦʤʤʫʪʘ-

ʪʠʚʥʦʩʪʠ. 

ʆʧʨʝʜʝʣʠʤ ʦʧʝʨʘʮʠʶ ʫʤʥʦʞʝʥʠʷ. 

ɺ ʧʦʣʠʥʦʤʠʘʣʴʥʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʫʤʥʦʞʝʥʠʝ ʚ GF (2
8
) ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʫʤʥʦʞʝʥʠʶ ʧʦʣʠʥʦʤʦʚ ʧʦ ʤʦʜʫʣʶ ʥʝʧʨʠʚʦʜʠʤʦʛʦ ʜʚʦʠʯʥʦʛʦ ʧʦʣʠʥʦʤʘ 

ʩʪʝʧʝʥʠ 8. ʇʦʣʠʥʦʤ ʥʘʟʳʚʘʝʪʩʷ ʥʝʧʨʠʚʦʜʠʤʳʤ, ʝʩʣʠ ʦʥ ʥʝ ʠʤʝʝʪ ʜʝʣʠʪʝ-

ʣʝʡ, ʢʨʦʤʝ 1 ʠ ʩʘʤʦʛʦ ʩʝʙʷ. ɼʣʷ Rijndael ʪʘʢʦʡ ʧʦʣʠʥʦʤ ʷʚʣʷʝʪʩʷ m(x) : 

m(x)= x
8
 + x

4
 + x

3 
+ x + 1  

ʠʣʠ ó11Bô ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ. 

ʇʨʠʤʝʨ: ó57ô ¶ ó83ô = óC1ô 

ʉʥʘʯʘʣʘ ʧʝʨʝʤʥʦʞʠʤ ʜʚʘ ʧʦʣʠʥʦʤʘ  
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(x
6
 + x

4
 + x

2
 + ʭ + 1) ¶ (x

7
 + ʭ + 1) =  

= x
13
 + x

11
 + x

9
 + x

8
 + x

7
 + x

6
 + x

5
 + x

3
 + x

2
 + x + x

6
 + x

4
 + x

2
 + x + 1=  

= x
13
 + x

11
 + x

9
 + x

8
 + x

6
 + x

5
 + x

4
 + x

3
 + 1  

ʊʝʧʝʨʴ ʥʘʡʜʝʤ ʦʩʪʘʪʦʢ ʦʪ ʜʝʣʝʥʠʷ ʥʘ ʧʦʣʠʥʦʤ m( x)  

(x
8
 + x

4
 + x

3
 + ʭ + 1) ¶ (x

5
 + x

3
) + x

7
 + x

6
 + 1 =  

= x
13

 + x
11

 + x
9
 + x

8
 + x

6
 + x

5
 + x

4
 + x

3
 +1 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʣʫʯʠʣʠ 

x
13
 + x

11
 + x

9 
+ x

8 
+ x

6
 + x

5
 + x

4
 + x

8
 + 1 mod  (x

8
 + x

4
 + x

3
 + ʭ + 1) = 

= x
7
 + x

6
 + 1  

ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʨʝʟʫʣʴʪʘʪ ʙʫʜʝʪ ʧʦʣʠʥʦʤʦʤ ʥʝ ʚʳʰʝ 7 ʩʪʝʧʝʥʠ. ɺ ʦʪʣʠ-

ʯʠʝ ʦʪ ʩʣʦʞʝʥʠʷ, ʧʨʦʩʪʦʡ ʦʧʝʨʘʮʠʠ ʫʤʥʦʞʝʥʠʷ ʥʘ ʫʨʦʚʥʝ ʙʘʡʪʦʚ ʥʝ ʩʫʱʝ-

ʩʪʚʫʝʪ. 

ɺʚʝʜʝʥʥʘʷ ʦʧʝʨʘʮʠʷ ʫʤʥʦʞʝʥʠʷ ʷʚʣʷʝʪʩʷ ʘʩʩʦʮʠʘʪʠʚʥʦʡ, ʩʫʱʝʩʪʚʫʝʪ 

ʝʜʠʥʠʯʥʳʡ ʵʣʝʤʝʥʪ ó01ô. ɼʣʷ ʣʶʙʦʛʦ ʜʚʦʠʯʥʦʛʦ ʧʦʣʠʥʦʤʘ b(x)  ʥʝ ʚʳʰʝ 

7-ʡ ʩʪʝʧʝʥʠ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʩʰʠʨʝʥʥʳʡ ʘʣʛʦʨʠʪʤ ɽʚʢʣʠʜʘ ʜʣʷ ʚʳ-

ʯʠʩʣʝʥʠʷ ʧʦʣʠʥʦʤʦʚ a( x)  ʠ c( x)  ʪʘʢʠʭ, ʯʪʦ  

b(x) ¶ a(x) + m(x) ¶ c(x) = 1  

ʕʪʦ ʤʦʞʥʦ ʟʘʧʠʩʘʪʴ ʢʘʢ 

a(x) ¶ b(x) mod m(x) = 1  ʠʣʠ 

b
- 1

(x) = a(x) mod m(x)  

ɹʦʣʝʝ ʪʦʛʦ, ʤʦʞʥʦ ʧʦʢʘʟʘʪʴ, ʯʪʦ  

a(x) ¶ (b(x) + c(x)) = a(x) ¶ b(x) + a(x) ¶ c(x)  

ʀʟ ʚʩʝʛʦ ʵʪʦʛʦ ʩʣʝʜʫʝʪ, ʯʪʦ ʤʥʦʞʝʩʪʚʦ ʠʟ 256 ʚʦʟʤʦʞʥʳʭ ʟʥʘʯʝʥʠʡ 

ʙʘʡʪʘ ʦʙʨʘʟʫʝʪ ʢʦʥʝʯʥʦʝ ʧʦʣʝ GF (2
8
) c XOR ʚ ʢʘʯʝʩʪʚʝ ʩʣʦʞʝʥʠʷ ʠ ʫʤʥʦʞʝ-

ʥʠʝʤ, ʦʧʨʝʜʝʣʝʥʥʳʤ ʚʳʰʝ. 

ʋʤʥʦʞʝʥʠʝ ʥʘ ʭ 

ʇʨʠ ʫʤʥʦʞʝʥʠʠ b(x) ʥʘ ʧʦʣʠʥʦʤ ʭ ʧʦʣʫʯʘʝʤ: 

b7x
8
 + b 6x

7
 + b 5x

6 
+ b 4 x

5
 + b 3 x

4
 + b 2x

3
 + b 1x

2
 + b 0x 

ɼʣʷ ʚʳʯʠʩʣʝʥʠʷ x ¶ b(x)  ʥʝʦʙʭʦʜʠʤʦ ʨʝʟʫʣʴʪʘʪ ʚʟʷʪʴ ʧʦ ʤʦʜʫʣʶ 

m(x) . ɽʩʣʠ b7 = 0 , ʪʦ ʨʝʟʫʣʴʪʘʪʦʤ ʷʚʣʷʝʪʩʷ ʠʩʭʦʜʥʳʡ ʧʦʣʠʥʦʤ, ʜʣʷ ʢʦʪʦ-

ʨʦʛʦ ʚʳʧʦʣʥʝʥ ʩʜʚʠʛ ʥʘ 1 ʙʠʪ ʚʣʝʚʦ. ɽʩʣʠ b7 = 1 , ʪʦ ʢʨʦʤʝ ʩʜʚʠʛʘ ʚʣʝʚʦ ʥʘ 

1 ʙʠʪ ʩʣʝʜʫʝʪ ʚʳʧʦʣʥʠʪʴ ʦʧʝʨʘʮʠʶ XOR ʩ m(x) . ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʫʤʥʦʞʝ-

ʥʠʝ ʥʘ ʭ ʥʘ ʫʨʦʚʥʝ ʙʘʡʪʘ ʝʩʪʴ ʣʝʚʳʡ ʩʜʚʠʛ ʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʟʥʘʯʝʥʠʷ b7 

ʧʦʙʠʪʦʚʳʡ XOR c ó1Bô. ɼʘʥʥʘʷ ʦʧʝʨʘʮʠʷ ʦʙʦʟʥʘʯʘʝʪʩʷ ʢʘʢ xti me (b) . 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʡ ʦʧʝʨʘʮʠʠ ʧʦʟʚʦʣʷʝʪ ʙʦʣʝʝ ʙʳʩʪʨʦ ʚʳʧʦʣʥʠʪʴ 

ʫʤʥʦʞʝʥʠʝ ʜʚʫʭ ʙʘʡʪʦʚ. 

ʇʦʣʠʥʦʤʳ ʩ ʢʦʵʬʬʠʮʠʝʥʪʘʤʠ ʠʟ GF (2
8
) 

ʇʦʣʠʥʦʤʳ ʤʦʛʫʪ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʳ ʩ ʢʦʵʬʬʠʮʠʝʥʪʘʤʠ ʠʟ GF (2
8
). ɺ 

ʵʪʦʤ ʩʣʫʯʘʝ ʯʝʪʳʨʝʭʙʘʡʪʥʳʡ ʚʝʢʪʦʨ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʦʣʠʥʦʤʫ ʩʪʝʧʝʥʠ 4. 

ʆʧʝʨʘʮʠʶ ʩʣʦʞʝʥʠʷ ʤʦʞʥʦ ʚʚʝʩʪʠ ʢʘʢ XOR ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʦʵʬʬʠ-

ʮʠʝʥʪʦʚ.  

ʋʤʥʦʞʝʥʠʝ ʚʚʦʜʠʪʩʷ ʙʦʣʝʝ ʩʣʦʞʥʳʤ ʩʧʦʩʦʙʦʤ. ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʤʳ 

ʠʤʝʝʤ ʜʚʘ ʧʦʣʠʥʦʤʘ ʚ GF (2
8
). 

a(x) = a 3x
3
 + a 2x

2 
+ a 1x + a 0 

b(x) = b 3x
3
 + b 2x

2
 + b 1x + b 0 

c(x) = a(x) ¶ b(x) ʦʧʨʝʜʝʣʷʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 
ʩ(x) = ʩ6 x

6
 + ʩ5 x

5
 + ʩ4 x

4
 + ʩ3 x

3
 + ʩ2 x

2
 + ʩ1 x + ʩ0 

ʩ0 = a 0¶b0 

ʩ1 = a 1¶b0 Ä a0¶b1 

ʩ2 = a 2¶b0 Ä a1¶b1 Ä a0¶b2 

ʩ3 = a3¶b0 Ä a2¶b1 Ä a1¶b2 Ä a0¶b3 

ʩ4 = a 3¶b1 Ä a2¶b2 Ä a1¶b3 

ʩ5 = a3¶b2 Ä a2¶b3 

ʩ6 = a 3¶b3 

ʗʩʥʦ, ʯʪʦ ʚ ʪʘʢʦʤ ʚʠʜʝ ʩ(ʭ)ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥ ʯʝʪʳʨʝʭʙʘʡʪ-

ʥʳʤ ʚʝʢʪʦʨʦʤ. ɽʩʣʠ ʧʦʥʠʟʠʪʴ ʩ(ʭ) ʧʦ ʤʦʜʫʣʶ ʧʦʣʠʥʦʤʘ 4-ʡ ʩʪʝʧʝʥʠ, ʪʦ 

ʨʝʟʫʣʴʪʘʪ ʙʫʜʝʪ ʧʦʣʠʥʦʤʦʤ ʥʝ ʚʳʰʝ 3 ʩʪʝʧʝʥʠ. ɺ Rijndael ʜʣʷ ʵʪʦʛʦ ʠʩ-

ʧʦʣʴʟʫʝʪʩʷ ʧʦʣʠʥʦʤ  

M(x) = x
4
+ 1  

ɺ ʵʪʦʤ ʩʣʫʯʘʝ 

x
j  

mod (x
4
 + 1) = x

j  mod 4 
 

ʆʩʪʘʪʦʢ ʦʪ ʜʝʣʝʥʠʷ ʘ(ʭ)¶b( x)ʥʘ M( x)ʦʙʦʟʥʘʯʠʤ d( x) = a( x)Ã b( x) . 
ʂʦʵʬʬʠʮʠʝʥʪʳ d(x) ʨʘʚʥʳ:  

d0 = a 0¶b0 Ä a3¶b1 Ä a2¶b2 Ä a1¶b3 

d1 = a 1¶b0 Ä a0¶b1 Ä a3¶b2 Ä a2¶b3 

d2 = a 2¶b0 Ä a1¶b1 Ä a0¶b2 Ä a3¶b3 

d3 = a3¶b0 Ä a2¶b1 Ä a1¶b2 Ä a0¶b3 

ʆʧʝʨʘʮʠʷ, ʩʦʩʪʦʷʱʘʷ ʠʟ ʫʤʥʦʞʝʥʠʷ ʥʘ ʬʠʢʩʠʨʦʚʘʥʥʳʡ ʧʦʣʠʥʦʤ ʘ(ʭ), 

ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʠʩʘʥʘ ʢʘʢ ʫʤʥʦʞʝʥʠʝ ʥʘ ʤʘʪʨʠʮʫ, ʛʜʝ ʤʘʪʨʠʮʘ ʷʚʣʷʝʪʩʷ 

ʮʠʨʢʫʣʷʨʥʦʡ. ʄʳ ʠʤʝʝʤ 
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ʈʠʩ. 1. 9. ʋʤʥʦʞʝʥʠʝ ʥʘ ʬʠʢʩʠʨʦʚʘʥʥʳʡ ʧʦʣʠʥʦʤ ʚ GF (2
8
) 

ɿʘʤʝʪʠʤ, ʯʪʦ ʭ
4
 + 1 ʥʝ ʷʚʣʷʝʪʩʷ ʥʝʩʦʢʨʘʪʠʤʳʤ ʧʦʣʠʥʦʤʦʤ ʚ GF (2

8
), 

ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʫʤʥʦʞʝʥʠʝ ʥʘ ʬʠʢʩʠʨʦʚʘʥʥʳʡ ʧʦʣʠʥʦʤ ʥʝʦʙʷʟʘʪʝʣʴʥʦ ʦʙ-

ʨʘʪʠʤʦ. ɺ ʘʣʛʦʨʠʪʤʝ Rijndael ʚʳʙʨʘʥ ʬʠʢʩʠʨʦʚʘʥʥʳʡ ʧʦʣʠʥʦʤ, ʢʦʪʦʨʳʡ 

ʠʤʝʝʪ ʦʙʨʘʪʥʳʡ. 

ʋʤʥʦʞʝʥʠʝ ʥʘ ʭ 

ʇʨʠ ʫʤʥʦʞʝʥʠʠ b(x) ʥʘ ʧʦʣʠʥʦʤ ʭ ʠʤʝʝʤ: 

b3 x
4 

+ b 2 x
3 

+ b 1 x
2 

+ b 0 x  

x Ã b(x) ʧʦʣʫʯʘʝʪʩʷ ʧʦʥʠʞʝʥʠʝʤ ʧʦʣʫʯʝʥʥʦʛʦ ʨʝʟʫʣʴʪʘʪʘ ʧʦ ʤʦʜʫʣʶ 

ʭ
4
+1. ʇʦʣʫʯʘʝʤ 

b2 x
3
 + b 1 x

2 
+ b 0 x + b 3 

ʋʤʥʦʞʝʥʠʝ ʥʘ ʭ ɻ ʢʚʠʚʘʣʝʥʪʥʦ ʫʤʥʦʞʝʥʠʶ ʥʘ ʤʘʪʨʠʮʫ, ʢʘʢ ʦʧʠʩʘʥʦ 

ʚʳʰʝ, ʩʦ ʚʩʝʤʠ ai=ó00ô ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʘ1 = ó01ô.  

ʀʤʝʝʤ: 

 

ʈʠʩ. 1. 10. ʋʤʥʦʞʝʥʠʝ ʥʘ ʭ ʚ GF (2
8
) 

ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʫʤʥʦʞʝʥʠʝ ʥʘ ʭ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʮʠʢʣʠʯʝʩʢʦʤʫ ʩʜʚʠʛʫ 

ʙʘʡʪʦʚ ʚʥʫʪʨʠ ʚʝʢʪʦʨʘ. 

ʆʙʦʩʥʦʚʘʥʠʝ ʨʘʟʨʘʙʦʪʢʠ 

ɺ ʦʩʥʦʚʫ ʨʘʟʨʘʙʦʪʢʠ ʘʣʛʦʨʠʪʤʘ ʙʳʣʠ ʧʦʣʦʞʝʥʳ ʩʣʝʜʫʶʱʠʝ 

ʪʨʠ ʢʨʠʪʝʨʠʷ: 

- ʇʨʦʪʠʚʦʜʝʡʩʪʚʠʝ ʚʩʝʤ ʠʟʚʝʩʪʥʳʤ ʘʪʘʢʘʤ; 

- ɼʦʩʪʘʪʦʯʥʦ ʭʦʨʦʰʘʷ ʩʢʦʨʦʩʪʴ ʚʳʧʦʣʥʝʥʠʷ ʠ ʢʦʤʧʘʢʪʥʦʩʪʴ ʢʦ-

ʜʘ ʜʣʷ ʰʠʨʦʢʦʛʦ ʢʨʫʛʘ ʧʣʘʪʬʦʨʤ; 

- ʇʨʦʩʪʦʪʘ ʨʘʟʨʘʙʦʪʢʠ. 
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ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʘʣʛʦʨʠʪʤʦʚ ʰʠʬʨʦʚʘʥʠʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʢʘʞʜʦʛʦ ʨʘ-

ʫʥʜʘ ʠʤʝʝʪ ʩʪʨʫʢʪʫʨʫ ʩʝʪʠ ʌʝʡʰʪʝʣʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʦʙʳʯʥʦ ʯʘʩʪʴ ʙʠʪʦʚ ʚ 

ʢʘʞʜʦʤ ʧʨʦʤʝʞʫʪʦʯʥʦʤ ʩʦʩʪʦʷʥʠʠ ʧʨʦʩʪʦ ʧʝʨʝʤʝʱʘʝʪʩʷ ʙʝʟ ʠʟʤʝʥʝʥʠʷ ʚ 

ʜʨʫʛʫʶ ʧʦʣʦʚʠʥʫ. ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ʨʘʫʥʜʘ ʘʣʛʦʨʠʪʤʘ Rijndael ʥʝ ʠʤʝʝʪ 

ʩʪʨʫʢʪʫʨʫ ʩʝʪʠ ʌʝʡʰʪʝʣʷ. ɺʤʝʩʪʦ ʵʪʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʢʘʞʜʦʛʦ ʨʘʫʥʜʘ 

ʩʦʩʪʦʠʪ ʠʟ ʯʝʪʳʨʝʭ ʨʘʟʣʠʯʥʳʭ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʥʘʟʳʚʘʝʤʳʭ ʩʣʦʷʤʠ. 

ʂʘʞʜʳʡ ʩʣʦʡ ʨʘʟʨʘʙʘʪʳʚʘʣʩʷ ʩ ʫʯʝʪʦʤ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʣʠʥʝʡʥʦʤʫ ʠ 

ʜʠʬʬʝʨʝʥʮʠʘʣʴʥʦʤʫ ʢʨʠʧʪʦʘʥʘʣʠʟʫ. ɺ ʦʩʥʦʚʫ ʢʘʞʜʦʛʦ ʩʣʦʷ ʧʦʣʦʞʝʥʘ ʩʚʦʷ 

ʬʫʥʢʮʠʷ: 

¶ ʅʝʣʠʥʝʡʥʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʩʦʩʪʦʠʪ ʚ ʧʨʠʤʝʥʝʥʠʠ S-box, ʢʦ-

ʪʦʨʳʝ ʫʣʫʯʰʘʶʪ ʥʝʣʠʥʝʡʥʳʝ ʩʚʦʡʩʪʚʘ ʚ ʥʘʠʭʫʜʰʝʤ ʩʣʫʯʘʝ. 

¶ ʉʣʦʡ ʣʠʥʝʡʥʦʛʦ ʧʝʨʝʤʝʰʠʚʘʥʠʷ ʩʪʨʦʢ ʛʘʨʘʥʪʠʨʫʝʪ ʚʳʩʦʢʫʶ 

ʩʪʝʧʝʥʴ ʜʠʬʬʫʟʠʠ ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ ʨʘʫʥʜʦʚ. 

¶ ʉʣʦʡ ʣʠʥʝʡʥʦʛʦ ʧʝʨʝʤʝʰʠʚʘʥʠʷ ʩʪʦʣʙʮʦʚ ʪʘʢʞʝ ʛʘʨʘʥʪʠʨʫʝʪ 

ʚʳʩʦʢʫʶ ʩʪʝʧʝʥʴ ʜʠʬʬʫʟʠʠ ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ ʨʘʫʥʜʦʚ. 

¶ ʉʣʦʡ ʩʣʦʞʝʥʠʷ ʩ ʢʣʶʯʦʤ ʩʦʩʪʦʠʪ ʠʟ ʧʨʦʩʪʦʛʦ XOR ʪʝʢʫʱʝʛʦ 

ʩʦʩʪʦʷʥʠʷ ʩ ʢʣʶʯʦʤ ʨʘʫʥʜʘ. 

ʇʝʨʝʜ ʧʝʨʚʳʤ ʨʘʫʥʜʦʤ ʧʨʠʤʝʥʷʝʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʟʘʙʝʣʠʚʘʥʠʝ ʩ ʠʩ-

ʧʦʣʴʟʦʚʘʥʠʝʤ ʢʣʶʯʘ. ʇʨʠʯʠʥʘ ʪʦʛʦ, ʯʪʦ ʚ ʟʘʙʝʣʠʚʘʥʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʣʶʯ, 

ʩʦʩʪʦʠʪ ʚ ʩʣʝʜʫʶʱʝʤ. ʃʶʙʦʡ ʩʣʦʡ ʧʦʩʣʝ ʧʦʩʣʝʜʥʝʛʦ ʠʣʠ ʜʦ ʧʝʨʚʦʛʦ ʜʦʙʘʚ-

ʣʝʥʠʷ ʢʣʶʯʘ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʩʪʦ ʩʥʷʪ ʙʝʟ ʟʥʘʥʠʷ ʢʣʶʯʘ ʠ ʪʝʤ ʩʘʤʳʤ ʥʝ ʜʦ-

ʙʘʚʣʷʝʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʘʣʛʦʨʠʪʤ (ʥʘʧʨʠʤʝʨ, ʥʘʯʘʣʴʥʘʷ ʠ ʢʦʥʝʯʥʘʷ ʧʝʨʝ-

ʩʪʘʥʦʚʢʠ ʚ DES). 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʜʝʣʘʪʴ ʩʪʨʫʢʪʫʨʫ ʘʣʛʦʨʠʪʤʘ ʙʦʣʝʝ ʧʨʦʩʪʦʡ, ʩʣʦʡ ʣʠ-

ʥʝʡʥʦʛʦ ʧʝʨʝʤʝʰʠʚʘʥʠʷ ʧʦʩʣʝʜʥʝʛʦ ʨʘʫʥʜʘ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʩʣʦʷ ʧʝʨʝʤʝʰʠ-

ʚʘʥʠʷ ʜʨʫʛʠʭ ʨʘʫʥʜʦʚ. ʄʦʞʥʦ ʧʦʢʘʟʘʪʴ, ʯʪʦ ʵʪʦ ʚ ʣʶʙʦʤ ʩʣʫʯʘʝ ʥʝ ʧʦʚr-

ʰʘʝʪ ʠ ʥʝ ʧʦʥʠʞʘʝʪ ʙʝʟʦʧʘʩʥʦʩʪʴ. 

ʆʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ 

Rijndael ʷʚʣʷʝʪʩʷ ʙʣʦʯʥʳʤ ʘʣʛʦʨʠʪʤʦʤ ʰʠʬʨʦʚʘʥʠʷ ʩ ʧʝʨʝʤʝʥʥʦʡ ʜʣʠ-

ʥʦʡ ʙʣʦʢʘ ʠ ʧʝʨʝʤʝʥʥʦʡ ʜʣʠʥʦʡ ʢʣʶʯʘ. ɼʣʠʥʘ ʙʣʦʢʘ ʠ ʜʣʠʥʘ ʢʣʶʯʘ ʤʦʛʫʪ 

ʙʳʪʴ ʥʝʟʘʚʠʩʠʤʦ ʜʨʫʛ ʦʪ ʜʨʫʛʘ ʫʩʪʘʥʦʚʣʝʥʳ ʚ 128, 192 ʠʣʠ 256 ʙʠʪ. 

ʇʦʥʷʪʠʝ ʩʦʩʪʦʷʥʠʷ, ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ ʠ ʯʠʩʣʦ ʨʘʫʥʜʦʚ 

ʈʘʟʣʠʯʥʳʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʚʳʧʦʣʥʷʶʪʩʷ ʥʘʜ ʧʨʦʤʝʞʫʪʦʯʥʳʤ ʟʥʘʯʝʥʠ-

ʝʤ ʙʣʦʢʘ, ʥʘʟʳʚʘʝʤʳʤ ʩʦʩʪʦʷʥʠʝʤ. 

ʉʦʩʪʦʷʥʠʝ ʤʦʞʥʦ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʢʘʢ ʜʚʫʤʝʨʥʳʡ ʤʘʩʩʠʚ ʙʘʡʪʦʚ. ʕʪʦʪ 

ʤʘʩʩʠʚ ʠʤʝʝʪ ʯʝʪʳʨʝ ʩʪʨʦʢʠ ʠ ʨʘʟʣʠʯʥʦʝ ʯʠʩʣʦ ʩʪʦʣʙʮʦʚ, ʦʙʦʟʥʘʯʘʝʤʦʝ ʢʘʢ 

Nb, ʨʘʚʥʦʝ ʜʣʠʥʝ ʙʣʦʢʘ, ʜʝʣʝʥʥʦʡ ʥʘ 32. ʂʣʶʯ ʪʘʢʞʝ ʤʦʞʥʦ ʨʘʩʩʤʘʪʨʠʚʘʪʴ 
ʢʘʢ ʜʚʫʤʝʨʥʳʡ ʤʘʩʩʠʚ ʩ ʯʝʪʳʨʴʤʷ ʩʪʨʦʢʘʤʠ. ʏʠʩʣʦ ʩʪʦʣʙʮʦʚ ʢʣʶʯʘ ʰʠʬ-

ʨʦʚʘʥʠʷ, ʦʙʦʟʥʘʯʘʝʤʦʝ ʢʘʢ Nk, ʨʘʚʥʦ ʜʣʠʥʝ ʢʣʶʯʘ, ʜʝʣʝʥʥʦʡ ʥʘ 32. 
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ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʙʣʦʢ ʰʠʬʨʫʝʤʦʛʦ ʩʦʦʙʱʝʥʠʷ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ 

ʢʘʢ ʦʜʥʦʤʝʨʥʳʡ ʤʘʩʩʠʚ ʯʝʪʳʨʝʭʙʘʡʪʥʳʭ ʚʝʢʪʦʨʦʚ, ʛʜʝ ʟʥʘʯʝʥʠʷʤʠ ʢʘʞʜʦ-

ʛʦ ʚʝʢʪʦʨʘ ʷʚʣʷʶʪʩʷ ʟʥʘʯʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʩʪʦʣʙʮʘ. ʊʘʢʠʝ ʤʘʩʩʠʚʳ 

ʠʤʝʶʪ ʜʣʠʥʫ 4, 6 ʠʣʠ 8 ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʠ ʠʥʜʝʢʩʳ ʚ ʜʠʘʧʘʟʦʥʘʭ 0é3, 0é5 

ʠʣʠ 0é7. ʏʝʪʳʨʝʭʙʘʡʪʥʳʝ ʚʝʢʪʦʨʘ ʠʥʦʛʜʘ ʤʳ ʙʫʜʝʤ ʥʘʟʳʚʘʪʴ ʩʣʦʚʘʤʠ. 

ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʯʝʪʳʨʝ ʦʪʜʝʣʴʥʳʭ ʙʘʡʪʘ ʚ ʯʝʪʳʨʝʭʙʘʡʪʥʦʤ 

ʚʝʢʪʦʨʝ, ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʦʪʘʮʠʷ (a, b, c, d) , ʛʜʝ a, b, c  ʠ d ʚ̫-

ʣʷʶʪʩʷ ʙʘʡʪʘʤʠ ʚ ʧʦʟʠʮʠʷʭ 0, 1, 2 ʠ 3, ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʚ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʤ 
ʩʪʦʣʙʮʝ, ʚʝʢʪʦʨʝ ʠʣʠ ʩʣʦʚʝ. 

ʈʠʩ. 1.11. ʇʨʠʤʝʨ ʩʦʩʪʦʷʥʠʷ (ʩ Nb = 6 ) ʠ ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ (ʩ Nk = 4 ) 

ɺʭʦʜʳ ʠ ʚʳʭʦʜʳ Rijndael ʩʯʠʪʘʶʪʩʷ ʦʜʥʦʤʝʨʥʳʤʠ ʤʘʩʩʠʚʘʤʠ ʠʟ 8 ʙʘʡ-

ʪʦʚ, ʧʨʦʥʫʤʝʨʦʚʘʥʥʳʤʠ ʦʪ 0 ʜʦ 4* Nb ï 1. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʵʪʠ ʙʣʦʢʠ 

ʠʤʝʶʪ ʜʣʠʥʫ 16, 24 ʠʣʠ 32 ʙʘʡʪʘ, ʠ ʤʘʩʩʠʚ ʠʥʜʝʢʩʠʨʫʝʪʩʷ ʚ ʜʠʘʧʘʟʦʥʘʭ 0 é 

15, 0 é 23 ʠʣʠ 0 é 31. ʂʣʶʯ ʩʯʠʪʘʝʪʩʷ ʦʜʥʦʤʝʨʥʳʤ ʤʘʩʩʠʚʦʤ 8-ʙʠʪʥʳʭ 

ʙʘʡʪʦʚ, ʧʨʦʥʫʤʝʨʦʚʘʥʥʳʭ ʦʪ 0 ʜʦ 4* Nk ï 1. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʵʪʠ ʙʣʦʢʠ 

ʠʤʝʶʪ ʜʣʠʥʫ 16, 24 ʠʣʠ 32 ʙʘʡʪʘ, ʠ ʤʘʩʩʠʚ ʠʥʜʝʢʩʠʨʫʝʪʩʷ ʚ ʜʠʘʧʘʟʦʥʘʭ 0 é 

15, 0 é 23 ʠʣʠ 0 é 31. 

ɺʭʦʜʥʳʝ ʙʘʡʪʳ ʘʣʛʦʨʠʪʤʘ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʙʘʡʪʳ ʩʦʩʪʦʷʥʠʷ ʚ ʩʣʝʜʫʶʱʝʤ 

ʧʦʨʷʜʢʝ: ɸ0,0, ɸ1,0, ɸ2,0, ɸ3,0, ɸ0,1, ɸ1,1, ɸ2,1, ɸ3,1, ɸ0,2, é ɹʘʡʪʳ ʢʣʶʯʘ ʰʠʬ-

ʨʦʚʘʥʠʷ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʤʘʩʩʠʚ ʚ ʩʣʝʜʫʶʱʝʤ ʧʦʨʷʜʢʝ: K0,0, K1,0, K2,0, K3,0, 

K0,1, K1,1, K2,1, K3,1, é ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʦʧʝʨʘʮʠʠ ʰʠʬʨʦʚʘʥʠʷ ʚʳʭʦʜ ʘʣʛʦ-

ʨʠʪʤʘ ʧʦʣʫʯʘʝʪʩʷ ʠʟ ʙʘʡʪʦʚ ʩʦʩʪʦʷʥʠʷ ʘʥʘʣʦʛʠʯʥʳʤ ʦʙʨʘʟʦʤ. 

ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʝʩʣʠ ʦʜʥʦʤʝʨʥʳʡ ʠʥʜʝʢʩ ʙʘʡʪʘ ʚ ʙʣʦʢʝ ʝʩʪʴ n, ʠ ʜʚʫʭ-

ʤʝʨʥʳʡ ʠʥʜʝʢʩ ʝʩʪʴ (i,j) , ʪʦ ʤʳ ʠʤʝʝʤ: 

i = n mod 4  

j = ên / 4 ú 
n = i + 4* j  

ɹʦʣʝʝ ʪʦʛʦ, ʠʥʜʝʢʩ i  ʷʚʣʷʝʪʩʷ ʪʘʢʞʝ ʥʦʤʝʨʦʤ ʙʘʡʪʘ ʚ ʯʝʪʳʨʝʭʙʘʡʪʥʦʤ 

ʚʝʢʪʦʨʝ ʠʣʠ ʩʣʦʚʝ, j ʷʚʣʷʝʪʩʷ ʠʥʜʝʢʩʦʤ ʚʝʢʪʦʨʘ ʠʣʠ ʩʣʦʚʘ ʚʦ ʚʣʦʞʝʥʥʦʤ 

ʙʣʦʢʝ. 

ʏʠʩʣʦ ʨʘʫʥʜʦʚ ʦʙʦʟʥʘʯʘʝʪʩʷ Nr  ʠ ʟʘʚʠʩʠʪ ʦʪ ʟʥʘʯʝʥʠʡ Nb ʠ Nk, ʯʪʦ ʧʦ-

ʢʘʟʘʥʦ ʚ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ. 
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ʈʠʩ. 1.12. ʏʠʩʣʦ ʨʘʫʥʜʦʚ ʢʘʢ ʬʫʥʢʮʠʷ ʦʪ ʜʣʠʥʳ ʙʣʦʢʘ ʠ ʜʣʠʥʳ ʢʣʶʯʘ 

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ʨʘʫʥʜʘ 

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ʨʘʫʥʜʘ ʩʦʩʪʦʠʪ ʠʟ ʯʝʪʳʨʝʭ ʨʘʟʣʠʯʥʳʭ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. 

ɺ ʥʦʪʘʮʠʠ ʥʘ ʧʩʝʚʜʦ ʉ ʵʪʦ ʤʦʞʥʦ ʟʘʧʠʩʘʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

 Round (State, RoundKey)  

 {  

  ByteSub (State);  

  ShiftRow (State);  

  MixColumn (State);  

  AddRoundKey (State, RoundKey);  

 }  

ɿʘʢʣʶʯʠʪʝʣʴʥʳʡ ʨʘʫʥʜ ʘʣʛʦʨʠʪʤʘ ʥʝʤʥʦʛʦ ʦʪʣʠʯʘʝʪʩʷ ʠ ʚʳʛʣʷʜʠʪ ʩʣʝ-

ʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

 FinalRound (State, RoundKey)  

 {  

  ByteSub (State);  

  ShiftRow (State);  

  AddRoundKey (State, RoundKey);  

 }  

ʂʘʢ ʤʳ ʚʠʜʠʤ, ʟʘʢʣʶʯʠʪʝʣʴʥʳʡ ʨʘʫʥʜ ʵʢʚʠʚʘʣʝʥʪʝʥ ʦʩʪʘʣʴʥʳʤ, ʟʘ ʠʩ-

ʢʣʶʯʝʥʠʝʤ ʪʦʛʦ, ʯʪʦ ʦʪʩʫʪʩʪʚʫʝʪ ʩʣʦʡ MixColumn . 

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ByteSub  

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ByteSub  ʷʚʣʷʝʪʩʷ ʥʝʣʠʥʝʡʥʦʡ ʙʘʡʪʦʚʦʡ ʧʦʜʩʪʘʥʦʚʢʦʡ, ʚʳ-

ʧʦʣʥʷʶʱʝʡʩʷ ʥʝʟʘʚʠʩʠʤʦ ʜʣʷ ʢʘʞʜʦʛʦ ʙʘʡʪʘ ʩʦʩʪʦʷʥʠʷ. ʇʦʜʩʪʘʥʦʚʢʘ ʷʚʣʷʝʪʩʷ 

ʦʙʨʘʪʠʤʦʡ ʠ ʦʧʨʝʜʝʣʝʥʘ ʚ ʚʠʜʝ ʢʦʤʧʦʟʠʮʠʠ ʜʚʫʭ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ: 

ɺʦ-ʧʝʨʚʳʭ, ʚʳʧʦʣʥʷʝʪʩʷ ʤʫʣʴʪʠʧʣʠʢʘʪʠʚʥʘʷ ʠʥʚʝʨʩʠʷ ʚ GF (2
8
) ʜʣʷ 

ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʚʳʰʝ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʙʘʡʪʘ ʚ ʚʠʜʝ ʧʦʣʠʥʦʤʘ 7 ʩʪʝʧʝʥʠ. ó00ô 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʘʤ ʚ ʩʝʙʷ. 

ɿʘʪʝʤ ʚʳʧʦʣʥʷʝʪʩʷ ʘʬʬʠʥʥʦʝ (ʚ GF (2)) ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ, ʦʧʨʝʜʝʣʷʝʤʦʝ 

ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 
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ʈʠʩ. 1.13. ɸʬʬʠʥʥʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ 

ʇʨʠʤʝʥʝʥʠʝ ʦʧʠʩʘʥʥʦʛʦ S-box ʢʦ ʚʩʝʤ ʙʘʡʪʘʤ ʩʦʩʪʦʷʥʠʷ ʦʙʦʟʥʘʯʘʝʪʩʷ 

ʢʘʢ 

 ByteSub (State)  

ʅʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ ʧʦʢʘʟʘʥ ʨʝʟʫʣʴʪʘʪ ʧʨʠʤʝʥʝʥʠʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ 

ByteSub  ʢ State . 

 

ʈʠʩ. 1.14. ʇʨʠʤʝʥʝʥʠʝ ByteSub ʜʣʷ ʢʘʞʜʦʛʦ ʙʘʡʪʘ ʚ State  

ʆʙʨʘʪʥʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ByteSub ʝʩʪʴ ʧʨʠʤʝʥʝʥʠʝ ʙʘʡʪʦʚʦʡ ʧʦʜʩʪʘ-

ʥʦʚʢʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʥʚʝʨʩʥʦʡ ʪʘʙʣʠʮʝʡ. ʕʪʦ ʧʦʣʫʯʘʝʪʩʷ ʠʥʚʝʨʩʠʝʡ 

ʘʬʬʠʥʥʦʛʦ ʦʪʦʙʨʘʞʝʥʠʷ ʠ ʤʫʣʴʪʠʧʣʠʢʘʪʠʚʥʦʡ ʠʥʚʝʨʩʠʝʡ ʚ GF (2
8
). 

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ShiftRow  

ɺ ShiftRow  ʩʪʨʦʢʠ ʩʦʩʪʦʷʥʠʷ ʮʠʢʣʠʯʝʩʢʠ ʩʜʚʠʛʘʶʪʩʷ ʥʘ ʨʘʟʣʠʯʥʳʝ 

ʟʥʘʯʝʥʠʷ. ʅʫʣʝʚʘʷ ʩʪʨʦʢʘ ʥʝ ʩʜʚʠʛʘʝʪʩʷ. ʉʪʨʦʢʘ 1 ʩʜʚʠʛʘʝʪʩʷ ʥʘ ʉ1 ʙʘʡʪʦʚ, 

ʩʪʨʦʢʘ 2 ʥʘ ʉ2 ʙʘʡʪʦʚ, ʩʪʨʦʢʘ 3 ʥʘ ʉ3 ʙʘʡʪʦʚ. ɺʝʣʠʯʠʥʳ ʉ1, ʉ2 ʠ ʉ3 ʟʘʚʠʩʷʪ ʦʪ 

Nb. ɿʥʘʯʝʥʠʷ ʧʨʠʚʝʜʝʥʳ ʚ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ. 
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ʈʠʩ. 1.15. ɺʝʣʠʯʠʥʘ ʩʜʚʠʛʘ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʜʣʠʥʳ ʙʣʦʢʘ 

ʆʧʝʨʘʮʠʷ ʩʜʚʠʛʘ ʩʪʨʦʢ ʥʘ ʫʢʘʟʘʥʥʳʝ ʟʥʘʯʝʥʠʷ ʦʙʦʟʥʘʯʘʝʪʩʷ ʢʘʢ 

 ShiftRow (State)  

ʀʥʚʝʨʩʠʝʡ ʜʣʷ ShiftRow  ʷʚʣʷʝʪʩʷ ʮʠʢʣʠʯʝʩʢʠʡ ʩʜʚʠʛ ʪʨʝʭ ʥʠʞʥʠʭ ʩʪʨʦʢ 

ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʥʘ Nb ï ʉ1, Nb ï ʉ2 ʠ Nb ï ʉ3 ʙʘʡʪ, ʯʪʦʙʳ ʙʘʡʪ ʚ ʧʦʟʠʮʠʠ j  

ʚ ʩʪʨʦʢʝ i  ʧʝʨʝʤʝʱʘʣʩʷ ʚ ʧʦʟʠʮʠʶ (j + Nb ï Ci ) mod Nb . 

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ MixColumn  

ɺ MixColumn  ʩʪʦʣʙʮʳ ʩʦʩʪʦʷʥʠʷ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʢʘʢ ʧʦʣʠʥʦʤʳ ʚ 

GF(2
8
) ʠ ʫʤʥʦʞʘʶʪʩʷ ʧʦ ʤʦʜʫʣʶ ʭ

4
 + 1  ʥʘ ʬʠʢʩʠʨʦʚʘʥʥʳʡ ʧʦʣʠʥʦʤ: 

c(x) = ó03ô x3 + ó01ô x2 + ó01ô x + ó02ô 

ɼʘʥʥʳʡ ʧʦʣʠʥʦʤ ʷʚʣʷʝʪʩʷ ʚʟʘʠʤʥʦ ʧʨʦʩʪʳʤ ʩ ʭ
4
 + 1  ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, 

ʠʤʝʝʪ ʦʙʨʘʪʥʳʡ. ʂʘʢ ʦʙʩʫʞʜʘʣʦʩʴ, ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʠʩʘʥʦ ʚ ʚʠʜʝ ʫʤʥʦ-

ʞʝʥʠʷ ʤʘʪʨʠʮʳ.  

ʇʫʩʪʴ b(x) = c(x) Ã a(x)  

 

ʈʠʩ. 1.16. ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ MixColumn  ʫʤʥʦʞʝʥʠʝʤ ʥʘ ʧʦʣʠʥʦʤ c( x)  

ʇʨʠʤʝʥʝʥʠʝ ʜʘʥʥʦʡ ʦʧʝʨʘʮʠʠ ʢʦ ʚʩʝʤ ʩʪʦʣʙʮʘʤ ʩʦʩʪʦʷʥʠʷ ʦʙʦʟʥʘʯʘʝʪ-

ʩʷ ʢʘʢ  

MixColumn (State)  

ʀʥʚʝʨʩʠʷ MixColumn ʷʚʣʷʝʪʩʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝʤ, ʘʥʘʣʦʛʠʯʥʳʤ 

MixColumn . ʂʘʞʜʳʡ ʩʪʦʣʙʝʮ ʧʨʝʦʙʨʘʟʫʝʪʩʷ ʫʤʥʦʞʝʥʠʝʤ ʝʛʦ ʥʘ ʧʦʣʠʥʦʤ 

d(x) , ʦʧʨʝʜʝʣʷʝʤʳʡ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

(ó03ô x3 + ó01ô x2 + ó01ô x + ó02ô) Ã d(x) = ó01ô 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʦʣʫʯʘʝʤ 

d(x) = ó0Bô x3 + ó0Dô x2 + ó09ô x + ó0Eô 
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ʉʣʦʞʝʥʠʝ ʩ ʢʣʶʯʦʤ ʨʘʫʥʜʘ 

ɺʳʧʦʣʥʷʝʪʩʷ ʦʧʝʨʘʮʠʷ ʧʦʙʠʪʦʚʦʛʦ XOR ʢʣʶʯʘ ʨʘʫʥʜʘ ʩ ʪʝʢʫʱʠʤ ʩʦ-

ʩʪʦʷʥʠʝʤ. ɼʣʠʥʘ ʢʣʶʯʘ ʨʘʫʥʜʘ ʨʘʚʥʘ ʜʣʠʥʝ ʙʣʦʢʘ Nb. ɼʘʥʥʦʝ ʧʨʝʦʙʨʘʟʦʚʘ-

ʥʠʝ ʦʙʦʟʥʘʯʘʝʪʩʷ ʢʘʢ 

 AddRoundKey (State, RoundKey)  

AddRoundKey ʷʚʣʷʝʪʩʷ ʠʥʚʝʨʩʠʝʡ ʩʘʤʦʛʦ ʩʝʙʷ. 

ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʡ ʨʘʫʥʜʘ 

ʂʣʶʯʠ ʨʘʫʥʜʘ ʧʦʣʫʯʘʶʪʩʷ ʠʟ ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ ʩ ʧʦʤʦʱʴʶ ʧʨʝʦʙʨʘ-

ʟʦʚʘʥʠʷ, ʩʦʩʪʦʷʱʝʛʦ ʠʟ ʜʚʫʭ ʢʦʤʧʦʥʝʥʪʦʚ: ʨʘʩʰʠʨʝʥʠʝ ʢʣʶʯʘ ʠ ʚʳʙʦʨ 

ʢʣʶʯʘ ʨʘʫʥʜʘ. ʆʩʥʦʚʥʳʝ ʩʚʦʡʩʪʚʘ, ʢʦʪʦʨʳʤʠ ʦʙʣʘʜʘʶʪ ʢʣʶʯʠ ʨʘʫʥʜʘ: 

- ʆʙʱʝʝ ʯʠʩʣʦ ʙʠʪʦʚ ʜʣʷ ʢʣʶʯʝʡ ʨʘʫʥʜʦʚ ʨʘʚʥʦ ʜʣʠʥʝ ʙʣʦʢʘ, 

ʫʤʥʦʞʝʥʥʦʡ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʨʘʫʥʜʦʚ ʧʣʶʩ 1. ʅʘʧʨʠʤʝʨ, ʜʣʷ 

ʜʣʠʥʳ ʙʣʦʢʘ 128 ʙʠʪ ʠ 10 ʨʘʫʥʜʦʚ ʥʝʦʙʭʦʜʠʤʦ 1408 ʙʠʪʦʚ ʜʣʷ 

ʢʣʶʯʝʡ ʨʘʫʥʜʦʚ. 

- ʉʥʘʯʘʣʘ ʚʳʧʦʣʥʷʝʪʩʷ ʨʘʩʰʠʨʝʥʠʝ ʢʣʶʯʘ. 

- ʂʣʶʯʠ ʨʘʫʥʜʘ ʧʦʣʫʯʘʶʪʩʷ ʠʟ ʵʪʦʛʦ ʨʘʩʰʠʨʝʥʥʦʛʦ ʢʣʶʯʘ ʩʣʝ-

ʜʫʶʱʠʤ ʩʧʦʩʦʙʦʤ: ʧʝʨʚʳʡ ʢʣʶʯ ʨʘʫʥʜʘ ʩʦʩʪʦʠʪ ʠʟ ʧʝʨʚʳʭ Nb 

ʩʣʦʚ, ʚʪʦʨʦʡ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ Nb ʩʣʦʚ ʠ ʪ.ʜ. 

ʈʘʩʰʠʨʝʥʠʝ ʢʣʶʯʘ 

ʈʘʩʰʠʨʝʥʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʣʠʥʝʡʥʳʤ ʤʘʩʩʠʚʦʤ ʯʝʪʳʨʝʭʙʘʡʪʥʳʭ 

ʩʣʦʚ ʠ ʦʙʦʟʥʘʯʘʝʪʩʷ ʢʘʢ W [Nb * (Nr + 1)] . ʇʝʨʚʳʝ Nk ʩʣʦʚ ʩʦʩʪʦʷʪ ʠʟ 

ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ. ʆʩʪʘʣʴʥʳʝ ʩʣʦʚʘ ʦʧʨʝʜʝʣʷʶʪʩʷ ʨʝʢʫʨʩʠʚʥʦ. ʌʫʥʢʮʠʷ 

ʨʘʩʰʠʨʝʥʠʷ ʢʣʶʯʘ ʟʘʚʠʩʠʪ ʦʪ ʟʥʘʯʝʥʠʷ Nk: ʩʫʱʝʩʪʚʫʝʪ ʚʝʨʩʠʷ ʬʫʥʢʮʠʠ ʜʣʷ 

Nk, ʨʘʚʥʳʤ ʠʣʠ ʤʝʥʴʰʠʤ 6, ʠ ʚʝʨʩʠʷ ʜʣʷ Nk ʙʦʣʴʰʝ 6. 

ɼʣʷ Nk ¢ 6 ʤʳ ʠʤʝʝʤ: 

KeyExpansion (byte Key [4*Nk] word W[Nb * (Nr + 1)])  

{  

for (i = 0; i < Nk; i++)  

W[i] =(Key [4*i], Key [4*i+1], Key [4*i+2], Key 

[4*i+3]);  

 for (i = Nk; i < Nb * (Nr + 1); i++) {  

  temp = W [i ï 1];  

  if (i % N k == 0)  

temp = SubByte (RotByte (temp)) ^ Rcon 

[i / Nk];  

  W [i] = W [i -  Nk] ^ temp;  

 }  

}  

ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ SubByte (W)  ʷʚʣʷʝʪʩʷ ʬʫʥʢʮʠʝʡ, ʢʦʪʦʨʘʷ ʚʦʟʚʨʘʱʘʝʪ 

ʯʝʪʳʨʝʭʙʘʡʪʥʦʝ ʩʣʦʚʦ, ʚ ʢʦʪʦʨʦʤ ʢʘʞʜʳʡ ʙʘʡʪ ʷʚʣʷʝʪʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʧʨʠ-
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ʤʝʥʝʥʠʷ S-box Rijndael ʢ ʙʘʡʪʫ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʧʦʟʠʮʠʠ ʚʦ ʚʭʦʜʥʦʤ 

ʩʣʦʚʝ. ʌʫʥʢʮʠʷ RotByte (W)  ʚʦʟʚʨʘʱʘʝʪ ʩʣʦʚʦ, ʚ ʢʦʪʦʨʦʤ ʙʘʡʪʳ ʮʠʢʣʠʯʝ-

ʩʢʠ ʧʝʨʝʩʪʘʚʣʝʥʳ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦ ʜʣʷ ʚʭʦʜʥʦʛʦ ʩʣʦʚʘ (a, b, c, d)  

ʩʦʟʜʘʝʪʩʷ ʚʳʭʦʜʥʦʝ ʩʣʦʚʦ (b, c, d, a) . 

ʄʦʞʥʦ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʧʝʨʚʳʝ Nk ʩʣʦʚ ʟʘʧʦʣʥʷʶʪʩʷ ʢʣʶʯʦʤ ʰʠʬʨʦʚʘ-

ʥʠʷ. ʂʘʞʜʦʝ ʩʣʝʜʫʶʱʝʝ ʩʣʦʚʦ W[i]  ʨʘʚʥʦ XOR ʧʨʝʜʳʜʫʱʝʛʦ ʩʣʦʚʘ W[i - 1]  

ʠ ʧʦʟʠʮʠʡ ʩʣʦʚʘ Nk ʜʦ W[i ï Nk] . ɼʣʷ ʩʣʦʚ ʚ ʧʦʟʠʮʠʷʭ, ʢʦʪʦʨʳʝ ʢʨʘʪʥʳ 

Nk, ʩʥʘʯʘʣʘ ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ XOR ʢ W[i - 1]  ʠ ʢʦʥʩʪʘʥʪʦʡ ʨʘʫʥ-

ʜʘ. ɼʘʥʥʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʩʦʩʪʦʠʪ ʠʟ ʮʠʢʣʠʯʝʩʢʦʛʦ ʩʜʚʠʛʘ ʙʘʡʪʦʚ ʚ ʩʣʦʚʝ 

(RotByte) , ʧʦʩʣʝ ʯʝʛʦ ʚʳʧʦʣʥʷʝʪʩʷ ʪʘʙʣʠʯʥʘʷ ʧʦʜʩʪʘʥʦʚʢʘ ʜʣʷ ʚʩʝʭ ʯʝʪʳ-

ʨʝʭ ʙʘʡʪʦʚ ʚ ʩʣʦʚʝ (SubByte) . 

ɼʣʷ Nk > 6  ʤʳ ʠʤʝʝʤ: 

KeyExpansion (byte Key [4*Nk] word W [Nb* (Nr+1)])  

{  

 for (i=0; i < Nk; i++)  

W[i]= (key [4*i], key  [4*i+1], key [4*i+2], key 

[4*i+3]);  

 for (i = Nk; i < Nb * (Nr + 1); i++) {  

  temp = W [i - 1];  

  if (i % Nk == 0)  

temp = SubByte (RotByte (temp)) ^ Rcon 

[i / Nk];  

  else if (i % Nk == 4)  

   temp = SubByte (temp);  

  W[i] = W[i ï Nk] ^ temp;  

 }  

}  

ʆʪʣʠʯʠʝ ʜʣʷ Nk ¢ 6 ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦ ʜʣʷ i - 4, ʢʨʘʪʥʳʭ Nk, SubByte  

ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ W[i - 1]  ʧʝʨʝʜ ʚʳʧʦʣʥʝʥʠʝʤ XOR. 

ʂʦʥʩʪʘʥʪʳ ʨʘʫʥʜʘ ʥʝ ʟʘʚʠʩʷʪ ʦʪ Nk ʠ ʦʧʨʝʜʝʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘ-

ʟʦʤ: 

 Rcon [i] = (RC [i], ó00ô, ó00ô, ó00ô) 

RC [i]  ̫ ʚʣʷʶʪʩʷ ʵʣʝʤʝʥʪʘʤʠ ʚ GF (2
8
) ʩʦ ʟʥʘʯʝʥʠʝʤ x

(i - 1)  ʪʘʢʠʤ, ʯʪʦ: 

 RC [1] = 1 (ʪ.ʝ. ó01ô) 

 RC [i] = x (ʪ.ʝ. ó02ô) ¶ (RC [i - 1]) = x
(i - 1)

 

ʂʣʶʯ ʨʘʫʥʜʘ i  ʧʦʣʫʯʘʝʪʩʷ ʠʟ ʩʣʦʚ ʙʫʬʝʨʘ ʢʣʶʯʘ ʨʘʫʥʜʘ W [Nb * i]  

ʜʦ W [Nb * (i+1)] . 

ʇʨʝʠʤʫʱʝʩʪʚʘ ʘʣʛʦʨʠʪʤʘ 

ʇʨʝʠʤʫʱʝʩʪʚʘ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʘʩʧʝʢʪʘʤ ʨʝʘʣʠʟʘʮʠʠ: 
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¶ Rijndael ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʙʳʩʪʨʝʝ, ʯʝʤ ʦʙʳʯʥʳʡ ʙʣʦʯʥʳʡ 

ʘʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ. ɺʳʧʦʣʥʝʥʘ ʦʧʪʠʤʠʟʘʮʠʷ ʨʘʟʤʝʨʘ ʪʘʙ-

ʣʠʮʳ ʠ ʩʢʦʨʦʩʪʠ ʚʳʧʦʣʥʝʥʠʷ. 

¶ Rijndael ʤʦʞʥʦ ʨʝʘʣʠʟʦʚʘʪʴ ʚ ʩʤʘʨʪ-ʢʘʨʪʝ ʚ ʚʠʜʝ ʢʦʜʘ, ʠʩʧʦʣʴ-

ʟʫʷ ʥʝʙʦʣʴʰʦʡ RAM ʠ ʠʤʝʷ ʥʝʙʦʣʴʰʦʝ ʯʠʩʣʦ ʮʠʢʣʦʚ. ɺʳʧʦʣ-

ʥʝʥʘ ʦʧʪʠʤʠʟʘʮʠʷ ʨʘʟʤʝʨʘ ROM ʠ ʩʢʦʨʦʩʪʠ ʚʳʧʦʣʥʝʥʠʷ. 

¶ ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ʨʘʫʥʜʘ ʜʦʧʫʩʢʘʝʪ ʧʘʨʘʣʣʝʣʴʥʦʝ ʚʳʧʦʣʥʝʥʠʝ, 

ʯʪʦ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʜʣʷ ʙʫʜʫʱʠʭ ʧʨʦʮʝʩʩʦ-

ʨʦʚ ʠ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʘʧʧʘʨʘʪʫʨʳ. 

¶ ɸʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ʥʝ ʠʩʧʦʣʴʟʫʝʪ ʘʨʠʬʤʝʪʠʯʝʩʢʠʝ ʦʧʝʨʘ-

ʮʠʠ, ʧʦʵʪʦʤʫ ʪʠʧ ʘʨʭʠʪʝʢʪʫʨʳ ʧʨʦʮʝʩʩʦʨʘ ʥʝ ʠʤʝʝʪ ʟʥʘʯʝʥʠʷ. 

ʇʨʦʩʪʦʪʘ ʨʘʟʨʘʙʦʪʢʠ: 

¶ ɸʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ʧʦʣʥʦʩʪʴʶ çʩʘʤʦ ʦʧʨʝʜʝʣʷʝʤʳʡè. ʆʥ 

ʥʝ ʠʩʧʦʣʴʟʫʝʪ ʜʨʫʛʠʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʦʤʧʦʥʝʥʪʦʚ, S-box, 

ʚʟʷʪʳʭ ʠʟ ʭʦʨʦʰʦ ʠʟʚʝʩʪʥʳʭ ʘʣʛʦʨʠʪʤʦʚ, ʙʠʪʦʚ, ʧʦʣʫʯʝʥʥʳʭ 

ʠʟ ʩʧʝʮʠʘʣʴʥʳʭ ʪʘʙʣʠʮ, ʯʠʩʝʣ ʪʠʧʘ p ʠ ʪʦʤʫ ʧʦʜʦʙʥʳʭ ʫʣʦʚʦʢ. 

¶ ɸʣʛʦʨʠʪʤ ʥʝ ʦʩʥʦʚʳʚʘʝʪ ʩʚʦʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʣʠ ʯʘʩʪʴ ʝʝ ʥʘ 

ʥʝʷʩʥʦʩʪʷʭ ʠʣʠ ʧʣʦʭʦ ʧʦʥʠʤʘʝʤʳʭ ʠʪʝʨʘʮʠʷʭ ʘʨʠʬʤʝʪʠʯʝʩʢʠʭ 

ʦʧʝʨʘʮʠʡ. 

¶ ʂʦʤʧʘʢʪʥʦʩʪʴ ʘʣʛʦʨʠʪʤʘ ʥʝ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʩʧʨʷʪʘʪʴ ʣʶʢʠ. 

ʇʝʨʝʤʝʥʥʘʷ ʜʣʠʥʘ ʙʣʦʢʘ: 

¶ ɼʣʠʥʳ ʙʣʦʢʦʚ ʦʪ 192 ʜʦ 256 ʙʠʪ ʧʦʟʚʦʣʷʶʪ ʩʦʟʜʘʚʘʪʴ ʭʵʰ-

ʬʫʥʢʮʠʠ ʙʝʟ ʢʦʣʣʠʟʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʝ Rijndael ʚ ʢʘʯʝʩʪʚʝ 

ʬʫʥʢʮʠʠ ʩʞʘʪʠʷ. ɼʣʠʥʘ ʙʣʦʢʘ 128 ʙʠʪ ʩʝʛʦʜʥʷ ʩʯʠʪʘʝʪʩʷ ʜʣʷ 

ʵʪʦʡ ʮʝʣʠ ʥʝʜʦʩʪʘʪʦʯʥʦʡ. 

ʈʘʩʰʠʨʝʥʠʷ: 

¶ ʆʧʨʝʜʝʣʝʥʠʝ ʘʣʛʦʨʠʪʤʘ ʧʦʟʚʦʣʷʝʪ ʩʧʝʮʠʬʠʮʠʨʦʚʘʪʴ ʚʘʨʠʘʥʪʳ 

ʜʣʠʥʳ ʙʣʦʢʘ ʠ ʜʣʠʥʳ ʢʣʶʯʘ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 128 ʜʦ 256 ʙʠʪ ʩ 

ʰʘʛʦʚ ʚ 32 ʙʠʪʘ. 

¶ ʍʦʪʷ ʯʠʩʣʦ ʨʘʫʥʜʦʚ Rijndael ʜʣʷ AES ʬʠʢʩʠʨʦʚʘʥʦ, ʚ ʩʣʫʯʘʝ 

ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʧʨʦʙʣʝʤ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʘʣʛʦʨʠʪʤ ʤʦʞʥʦ ʤʦ-

ʜʠʬʠʮʠʨʦʚʘʪʴ, ʩʜʝʣʘʚ ʯʠʩʣʦ ʨʘʫʥʜʦʚ ʧʘʨʘʤʝʪʨʦʤ ʘʣʛʦʨʠʪʤʘ. 

ʈʘʩʰʠʨʝʥʠʷ ʘʣʛʦʨʠʪʤʘ 

ɸʣʛʦʨʠʪʤ ʤʦʞʝʪ ʙʳʪʴ ʤʦʜʠʬʠʮʠʨʦʚʘʥ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩ ʜʨʫʛʦʡ 

ʜʣʠʥʦʡ ʙʣʦʢʘ ʠ ʜʨʫʛʦʡ ʜʣʠʥʦʡ ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ. 

ɸʣʛʦʨʠʪʤ ʚʳʯʠʩʣʝʥʠʷ ʧʦʜʢʣʶʯʝʡ ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʳʯʠʩʣʝʥʠʝ ʢʣʶʯʝʡ, 

ʜʣʠʥʘ ʢʦʪʦʨʳʭ ʢʨʘʪʥʘ 4 ʙʘʡʪʘʤ. ɽʜʠʥʩʪʚʝʥʥʳʡ ʧʘʨʘʤʝʪʨ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦ-

ʜʠʤʦ ʫʯʠʪʳʚʘʪʴ ʧʨʠ ʦʧʨʝʜʝʣʝʥʠʠ ʜʣʠʥʳ ʢʣʶʯʘ, ʷʚʣʷʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦ ʨʘʫʥ-

ʜʦʚ ʘʣʛʦʨʠʪʤʘ. 
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ʉʪʨʫʢʪʫʨʘ ʘʣʛʦʨʠʪʤʘ ʜʦʧʫʩʢʘʝʪ ʜʣʠʥʫ ʙʣʦʢʘ, ʢʨʘʪʥʫʶ 4 ʙʘʡʪʘʤ. ʄʠ-

ʥʠʤʘʣʴʥʘʷ ʜʣʠʥʘ ʙʣʦʢʘ ʜʦʣʞʥʘ ʙʳʪʴ 16 ʙʘʡʪʦʚ. ʋʚʝʣʠʯʝʥʠʝ ʜʣʠʥʳ ʢʣʶʯʘ, 

ByteSub  ʠ MixColumn  ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʥʝ ʟʘʚʠʩʷʪ ʦʪ ʜʣʠʥʳ ʙʣʦʢʘ. ɽʜʠʥ-

ʩʪʚʝʥʥʳʤ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝʤ, ʢʦʪʦʨʦʝ ʟʘʚʠʩʠʪ ʦʪ ʜʣʠʥʳ ʙʣʦʢʘ, ʷʚʣʷʝʪʩʷ 

ShiftRow . ɼʣʷ ʢʘʞʜʦʡ ʜʣʠʥʳ ʙʣʦʢʘ ʜʦʣʞʥʳ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʳ ʩʦʦʪʚʝʪ-

ʩʪʚʫʶʱʠʝ ʢʦʥʩʪʘʥʪʳ ʉ1, ʉ2, ʉ3. 

ʄʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʨʘʩʰʠʨʝʥʠʝ Rijndael, ʢʦʪʦʨʦʝ ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʝʪ 

ʜʣʠʥʳ ʙʣʦʢʘ ʠ ʢʣʶʯʘ ʤʝʞʜʫ 128 ʠ 256 ʙʠʪʘʤʠ ʩ ʰʘʛʦʤ 32 ʙʠʪʘ. ʏʠʩʣʦ ʨʘ-

ʫʥʜʦʚ ʦʧʨʝʜʝʣʷʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

 Nr = max (Nk, Nb) + 6  

ɼʘʥʥʦʝ ʚʳʨʘʞʝʥʠʝ ʟʘʜʘʝʪ ʧʨʘʚʠʣʦ ʦʧʨʝʜʝʣʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʨʘʫʥʜʦʚ 

ʜʣʷ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʟʥʘʯʝʥʠʡ ʜʣʠʥʳ ʙʣʦʢʘ ʠ ʜʣʠʥʳ ʢʣʶʯʘ. 

ʉʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʉ1, ʉ2 ʠ ʉ3 ʫʢʘʟʘʥʳ ʚ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ. 

ʊʘʙʣʠʮʘ 1.3 

Nb C1 C2 C3 

5 1 2 3 

7 1 2 4 

1.1.12 ʈʝʞʠʤʳ ʚʳʧʦʣʥʝʥʠʷ ʘʣʛʦʨʠʪʤʦʚ 
ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ 

ɼʣʷ ʩʠʤʤʝʪʨʠʯʥʳʭ ʙʣʦʯʥʳʭ ʘʣʛʦʨʠʪʤʦʚ ʰʠʬʨʦʚʘʥʠʷ ʦʧʨʝʜʝʣʝʥʦ ʯʝ-

ʪʳʨʝ ʨʝʞʠʤʘ ʚʳʧʦʣʥʝʥʠʷ. 

ECB ï Electronic Codebook ï ʢʘʞʜʳʡ ʙʣʦʢ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝ-

ʥʠʷ ʰʠʬʨʫʝʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʦʩʪʘʣʴʥʳʭ ʙʣʦʢʦʚ, ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʦʜʥʦʛʦ ʠ 

ʪʦʛʦ ʞʝ ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ. ʊʠʧʠʯʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ï ʧʝʨʝʜʘʯʘ ʥʝʙʦʣʴʰʦʛʦ 

ʟʥʘʯʝʥʠʷ (ʥʘʧʨʠʤʝʨ, ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʛʦ ʢʣʶʯʘ), ʜʣʠʥʘ ʢʦʪʦʨʦʛʦ ʩʦʧʦʩʪʘ-

ʚʠʤʘ ʩ ʜʣʠʥʦʡ ʙʣʦʢʘ. 

CBC ï Cipher Block Chaining ï ʥʘ ʚʭʦʜ ʘʣʛʦʨʠʪʤʫ ʰʠʬʨʦʚʘʥʠʷ ʧʦʜʘʝʪ-

ʩʷ ʨʝʟʫʣʴʪʘʪ ʦʧʝʨʘʮʠʠ XOR ʧʨʝʜʳʜʫʱʝʛʦ ʙʣʦʢʘ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝ-

ʥʠʷ ʠ ʩʣʝʜʫʶʱʝʛʦ ʙʣʦʢʘ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. ʊʠʧʠʯʥʦʝ ʧʨʠʤʝ-

ʥʝʥʠʝ ï ʰʠʬʨʦʚʘʥʠʝ ʙʦʣʴʰʠʭ ʩʦʦʙʱʝʥʠʡ. 

CFB ï Cipher Feedback ï ʧʨʠ ʢʘʞʜʦʤ ʚʳʟʦʚʝ ʘʣʛʦʨʠʪʤʘ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ 

J ʙʠʪʦʚ ʚʭʦʜʥʦʛʦ ʟʥʘʯʝʥʠʷ. ʇʨʝʜʳʜʫʱʠʡ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʙʣʦʢ ʠʩʧʦʣʴʟʫ-

ʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʘ ʚ ʘʣʛʦʨʠʪʤ; ʢ J  ʙʠʪʘʤ ʚʳʭʦʜʘ ʘʣʛʦʨʠʪʤʘ ʠ ʩʣʝʜʫʶ-

ʱʝʤʫ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʤʫ ʙʣʦʢʫ ʠʟ J ʙʠʪʦʚ ʧʨʠʤʝʥʷʝʪʩʷ ʦʧʝʨʘʮʠʷ XOR, 

ʨʝʟʫʣʴʪʘʪʦʤ ʢʦʪʦʨʦʡ ʷʚʣʷʝʪʩʷ ʩʣʝʜʫʶʱʠʡ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʙʣʦʢ ʠʟ J ʙʠ-

ʪʦʚ. ʊʠʧʠʯʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ï ʰʠʬʨʦʚʘʥʠʝ ʧʦʪʦʢʘ ʥʝʙʦʣʴʰʠʭ ʩʦʦʙʱʝʥʠʡ ʚ 

ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, ʢʦʛʜʘ ʥʝʮʝʣʝʩʦʦʙʨʘʟʥʦ ʞʜʘʪʴ ʟʘʚʝʨʰʝʥʠʷ ʬʦʨ-

ʤʠʨʦʚʘʥʠʷ ʚʩʝʛʦ ʩʦʦʙʱʝʥʠʷ. 
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OFB ï Output Feedback ï ʘʥʘʣʦʛʠʯʝʥ CFB, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʪʦʛʦ, ʯʪʦ ʥʘ 

ʚʭʦʜ ʘʣʛʦʨʠʪʤʘ ʧʨʠ ʰʠʬʨʦʚʘʥʠʠ ʩʣʝʜʫʶʱʝʛʦ ʙʣʦʢʘ ʧʦʜʘʝʪʩʷ ʨʝʟʫʣʴʪʘʪ 

ʰʠʬʨʦʚʘʥʠʷ ʧʨʝʜʳʜʫʱʝʛʦ ʙʣʦʢʘ; ʪʦʣʴʢʦ ʧʦʩʣʝ ʵʪʦʛʦ ʚʳʧʦʣʥʷʝʪʩʷ ʦʧʝʨʘ-

ʮʠʷ XOR ʩ ʦʯʝʨʝʜʥʳʤʠ J ʙʠʪʘʤʠ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. ʊʠʧʠʯʥʦʝ 

ʧʨʠʤʝʥʝʥʠʝ ï ʧʦʪʦʢʦ ʦʨʠʝʥʪʠʨʦʚʘʥʥʘʷ ʧʝʨʝʜʘʯʘ ʧʦ ʟʘʰʫʤʣʝʥʥʦʤʫ ʢʘʥʘʣʫ, 

ʚ ʢʦʪʦʨʦʤ ʚʦʟʤʦʞʥʳ ʧʦʪʝʨʠ ʧʘʢʝʪʦʚ. 

ʈʝʞʠʤ ECB 

ɼʘʥʥʳʡ ʨʝʞʠʤ ʷʚʣʷʝʪʩʷ ʩʘʤʳʤ ʧʨʦʩʪʳʤ ʨʝʞʠʤʦʤ, ʧʨʠ ʢʦʪʦʨʦʤ ʥʝʟʘ-

ʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʙʣʦʢ ʟʘ ʙʣʦʢʦʤ. 

ʂʘʞʜʳʡ ʙʣʦʢ ʰʠʬʨʫʝʪʩʷ, ʠʩʧʦʣʴʟʫʷ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʢʣʶʯ. ɽʩʣʠ ʩʦʦʙʱʝʥʠʝ 

ʜʣʠʥʥʝʝ, ʯʝʤ ʜʣʠʥʘ ʙʣʦʢʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʘʣʛʦʨʠʪʤʘ, ʪʦ ʦʥʦ ʨʘʟʙʠʚʘʝʪʩʷ 

ʥʘ ʙʣʦʢʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʜʣʠʥʳ, ʧʨʠʯʝʤ ʧʦʩʣʝʜʥʠʡ ʙʣʦʢ ʜʦʧʦʣʥʷʝʪʩʷ 

ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʬʠʢʩʠʨʦʚʘʥʥʳʤʠ ʟʥʘʯʝʥʠʷʤʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʜʘʥ-

ʥʦʛʦ ʨʝʞʠʤʘ ʦʜʠʥʘʢʦʚʳʝ ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʝ ʙʣʦʢʠ ʙʫʜʫʪ ʧʨʝʦʙʨʘʟʦʚʘʥʳ ʚ 

ʦʜʠʥʘʢʦʚʳʝ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʙʣʦʢʠ.  

ʈʝʞʠʤ ɽʉɺ ʠʜʝʘʣʝʥ ʜʣʷ ʥʝʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʜʘʥʥʳʭ, ʥʘʧʨʠʤʝʨ, 

ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʢʣʶʯʘ ʩʝʩʩʠʠ. 

ʉʫʱʝʩʪʚʝʥʥʳʤ ʥʝʜʦʩʪʘʪʢʦʤ ECB ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʙʣʦʢ 

ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ, ʧʦʷʚʣʷʶʱʠʡʩʷ ʙʦʣʝʝ ʦʜʥʦʛʦ ʨʘʟʘ ʚ ʩʦʦʙʱʝ-

ʥʠʠ, ʚʩʝʛʜʘ ʠʤʝʝʪ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʚʠʜ. ɺʩʣʝʜʩʪʚʠʝ ʵʪʦʛʦ ʜʣʷ 

ʙʦʣʴʰʠʭ ʩʦʦʙʱʝʥʠʡ ʨʝʞʠʤ ECB ʩʯʠʪʘʝʪʩʷ ʥʝʙʝʟʦʧʘʩʥʳʤ. ɽʩʣʠ ʩʦʦʙʱʝʥʠʝ 

ʠʤʝʝʪ ʤʥʦʛʦ ʦʜʠʥʘʢʦʚʳʭ ʙʣʦʢʦʚ, ʪʦ ʧʨʠ ʢʨʠʧʪʦʘʥʘʣʠʟʝ ʜʘʥʥʘʷ ʦʩʦʙʝʥʥʦʩʪʴ 

ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ. 

ʈʝʞʠʤ CBC 

ɼʣʷ ʧʨʝʦʜʦʣʝʥʠʷ ʥʝʜʦʩʪʘʪʢʦʚ ECB ʠʩʧʦʣʴʟʫʶʪ ʩʧʦʩʦʙ, ʧʨʠ ʢʦʪʦʨʦʤ 

ʦʜʠʥʘʢʦʚʳʝ ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʝ ʙʣʦʢʠ ʧʨʝʦʙʨʘʟʫʶʪʩʷ ʚ ʨʘʟʣʠʯʥʳʝ ʟʘʰʠʬ-

ʨʦʚʘʥʥʳʝ. ɼʣʷ ʵʪʦʛʦ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʘ ʘʣʛʦʨʠʪʤʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʝʟʫʣʴʪʘʪ 

ʧʨʠʤʝʥʝʥʠʷ ʦʧʝʨʘʮʠʠ XOR ʢ ʪʝʢʫʱʝʤʫ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʤʫ ʙʣʦʢʫ ʠ ʧʨʝʜʳ-

ʜʫʱʝʤʫ ʟʘʰʠʬʨʦʚʘʥʥʦʤʫ ʙʣʦʢʫ. 

ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʧʝʨʚʦʛʦ ʙʣʦʢʘ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʠʩʧʦʣʴʟʫʝʪ-

ʩʷ ʠʥʠʮʠʘʣʠʟʘʮʠʦʥʥʳʡ ʚʝʢʪʦʨ (IV), ʜʣʷ ʢʦʪʦʨʦʛʦ ʚʳʧʦʣʥʷʝʪʩʷ ʦʧʝʨʘʮʠʷ 

XOR ʩ ʧʝʨʚʳʤ ʙʣʦʢʦʤ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. ʇʨʠ ʨʘʩʰʠʬʨʦʚʘʥʠʠ 

ʚʳʧʦʣʥʷʝʪʩʷ ʦʧʝʨʘʮʠʷ XOR IV ʩ ʚʳʭʦʜʦʤ ʘʣʛʦʨʠʪʤʘ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʜʣʷ 

ʧʦʣʫʯʝʥʠʷ ʧʝʨʚʦʛʦ ʙʣʦʢʘ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ.  

IV ʜʦʣʞʝʥ ʙʳʪʴ ʠʟʚʝʩʪʝʥ ʢʘʢ ʦʪʧʨʘʚʠʪʝʣʶ, ʪʘʢ ʠ ʧʦʣʫʯʘʪʝʣʶ. ɼʣʷ ʤʘʢ-

ʩʠʤʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ IV ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʱʠʱʝʥ ʪʘʢ ʞʝ, ʢʘʢ ʢʣʶʯ. 
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ʈʠʩ. 1.17. ʐʠʬʨʦʚʘʥʠʝ ʚ ʨʝʞʠʤʝ ʉɺʉ 

 

ʈʠʩ. 1.18. ʈʘʩʰʠʬʨʦʚʘʥʠʝ ʚ ʨʝʞʠʤʝ ʉɺʉ 

ʈʝʞʠʤ CFB 

ɹʣʦʯʥʳʡ ʘʣʛʦʨʠʪʤ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʙʣʦʢʦʚ ʦʧʨʝʜʝʣʝʥ-

ʥʦʡ ʜʣʠʥʳ. ʆʜʥʘʢʦ ʤʦʞʥʦ ʧʨʝʦʙʨʘʟʦʚʘʪʴ ʙʣʦʯʥʳʡ ʘʣʛʦʨʠʪʤ ʚ ʧʦʪʦʯʥʳʡ 

ʘʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ, ʠʩʧʦʣʴʟʫʷ ʧʦʩʣʝʜʥʠʝ ʜʚʘ ʨʝʞʠʤʘ. ʇʦʪʦʯʥʳʡ ʘʣʛʦ-

ʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ʫʩʪʨʘʥʷʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʨʘʟʙʠʚʘʪʴ ʩʦʦʙʱʝʥʠʝ ʥʘ ʮʝʣʦʝ 

ʯʠʩʣʦ ʙʣʦʢʦʚ ʜʦʩʪʘʪʦʯʥʦ ʙʦʣʴʰʦʡ ʜʣʠʥʳ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ ʧʝʨʝʜʘʝʪʩʷ 

ʧʦʪʦʢ ʩʠʤʚʦʣʦʚ, ʢʘʞʜʳʡ ʩʠʤʚʦʣ ʤʦʞʝʪ ʰʠʬʨʦʚʘʪʴʩʷ ʠ ʧʝʨʝʜʘʚʘʪʴʩʷ ʩʨʘʟʫ, 

ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʠʤʚʦʣʴʥʦ ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʛʦ ʨʝʞʠʤʘ ʙʣʦʯʥʦʛʦ ʘʣʛʦʨʠʪ-

ʤʘ ʰʠʬʨʦʚʘʥʠʷ.  

ʆʜʥʠʤ ʠʟ ʧʨʝʠʤʫʱʝʩʪʚ ʪʘʢʦʛʦ ʨʝʞʠʤʘ ʙʣʦʯʥʦʛʦ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘ-

ʥʠʷ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʙʫʜʝʪ ʪʦʡ ʞʝ ʜʣʠʥʳ, ʯʪʦ ʠ 

ʠʩʭʦʜʥʦʝ. 

ɹʫʜʝʤ ʩʯʠʪʘʪʴ, ʯʪʦ ʙʣʦʢ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʧʝʨʝʜʘʯʠ, ʩʦʩʪʦʠʪ 

ʠʟ J ʙʠʪ; ʦʙʳʯʥʳʤ ʟʥʘʯʝʥʠʝʤ ʷʚʣʷʝʪʩʷ J=8. ʂʘʢ ʠ ʚ ʨʝʞʠʤʝ CBC, ʟʜʝʩʴ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʧʝʨʘʮʠʷ XOR ʜʣʷ ʧʨʝʜʳʜʫʱʝʛʦ ʙʣʦʢʘ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢ-
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ʩʪʘ ʠ ʩʣʝʜʫʶʱʝʛʦ ʙʣʦʢʘ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʣʶʙʦʡ 

ʙʣʦʢ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ ʷʚʣʷʝʪʩʷ ʬʫʥʢʮʠʝʡ ʦʪ ʚʩʝʛʦ ʧʨʝʜʳʜʫʱʝʛʦ ʥʝ-

ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ. 

ʈʘʩʩʤʦʪʨʠʤ ʰʠʬʨʦʚʘʥʠʝ. ɺʭʦʜʦʤ ʬʫʥʢʮʠʠ ʰʠʬʨʦʚʘʥʠʷ ʷʚʣʷʝʪʩʷ ʨʝ-

ʛʠʩʪʨ ʩʜʚʠʛʘ, ʢʦʪʦʨʳʡ ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ ʠʥʠʮʠʘʣʠʟʘʮʠʦʥ-

ʥʳʡ ʚʝʢʪʦʨ IV. ɼʣʷ ʣʝʚʳʭ J ʙʠʪʦʚ ʚʳʭʦʜʘ ʘʣʛʦʨʠʪʤʘ ʚʳʧʦʣʥʷʝʪʩʷ ʦʧʝʨʘ-

ʮʠʷ XOR ʩ ʧʝʨʚʳʤʠ J ʙʠʪʘʤʠ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʈ1 ʜʣʷ ʧʦʣʫ-

ʯʝʥʠʷ ʧʝʨʚʦʛʦ ʙʣʦʢʘ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʉ1. ʂʨʦʤʝ ʪʦʛʦ, ʩʦʜʝʨʞʠ-

ʤʦʝ ʨʝʛʠʩʪʨʘ ʩʜʚʠʛʘʝʪʩʷ ʚʣʝʚʦ ʥʘ J ʙʠʪʦʚ, ʠ ʉ1 ʧʦʤʝʱʘʝʪʩʷ ʚ ʧʨʘʚʳʝ J 

ʙʠʪʦʚ ʵʪʦʛʦ ʨʝʛʠʩʪʨʘ. ʕʪʦʪ ʧʨʦʮʝʩʩ ʧʨʦʜʦʣʞʘʝʪʩʷ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʥʝ ʙʫʜʝʪ 

ʟʘʰʠʬʨʦʚʘʥʦ ʚʩʝ ʩʦʦʙʱʝʥʠʝ. 

ʇʨʠ ʨʘʩʰʠʬʨʦʚʘʥʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʥʘʣʦʛʠʯʥʘʷ ʩʭʝʤʘ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ 

ʪʦʛʦ, ʯʪʦ ʜʣʷ ʙʣʦʢʘ ʧʦʣʫʯʘʝʤʦʛʦ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʚʳʧʦʣʥʷʝʪʩʷ 

ʦʧʝʨʘʮʠʷ XOR ʩ ʚʳʭʦʜʦʤ ʘʣʛʦʨʠʪʤʘ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ 

ʙʣʦʢʘ.  

 

ʈʠʩ. 1.19. ʐʠʬʨʦʚʘʥʠʝ ʚ ʨʝʞʠʤʝ ʉFɺ 
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ʈʠʩ. 1.20. ʈʘʩʰʠʬʨʦʚʳʚʘʥʠʝ ʚ ʨʝʞʠʤʝ ʉFɺ 

ʈʝʞʠʤ OFB 

ɼʘʥʥʳʡ ʨʝʞʠʤ ʘʥʘʣʦʛʠʯʝʥ ʨʝʞʠʤʫ CFB. ʈʘʟʥʠʮʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, 

ʯʪʦ ʚʳʭʦʜ ʘʣʛʦʨʠʪʤʘ ʚ ʨʝʞʠʤʝ OFB ʧʦʜʘʝʪʩʷ ʦʙʨʘʪʥʦ ʚ ʨʝʛʠʩʪʨ, ʪʦʛʜʘ ʢʘʢ ʚ 

ʨʝʞʠʤʝ CFB ʚ ʨʝʛʠʩʪʨ ʧʦʜʘʝʪʩʷ ʨʝʟʫʣʴʪʘʪ ʧʨʠʤʝʥʝʥʠʷ ʦʧʝʨʘʮʠʠ XOR ʢ 

ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʤʫ ʙʣʦʢʫ ʠ ʨʝʟʫʣʴʪʘʪʫ ʘʣʛʦʨʠʪʤʘ. 

ʆʩʥʦʚʥʦʝ ʧʨʝʠʤʫʱʝʩʪʚʦ ʨʝʞʠʤʘ OFB ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦ ʝʩʣʠ ʧʨʠ ʧʝ-

ʨʝʜʘʯʝ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ, ʪʦ ʦʥʘ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʩʣʝʜʫʶʱʠʝ ʟʘ-

ʰʠʬʨʦʚʘʥʥʳʝ ʙʣʦʢʠ, ʠ ʪʝʤ ʩʘʤʳʤ ʩʦʭʨʘʥʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʩʰʠʬʨʦʚʘ-

ʥʠʷ ʧʦʩʣʝʜʫʶʱʠʭ ʙʣʦʢʦʚ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʧʦʷʚʣʷʝʪʩʷ ʦʰʠʙʦʯʥʳʡ ʙʠʪ ʚ ʉi , 

ʪʦ ʵʪʦ ʧʨʠʚʝʜʝʪ ʪʦʣʴʢʦ ʢ ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʵʪʦʛʦ ʙʣʦʢʘ ʠ ʧʦ-

ʣʫʯʝʥʠʷ ʈi. ɼʘʣʴʥʝʡʰʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʣʦʢʦʚ ʙʫʜʝʪ ʨʘʩʰʠʬʨʦʚʘʥʘ 

ʢʦʨʨʝʢʪʥʦ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʨʝʞʠʤʘ CFB ʉi ʧʦʜʘʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʚʭʦʜʘ ʚ 

ʨʝʛʠʩʪʨ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʷʚʣʷʝʪʩʷ ʧʨʠʯʠʥʦʡ ʧʦʩʣʝʜʫʶʱʝʛʦ ʠʩʢʘʞʝʥʠʷ 

ʧʦʪʦʢʘ. 

ʅʝʜʦʩʪʘʪʦʢ OFB ʚ ʪʦʤ, ʯʪʦ ʦʥ ʙʦʣʝʝ ʫʷʟʚʠʤ ʢ ʘʪʘʢʘʤ ʤʦʜʠʬʠʢʘʮʠʠ ʧʦ-

ʪʦʢʘ ʩʦʦʙʱʝʥʠʡ, ʯʝʤ CFB. 
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ʈʠʩ. 1.21. ʐʠʬʨʦʚʘʥʠʝ ʚ ʨʝʞʠʤʝ OFB 

 

ʈʠʩ. 1.22. ʈʘʩʰʠʬʨʦʚʘʥʠʝ ʚ ʨʝʞʠʤʝ OFB 














































































































































































































































































































































































































































































































































































































































































































































































































































































