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b(X):b 3X3+b2X2+b1X+b 0

c(x) = a(x) T1bx) s toj Hsjindzw jndzj Hiz¥ h dd3 tSB L OL 5d3:
M(x) ex° s+ M+ e+ M+ fix +o M
fy =a oo
iy =a 1o A aofb,
i, =a .o A a;fb; A aofb,
3 =TbaA a)b; A a;fb, A acfb;
iy =asfby A afb, A a;Tb;
ik = asfb, A a,fbs
s = a 3Ths
Cfdets, ybt an( KRS HsyejdsH B Is! o #sfls Oo dzj
dzr &8 o Clststetsds. M Mz 3ts el dzf Is P1s diplsdgfdi@izd4 L
tejLlzdz IsOIs BEHjIs { sdzd dzts di§rBaeldejlzv © "“ Hgjsc &  fif |
sz LEjlsmvy f sdzd dtsd
MX)=x “*+1

I 1std Mdzyoj

xI mod (x * +1)=x 1 md4

[ Mis Otslés CH j @] XY dzeM x) 5B 5L dal@r) f dga(x)A b(x).
stst WWduydx tzBb:dzr

do =a by A asfb; A a,fb, A a,fbs
di =a Mo A aolb; A azfb, A a,fb;
d, =a,Tho A a;Tb; A aob, A a;fb;
ds = asfbo A a,Tb; A a;Tb, A a,fb;

{fjweoydvy, MmMehmissvh @S @ s ds@izaziony ¥ t dz@ dat
By il Brls! LOfdMOARZO CO¢ kddesyj dzdj dzO
ydteSbdwteds2. [ dJ&jjd
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do aQ a a by
dy a3 a3 A b,
d, - a; a; a a3 b,
d; a a a by

t dM9. v dgdatsy j dzd j 2O f ¥ i RS ® O dzdz’ 2

1 Od3j sd @, +1udsjts W dzv j lsfw dzj fLdp@EEA) BT 3
Mdzj HSO Ols j dz! dets, bEdgdetsy jdedj dzO WG fipftetso
GOdBs. | RdeeptdlE®iz % qCfdss Oddz 2 4 t
Jasj jls etOldy 2.

L dBdzts Y § dzgf § dzO

Ptod Iz d3dats(y) Josed df ts cedfdig di d3:

by x*+b, x3+b; x2+by x

x A bx) g2 yOj v Y sddyjdedd 3 § sdzlz yj dedets
Nyl )1 sk YO &

b, x> +b; x2+bg x+b 3

Vdgdats ) j dZf 4 C dzo0 Odzj dzlsdets B didetsy J ded & dzO
orhj, Mmés=7oeomiodddns dzous ddd &

R34 § d3:
Co 00 00 00 01 by
cq 01 00 00 00 by
C = 00 01 00 00 b,
c3 00 00 01 00 bs

{ d B10.0 dBdztsy j dzch GF (2O

ddzj Hise Olsj dz' dats, - fiptsigsidise) jj lsidglg o dgls yd € dzd
BO2lstso odilsted o jClBEO.

Iesimdkzso Odzdy ©OL OB BISC

I Gfdselkz ©OLLOBBISd OdesklBekOd s’
stedftedls j tedw:

ltoslsdotsHj2Mmlsadi ofmida dL o j Misdz o3
[ sMisOls sHUBY ffigkstcsMis! o f sdzdg-dzd W
HO Hdzv hdiesEitsets SttkzecO f dzOL V¥ &icds;
ltesMisslsO tOL OBBISS .
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| Btd hddzmlse ] Odetswdlsdss h d% tct®-Odzd W
EdHO dd&jjl MtekSlskztelkz Mjlsd Aj2hilsjdv. |
COYHBB fesddy Iisds yiis s s M jsw fadgj " O4 sw B
Hiczdlzy f sdztsoe d dzlz. 1 toj 5B tc ORIipda® dzgl | d P Iz bzH C
fMstezSIskztelz Mjlsd Aj22hlsjdkv. 1 &jMss {IstcEt
Msmistsdls dL yYjlsrtejnrn wOLdaZdydy » o sSBtoOL S¢

SONHT 2 Mdts? otO@M OO EUjlssd fslsdothj?
HWWjtej dzuq’OdZJ sz Ctedf ssOdOddL . 1 tsidet
WEdS ydw:

T 1ddzddzgj 2desj] ftcoj sBtoOL o Odffhox, lEMIstsd Is
tster §j Zdzzyh ol dzj dzddzj 2dz" § Meots2fmise

T sdzs? dzd dzj ? deto ®dztf ¥ tc fndgjss ¢ G Ot Odzls d to
Mjtfjd HIWWEZLdd HddY dgj MStsdzr SR te

1T adzc? dzddzj 2 desets f jtej d@3i P do Odedw fylstsc
or MsC ke Mlsjfjdd HWWEZL]I Hdv dzj €

1 sdzs? Mdzsy J dedvw M € dz¥ YBXBR ijsisisiddsts d 1
Msmistsw dzd v lipdzg @z ysdiz O

1 jtejH fjteor BB tObdzH iR ftod dgj dgw j sy H &Y ¢
fsdz LsoaOdegd j o5 Szt yO. 1teduddz® btsets, ybts -
Msmissdls o fdjHEsh j& [sBE2 Mds? fshd) ¢
dzj dzdw S dz8 YO sy jls BT IsiC dff wOlEts IS dgy -l Omlzf 1o
BOoadzwjiIs BjLtsfOMmMdesMmisd o Odzetstedlsds j dzOf tcd
s OdzsbEY] o

[ &z Itsets ybtser MHj &zOI! MstokzC kel Odze
dzj 2dese s fjtejd3dih doOdedw  tsfmdzj Hdzj 650 -tc Oz dzH
9 Odzd ¥ H talimcfor. O des f 5C OL Ol , Whsts- + s
hOjls fdsdepy Oj s BjL Y OMdesimls: .

[fdMOdedj Odestedls &3O
Rijndaelv 9 dzv j Isfpw B dzsyder @3 Odze sted s df - ¥ o ts
ds?2 BdZECO d jtej di3j dedets?2 Hdzd dets?2 €z yO. 7
B'Is! dzj LOsdigEdsBtcEEld EfMlsOdtsodzj dz@ o 128,
I sdwisdy MtsmMisswdedwy, Cdzvby hdWtetse Odzdw (
fOLdzdydz" | fHtoj sBteOL 5o Odzed™ o' f sdzdev # Isfyw
jB BdZEC O, dOL' 9 0Oj ds' &3 Mismlssw dzd j .
stsmMisswdzdy By des ttOMMdZOIsted o Ols COC Hoe
wOMMde ddzj b uib' ey MbtesCd d ®LOL dzd ydats
Nb,tcOo detsj Hdzddzaj BdzsC O, Hjdzjdedets?2 dz® 3 2. g
COC Hobkdgjtedr 2 ®OMMde M yjlsrte! W Ustess O
ttse Odzd v, B SNkdEYAFsd3E AL & £ dizf dadgts 2 dzO 3 2 |
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] dz Cslstster n Mz yoOw s BdzsS h Wtk @B
C BHdA]tedzr 2 BOMMde ydliIsr tej - B O2s-dz" A
9JCIsstc® wodzwe Isfpw L dzOyJ dzd@¢ dits sds@ fij fits
d¥ls Hdzddzz 4, 6 ddzdd d8H ji§tns Is o9 IsHfrgldOetf j Oz dist
d 0é7. YvYjlbrteijnrnBO2Isdz §j 9jCIststcO ddztsar
{ Mdzd dzj sBrtsHddBs kS OL Ols! Yyjlsrtej tslsH
odJSCItstcj, BREHJjIs dMmiathde! d o &lsig e Jdeyds-Oyd:
dzv s Isfpw B O2Is Gld, 2af3, HissEygdsmise j dzdets, o to
MssdzeByy, oJSktstej ddzd Mmdztsoe j .

Poo Aoy Aoz Aga | Ags  Ags Koo Kos Koz Koa
Ao A Az A Alg Agg Kio Kis Kz Ky
Azo  Azi | Azz Ay Azg A Koo Ky Kaz Ky
Aso Az Asz Ay Agg Ay Kio Kix  Kiz | Ky

{ dBIL) tod d3j to M is Mys=Sw) dzcifv  C(diy YO h Kl B o O dzq

Il atsHr d RyndaklprdIls O Ismw  tsHdesd3j tedz” 23d  d3(
stso, f to il deljcfto sEd Nb 7 1. ddzj Hs9 Ols j dz' dzts,
gz ¢ lIs Hazddzge 16, 24 ddzd 32 BO2IOp & d3(
15,0 é daze é .31sdzzy Mudlojlsmvw tsHezSEEE etz
BO2Istse , i to ts dzlz O3y t'tN& Oidztiz” nu digilsH s Ols j dft dzts,
g3 ¢ lIs Hdzddze 16, 24 ddzd 32 BO2IOp & d3(
15,0 é dam é .31

A~SHdZ | BO2Isr OkzettedlsdizO BlssBicOY OF Isfiy
f 5w 6§ dio 020 a0 Po1 $11 P21 $a1 B0, 2, 1O T G Ws YO
s OgwLOBBBISMHY o BOMMde K KezjKmkkd § &
Koa, Kii Koa Ks 1, lesfdzy o' § tsdzdej dedv 5§ jteOwdd I
edlsBO fsdzzyOjlsmw L BO2Isse MsMmMisswddw

ddzj HtsS9 Ols j dz' dzts, d Mdzd tsH dzts d3 tdz  HEprlzd dzH |
KB4 tede” 2 d dgitd &) e isdst  d d3f 4 d3:

i =nmod 4

ji= é/4 a

n=i+4*j

1 sdzj j Istsd o dfvdgHlsifigvin IsOC y ] des i esd3 B O
94 Clsstey o dde dipdgdefjw, ddzH j S MBd3 8 SISttt O ¢
Bdzts€C j .

ydMmdzs tcOk dzH s oNr 1B Ba qAPJIO | ts5 fipve INkzO ifisdsd 2
COLOdzs o9 MmdzjHEs M j2 IsOBdzdyj .
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Nr Nb=4 Nb=6 Nb=8
Nk =4 10 12 14
Nk=6 12 12 14
Nk=8 14 14 14

{ dBl2 vydmisC OOz kel ydv ©ls Hozdd' B dsSO
ltcj cBtecOL 59 Odzdj t©OkdzH O

ltcjsBtcOL S Odedj WwWOEZdAHO MtsMmistsdls dL ydlsr
]l dasdE® dzO fMmjoHts & 1 Ists dsydets L O MO+ fr

Round (State, RoundKey)

{
ByteSub (State);
ShiftRow (State);
MixColumn (State);
AddRoundKey (State, RoundKey);
}

1 OCdzs ydisjdz! dzf 2 twOkdzH Odze Bted s d30 ] dzj d3dats ¢
Hezs h dd3 SBtLOL 53

FinalRound (State, RoundKey)

{

ByteSub (State);

ShiftRow (State);

AddRoundKey (State, RoundKey);
}

SOC & odHdd, LOCds ydljd dF 2 tizdH L
Czv yjdzgdj 8 ssets, Ywixsousdsmizlsiise zjls fdzs?2

1 toj 5B tc OLByteSdiozd j

1 toj 5B EAOGBIOY o dzv j IsMWw  dzj dzd dzj 2 des?2 B-O2Istso
fsdzdgv s h j2fgw dzj L OoadMmddss Hdzv CO)3HBGEB BO2Is
SBtcOIsddis? d BftejHjdzjdO o odHj SCtliftsLdydd

l & jteor 7, or f sdzdgw j sfv 3z dzr GFY(#)dzd § @ o d
sftejHjdz dzgdzsets o7 j HtojHMmMlsOo dzj dzdo0 0B O2 Is ©
SlssBtcOy Oj swy MO o MmjeWw.

1 Olsjd3 or §f sdzdew j ISR 2 )OW W iftdzlasg c Qotse Oded 4 ,
fMzj HEZE h dd3 SBLOL A3:
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(yo ) M 0 0 0 1 1 1 1) [ %o 1)
Y1 1 1 0 0 0 1 1 1 X1 1
y2 11 1 0 0 0 1 1 X2 0
¥s 11 1 1 0 0 0 1 X3 0
Vs = 111 1 1 0 0 0 X4 + 0
¥s 01 1 1 1 1 0 0 Xs 1
Yo 0 0 1 1 1 1 1 0 Xs 1

\ V7 J \0 0 0 1 1 1 1 1) \ X ) e,

t dB13 oW W ddzedes ftoj sBLOL 5o Odzd .

1 tod B3iddi dBf d TEPDd&EE ® M) &5 BO2SOd Mehissw
Co¢

ByteSub (State)
10 MAzjHEE N j B3 edmMEzdeSy T 5C0L0dz 6L &zd

ByteSub ¢ State .
S-box \

Ao |Bon Ao,z)ﬁ,{ Boa | Bos B0 Bowz [Bos [Bos [Bos
A, A, . A, A, B. B B B B

1,0 1,1 Al'j 1,3 1,4 1,5 1,0 1,1 BIl 13 1,4 1,5
By | Bo,y T 2,3 |B2,a | Pgs Bz,o | By,1 e 3 | B2a [ Bs
Azo A3y |As3n (A3 [Ajan | Ass Bso |B31 B3z |Bss | B3ya |Bys

t dhld 1 tod ZRyEFubzdHjdzy S O HisGlde B O2ISO 9o

[ B e Oldday jtsB tc O Byesud dgdijls©  tf ted d3j daj dad O - B O2
9¢d o MtlejlsMisadd M ddzo | tfdaletg Wl P
W dedetse s SlksBtO) jddv d BzaE@)df dzd ¢ Olsc
1 toj 5B tc OL ShidtRdwzd |

I shitRow MtesSd Memssw ddv §Ge dda] tOd d
LdzOyj ded™. 1kdzjoOv MsesSO doj mBOPdEBGPIS:
MstesS GeDdBo , psEdXIOs 3. dQjuezibaLdae d v s
Nb. 1 dzOUjded¥ ftdojHjdd o MmdzjHkeh j2 IO

dzts
oW
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Nb Ci C. Cs
4 1 2

1 2
8 1 3 4

t dihls jizdyddz0 MHode O o LOsadMmMddsMmisd ¢

JfjOydy MHodec O Mistest dzO k¢ OL Odzdzr § L d

ShiftRow (State)

R dzo j toc ) dShiffRowH #z9 dzw j Isfqw  yd S dzduyd M€ d2 MmMHeodc
Mistsls o j Isfisboij wdztittsi wWiz@Nb 7 w38 O21s, yYlssBsLr digdR s o
o Mmisifsfig) &3j " OdzWj+mb {itsE)chag iy .

1 toj 5B te OLMxCAuing j

1l MixColumn flstsdzB Y- MmMisswddwy tOMMd3OIsted o O
GH2®) d kddetsy O Is&fw+ 1§20 FEEhdfrctse Odedz’ 2 § sdzq

c(x) = 6036 x3 + 060016 x2 + 06016 x + 00260

[ @dz' 2 f sdzd dztsds v &f desjnlshf sl dfL, O dndigpts so Ols § dz
dgd3dj j s tsBteOIsdz 2. s0O¢ BBBMEYHOEEM! ,B5-1 Ists 3
A ded BOEdy" .

1 2 Migd = c(x) A a(x)

bo 02 03 01 01 ao
b4 01 02 03 01 a,
b, = 01 01 02 03 a;
b; 03 01 01 02 a;

t dhle. 1 toj tsB teNBXCAumOEgfigs ¥ j dzd 5 d3d da®xiiz

lted oBj dzj ded j HOdzdzs? ©f jwOydd St Bij d 0l
fjw ¢ OC¢

MixColumn (State)

R dzo | tc fiyif@olumn W 9 dzw j Isfipyw ftc] sBtoOL 59 Odzad § 3.
MixColumn . SO)YHT2 MmMbsdejy ftojtsBteOL ZjIsMw kd
dx) , BitjHjdvj B cOmdjdHlzs " dds 5B

(6036 x3 + 6016 x2 + 6Mdopxx = 6026)

] twjLEkd IsOk] §dizy0oj d

d(x) = 60B6 x3 + o00D6 x2 + 060906 x + OO0OEDO
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gz jdzdd f Cdz¥t ysd3 teOkdzH O

IrfsddyjshY s CORGE G- 66 Bds0En s
flsswded j &5. 1 dzd dz®@ € dzv YO Kb AadEs jto Qfot@iECs BHa
@] GBSGL EZOYOjlMw COC

AddRoundKey (State, RoundKey)
AddRoundKey W & dz¥ j Isfpw ddzo jemdj?2 MOdsets Mmj
atsLHOdd )] Cdzs yj?2 tw©OkzdzH O

sdzt yd twWOkdzHO § sdzzyOoOs Isfqw dL ¢ dzs QO h «
L so Odzd W, Msmstswh jets dL Heobkr ¢ &Y Bic
Cdzt yO tw©OkdHO. [Mdsodzr J Mots2MmMlseo O, CBist

- [Bhjd ydmdzs Bdlsse Hdzvw Cdz¥g yj?2 to
Zdizdets ) j dzdets?2  dz@ S tsdzdyj Mlseats tOkzdzH
Hdzddzr BdtsCO 128 Bdls d 10 ttOkdzH ts
Cdzs yj 2 s880kdzH

- HdOYOZO or ftsdzdzw j IsMw ttOMmh e dzd J

- sdzgyd twOkzdZHO tsdzEyoslsmw dL j+ Istsa
Hee hddz Mfsmtsesd: fjtear 2 € dzlNoy tcO
mMzse, olttts?2 MoMNeEddsod i figdzHu Ez¥ b

t Ofmh dtej dzd § € dz 4O

t Ofh dte dedzr 2 Cdz¥ y W o@Mfydsdntyds dzq pdg 2 tagf <
mMdzse d tsB tSLWARLE@\f sHjv ClIOLtcoNkfpdzse Mtsmistsv
Cdzs yo hdWictse Oded W . I MsOdzt dzr | Mazsoa © s
cOMmh dtej dedw € dzt yO IN®o diffird lg fisle i dzO 9 ji dedng
Nk, t©Oodz o3 ddzdf Bj tefimky Ggezbz™ j 6 .

[ dzNk ¢ 6 &3 d &3 § d3:
KeyExpansion (byte Key [4*Nk] word W[Nb * (Nr + 1)])
{

for (i = 0; i < Nk; i++)
WIi] =(Key [4*], Key [4*i+1], Key [4*i+2], Key

[4*i+3]);
for (i = Nk; i < Nb * (Nr + 1); i++) {
temp =W i To1];

if 1% N k==0)
temp = SubByte (RotByte (temp)) * Rcon

[i / NK];
WIil=WI]i - NK] ~ temp;
} }
1 H Odzdzts dsubBytzlavy Ovjo dzv j sfypw W EdSydji2, ¢t
Yd s tej mnBOAdtsy Mdztsoe 5, 9 C(tltstesdy JE-OY H
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d3j dzj @dox RijndaelS B O2isaslsee j slso e M j2 5L dydd
mMdztse § . RdBell WY 8 sL 9 6O Oj s fMmdzse 5, o] L tslststet
mMéd §4ted MlsOo dzj dz sOCdd3 BB O, 15 dj, Ylsts Hd
MBLHOJ Ismw o "(idshaztsj . Mdztse t5

[ By dzs L Od3d Isd Is Nk i dadets L{Qjfftdedregy s IgsM O d ¥ tc s o
ded v . SO HBJ MmdrjilHtiz® xRy tdjdass oHtdz h j Wiis 1] f dzs @ ©
d gL dyd\kH ®yizsoNR .1 dzv Mmdzse o YL dydwaa, ¢
Nk, MdzOyYyodzO f ted d3j dzv ¥ARIW[i -1 f | € B Is@EB &z | tc
HO. [ Odzdztsy o) SBicOYH & @ MBOtBHISSHIE od ¢ O
(RotByte) ,f sfpdzj wydcect o' §f sdzdg? j Ismyw Is OB tzd Yy dzOW
tcj m B O2IsSobBye) Mdztso §
[ dMk>6 o3"  d d3d § oB:
KeyExpansion (byte Key [4*NK] word W [Nb* (Nr+1)])
{

for (i=0; i < Nk; i++)
WIi]= (key [4*i], key [4*i+1], key [4*i+2], key
[4i+3]);
for (i = Nk; i < Nb * (Nr + 1); i++) {
temp=WI[ -1]
if (i % Nk == 0)
temp = SubByte (RotByte (temp)) * Rcon
[i / NKJ;
else if (i % Nk == 4)
temp = SubByte (temp);
Wil =WIJi T NK] ~ temp;
}

J Isdzd ydnk ¢Hedasistsdls o iIssd3, & toydskssehEdzw
ftoddsd dzv WHALY § Huzy v o " § XO8edz) dzd | o3

stsdzmis Odzlsr tc Oz dzHNOd ddg tf te jOre jf dgWw Hisls fitpsO fdzj H Iz &
L 5d3:

Rcon [i] = (RC [i], 6006, 6006, 60006)
RCl wodvey lsivw 1 @i Ezls Odg@g d 82PC d o5, ylsts:
RC [1] 1 (. j. 60108)
RC [i] x (.9 RCPHO2p)x -V

sd | EOfEAEOYOj Ishv dL fdss WiNa#i]j 6O € dz¥ 1
H 18V [Nb * (i+1)]

l6jddiszh jfso O Ok tstedls B3O
ltejddikzh jlse O, ldshvhdjmy ¢ OfMfjclkod

44



sedflsceoddujmSd) Ghdser BjL i EOdOnkK

1 Rindaeldz3sy jls or fisdditsj o yd B3 B Yd
Odkzestedilsds " dWtetso Odedw . I T f tsczdei dz®
dzdyr d Mt misd o {f tsdzdzj dad v .

 RijndaelGtsy dets t6j Odzd L € O@BYj 8 BHEOEHES C s
Lzw dzj sRAMEIGh AR W  dzj Bsdz' h s dzd fydzt
dzj 20 syl ZdeLOMEG teBEC stetsmisd o " ff tsdzdk

1 1ejtsBtcOL 59 0dzed] t©WOEZdZHO HBHEMS O] IS
Ylsts wodw jlsmw o920yd o3 fftoj ddszsj Mise
tse d MjydoddL dese Odzdzts?2 Of f Ote O

1 ¢dzetstedlsds hdWtetso Odzdw dzj dfY Bez’ L L
ydd, ffs8BEdJbH{Skttr fttsyj MO

l esiissk® ©OL©OBEIS:

T ¢ozetstedlsds M W tetso Oded s {f fotg dzdetsiAy Ig ‘d3* 2 ¢
dzfj dmMfsd LEjls Htekedr ¢ ted fShixe tcOW
oLWIlsra dL Attt dLe jMmlsdy 7 Odzet
dr MY j yqdOodz dzyf mlipdks eGRE § SH 5B d" ~

T ¢dzestedlsds dzgj BGmMdzser 9 Ojls Mmoatsy B j |
dzj W Mdeslsw i ddzd § dzetsits f sded BZOJ 3" -
s jteOyd?2.

1 s OCIsdzsls! OdzestedlsdBBO dzafj HOJ Is

1t d3j dzgdzOW H dzd dzO B dzs € O:

1 dzddzr @BdisEs192 HB 256 Bdl 4 BLo

ZdzSydd BJL € s dzdzd L Rfjael o d S Gsylg' fi l&z
EdzCydd My Olsdw. [ dzd 20 B dZEC O 12 ¢
sts2 vyddzd dzj HsMsOlssyYdes?2 .

t Of" dtej ded v :
T {ftejHjdjdd] OkesttdlsdO fLotdjls
¢ q
9

i

H dzd dz'dzts € O H dzd dz' Cdze yo o HJOY OL
h Octso 32 BdkO.

T msisw yd i dzRijnde@dAESY S Mdtetse Odats, o
oL dzgd Cdetso j dzgdwY ftotsBdzi 3 M B J IS5t Off
HdWdydtese Ols* , MHj &zOs ydmdzs Ok dz

t Ofmh d e daddvls dgalze ts te

e stcdlsdz BBy jls BT IS BsHdYdydtese Odz
Hdzd dets?2 BdzsC O d Htekzets?2 Hdzddes?2 Cdzse yo hoc

pdzetstedIlsdyz o ydmdzj dedw ftsHCdzs ydi?2 ¢ BSHH,
Hdzd dzO Ctslstster n S tOlsdzO 4 BO2IOM. [H-d dzfy
Hdd@s EydldrtedOlss tej Hj dzj dzgdd H dzd dz" € dz y O,
Hse OdzetstedIls BO.

45



I Mdeser Mjlsjos? BjiLglf DMzl dzsedd Iskzdzdzj c

dltczClskztc® OdzetstedlsdBO HBYEMSOjIs dH-dzd dzalz
ded BOdz! dzOW Hdzd 2O B ZSC O HBdzydzZO B'" IS' 16 B
ByteSub d MixColumn f toj 5Bt OL 59 Odzd VW dzjB dzts@ o0dz WilsH (ts Is
fMlse jdedz" d3  toj 5Bt OL 59 Oded § O3, Colstotsj L Qo
ShiftRow . [ dzv  C O HB2 Hdzdds BdzsC © H tisdzy dz' B
flse zt M dj Cusuglds Odzls '

[ sy dets Y tej Hj dzd Rijndadd O fifh tfldasjtatimfji SOC Y j 4 SH
Hdzd dz" B dzs@ Od3§fy K€z Y28 d 256 BdlOd- I h O
ZdzHtse SSftcjHjdvjlsmMy MdziHkehddg sBteOL SA3:

Nr = max (Nk, Nb) + 6

[ Odzdzts ] or Oy jdzedj LOHOjI ftcOQoddzs ite
HdzZv Odz! IsjtedzOIsdoadz » L dzOyYj dzd?2 Hdzddzr B dzs¢
utstlse jIsMise ¥ fuduj Ju DY @™ o fndzJleBhJQ

v OB dz3y ©
Nb G & G
5 1 2 3
7 1 2 4

1112t jydd3" o' ftsdzdej ded W Odze tsted Is dts
Mg 3z Isted ydese s h dWtetso Oded v

[ dzv fd dzdzd sted ydzr = B dzZoydzr = OdzG stgid-Is dB3ts 9
Is" 6 o f dsdifozj adzd W .

ECB i Electronic Codebook ¢ O3 H" 2 B dzs§C dzj L O W tctse Od
dedw N dWtelkzjlsmw dzj L Oo d MIRSY tsdd3isdpjsdadiy diz" B H
et 34 Cdzvg yo hdWtetseo Oded W .j toy ¢f P Qdztelzj B stz
LdzOyj ded v ( dzOf ted d3j to, € tpd Hisks{czOO ¥ Ul
oqddO M Hozdds?2 B dzsC O.

CBC i Cipher Block Chaining dz©@ o ntsH OdzéstedIlsdizdls-h dW tets
fMw tiLkzd AR HEOEdJd s BEsCO L PhrdWittse
ddwy d MmdzjHkesh jets BdSCO dzgjL OM dW tc§o-Odedets @
dzj dadhjd W tc=pjOdB sdz' h dr Mtstse M j dad 2 .

CFB7 Cipher Feedbackf tcd S Oy HBdG o' Lo Odzestdlsd
JBdlsse omBHAdSEE L dOyjddw. ltjH" Hz2Md2 L
dlsmw 9o COydMmle] IEEIEORE oo rOisHsA BT stEJ Is o3
hjgkz dzj L OM d¥t tetse Odzdetdglis 0 B dptlsYfiesj dat XARMW ¢ |
teiLlEzd O3 Clststes? wWodzw jlsmw fmidzgdwkze h d2
sseo. uvdfdudets)h dWctdelxn Galediad j f SIssC O dzj Bsdz! N«
tedYddzd tj Odz? detsets otej d3j ded, SCBGEGHO telzj yj dzj
Bdteseo OdedY o fpj.ets Mstse M j dad
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OFB i Output Feedback O dzOdzse d yj dz CFB, L O dMm¢ dz¥
9rtsH OdzettedlsdzO fted "N dWttseo Odedd Mdzj HIz®
hdWteseo Odzedw ftejHM HEh jes BAESCO; Ik ¢
YdXORM) sy te JHedf lsd3d dzj L O d W to tizef © dzdzis f 8  fy
ftod 34 dijf dedsjtisQotsf | dzls Jtetso OdzdzOW f jtej HOYO f ts
9 Cthtetsds oatsL i3y dzr Ylsjted §OCjlIstse.

tdxdds ECB
[ Odzdzr 2 toj M dd3
hdWtetse Odedzsy fts
h g
H

JIsmw MOB" d3 § te@-Mmisr
dj tBtOBOIST 9 OE.Ils MW
fmw, dmf sdzr L v tH(J
BdzcC O Mtslse jIsfisoe Izt

s
SsOYHTM2 BWdzsC W
Hdzd dzdzj § ,  UJ B3 Hdz
dzO BleSQq Motslse jlsMlse s h j 2  Hdzd dzgr , i tedn
ftod dzj sBrtSHJ A ) d tefts af Mdfds’ dai3 d disio 2@z
st twjyddikO BHJ j da
SHddZOSCtser §j L OhMdW d
tddxdas el dHIO
Hdzw hdWtetse Odedw € M
glzh jiise j dedzr d3 dzj Hi5fIsOIs @q’EzCBf sdasdgw jyl
dzj L Oh W tetso Odadzes e s fMtstsBh jdedw, sWojzwes h
d Is
EC

jLOMdWtetso Odadz
B dzis€ (.
&' djetd hsEs S

Rg 6*
=
o

dqu oMjceHO dd&3j jls tsH Jdz sls 34 L Ohd!

sdz' hdr Mtstseh jdd? tiyddH B Mudlsojlsfy:
q’d34 b dBdzsc 5 ©H JoE Sfued RS BESEdRZO dzd L §  H
By jls Brls! dMitsd Lss OdzO.

tdxda CBC

[ dzv ftoj SHisdzj ded W
SHJdOCtse " j dzj L Oh W
tctseo Odadz" J . [ dzv 1 Ists@

dzd
s Odedz" | BAazSESC - 6]
Is ts
ftedd3j dzj dzd WXOB§ j 689
o

o COUkmbHy ®Iske
QUY j sz dzj L O d ¥ te 5 0-O dzdzt
HiEh j sz L Oh W tetso O dzdzts
rdzv fsdzyjddy §Jit

J
Bz B S 2.
otsets BzEC O L OB W tot
mv ddzdydOdzdL Oydsdedser 2 94§ SCbstste (I V), H d
XORf) f jteas'CdsdB dizj L O W tctso Odgdets e s fMistsB N |
or f sdzdg” j sMWORHY e ® Y BsH R OdzetstedIlsBO tcO
fsdzyj dzedv fjtcotsets B O dzj L O W tetso O dac
IV Htsdjdz BT st dLojMmlsjdz COC ls§icOoc
fnd 30dzt dets?2 BV sHf ©dgpzisdglsefr s L O dh jdz IsOC

b |

HsfMisOlsSC s ECB dfy
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v Py P,
K
4
G G
tdml7z. zdWwtttsaOdedd o Wiy ddd wl d
C G
| —

K
PacwucpoBaHue

v

ﬂ?
Py

tdmis { OMh qY¥ o Odedj o tjxyddj ul

tindad CFB

I dzsydy 2 Odetstedlsd ftoj HdOL dzOyj dz dadzv
dzs?2 H.dzdfdat dzOC 5 Ry dzgs o 5B OL 59 Ols! B dzs Y
Odkzcstedlscd h dqitetseo Odzdw, dMmftsd LY fsfidzj H dz
tedlsds hqWtetso Odgd™ bkilsteOdzv jIs dzj SBRtSH d B fls!
ydiizs BdsStse HMsOsyds Bd " sDjisddd
fslssC MdRotsdss, COYHT2 Mddotsd &Bsyjls hd)
l dMfsd (o Odas e gzj Mgl dip tsaO daksc s toj g o BO B C
RO hdWietseo Odzd v .

J Hded off tafjLd Bzh jMlse kOSCBEts toj ) ddiz0 OB dzts Y dzts
dzdv wodw jlsfw I, SuEstd jLd@hd Yeisio) Gdzdesi?2 iy J
dMmntsHdsj .

I EHPBdlsOk! , ylsts BdsS HOdM &, Jnfsd LI
dqu Bdls; B Ydz' &3 L dz0=gj dzf P& Yo &V Jelgfmf 5§ C
dMf sd L kj s fixOR Hlfvj tefOlayjd™ HEZh j 65 B &SSO L Oh ¢

P,
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MsO dsMdits BESCO djL O dWtctse Odgdetse s Is g
Bdzs¢ LOhNdWtcseo Odzdesets Isj EMlsO wo dzv jjsmw |
LOhNdWtcso Odzdztse s Isj € MisO.

t OmMimdsslsted s h dW¥W tcso Odedj . | RtsH A jW-Iz dzS
cdfmkte MHadcE O, Clste" 2 Of st s daO ydodas iz
dzr 2 9 JVC bty JdBjdplsthe o' RHO Odze tstedd-30O
YdXorfn jttdB BEORd daj L Oh d W tets 9 (Q daddrsy G iidf tshiglts |
yjdedv fjtcotsets BdzsC O L O d Wstddtod®jdzdisstiests , iy
®Bsj wjedMmisteO MHo BaBGisenY sdjddj 6 sis fig@ o
Bdlstse 1 Issédts tjddMmlste®. Cltsls sy MM 1t
LONJWtctso Odes oM Mtsseh jded g .

lted wOMh dWteseo Odedd dMftsd L E2jIsfy OdzOc
stsets, Yt HdzY BdESCO §tdzyoy @3¢ i sdze ¢
S jOXORM o' AicHBSMHR OdetstdlsdBO Hov §sdkz
BdztsC O.

2
— —
PerucTp caBura PerucTtp caBsura
n-j 6utos |j6m'oa n - j 6utoB |j6MTOB
n 6utos n 6utoB
K K
LndpoBaHue LucpoBaHue
n 6utoB n 6utoB
Ucnonb3oBatb OT6poCcUTL Ucnonb3oBatb OT6pOCUTL
j 6uToB | n- j 6utos j 6utoB | n- j 6utos
j6urtos j 6utoB
G G
+ >
j6utoB j 6uToB
Py P,

tdmhmle. zdWtttseaOded il 9 iy ddsd

49



I Mdeser Mjlsjos? BjiLglf DMzl dzsedd Iskzdzdzj c

«— e——]
Peructp caBura Peructp casura
n - j 6utos | j butoB n - j 6utos | j butoB

K l I
{myposaﬂue _K@poaauue

n 6utoB n 6uTtoB
Ucnonb3oBaTtb OT6poCUTL Ucnonb3osate OT6pocuTh
j 6utoB I n- j 6utos j butoB | n- j 6utoB
j 6utoB j 6utos
. j 6utoB
j 6utoB
+ 7 G G
j 6uros j butos
Py P,

t dih20. { OMmMhdWtctser o OFdedj o© i dd3d

tixdda OFB

[ Odedz" 2 tjydBepP@dBEc CHEBd  OLddyoO L O¢ &
Yylsts or asH OdzetstedIlsd3O o tojyddzdy OFB ftsHO] L
tediydd3di CFB 9 tjcedmilste fsHOjIsMwXOR§L Zdz! Is(
dzj L Oh d ¥ tets 9 Odzdzts 3z detsQIz d tjLEkzd IsOlk Odzc

{mdzetso dzts j  §tej d Bz fr]lsfrpmnlsthJ@ISdOBO Is@Y B, Ulbsts
tej HOYJ ftetsdL sh dzO hde ¢ O, sts dz0 Odzy tOf
hdWtcseo Odadz § detqu’, d Ijdd MO iz fiPsn tc O©dgw
dzedw ffdzjHkzshds BdsCte. | Of todd3j tay,, J fdzd
sts 1 Ists f todso jSH jdf oldsmdfitsty desflsd ttOMh @k tetso O
dZeyjdedwyr Odz! dgj 2" Ow ftsdzj Hiso Olsj dz! detsfls B
Cotetej Clsdets. 1 ted dMmY sdz tl oo @jdiEfgfv toa) yd@RP] IFlso
teiedmiste d, fdzj Hs9 Ols j dz' dzts, weodzw jIsiqpw  f to
fs¢ 0.

1 JHEEMsOletsCs 5, B ylsts tsdzg Btsdzj j Evise-ddz €
¢ O Msseh jdd?2, yjd CFB.
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{ M2l zdWtetse OdzdQFBoe tej ¥ d B

tdMm22 t ofmh dWtetseo OGEB] o toj 3 dd3d
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