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Bonpochbl no Kypcy «MaTtemaTtnyeckme OCHOBbI

6e3onacHocTu UT»
Jlaronuna O.P.

Maructpatypa, PKT, 17-18 yu. rox

OCHOBHBIE TIOHSTHS M OIPEACIICHUs, OTHOCAIIHMECS K HWHOOPMAIMOHHOM
0€30MMacCHOCTH: aTakW, yS3BUMOCTH, MOJMTHUKA OE30MaCHOCTH, MEXaHU3MBI U
CEPBUCHI 0€30IMTaCHOCTH; KJIaCCU(PUKAIIHS aTaK.

AJroput™Mel cUMMeTpU4HOro mudpoBanus. [loHsTre croiikocTu anropurMa,
TUIBl ~ OMEpaluid, HUCHIOIb3YEMBIX B  QIrOPUTMAX  CHUMMETPUYHOTO
muppoBanus. Cerp Deifmrens.

Anropurmsl DES u tpoiinoit DES.
Anroputmbl cummerpuanoro mudposanus Blowfish, IDEA, TOCT 28147.

PexxyuMbl BBITOJIHEHUS AJIropuTMOB CUMMCTPUYIHOI'O IJ_II/I(I)IZ)OBaHI/ISI. Cr1oco05b1
COo3aaHusA HCCBI[OCquafIHBIX YHUCCII.

Ausroput™m  Rijndael. Marematnueckue TOHSATHS, JEKalMe B OCHOBE
anroput™a Rijndael. Ctpykrypa anropurma Rijndael.

OcCHOBHbIE TOHATHSA, OTHOCSIIMECS K KPUNTOrpaduu C OTKPHITHIM KIIIOUOM,
CTIOCOOBI MCIOJIB30BAHUSI AITOPUTMOB C OTKPBITBIM KIIIOUOM: HIH(pOBaHUE,
CO3/1aHHE U TPOBepKa U(POBOIi MOANKCH, OOMEH KITIOYA.

Anroputm RSA.
Anroputm uddu-Xennmana.

TpeboBanust k kpunrorpaduueckum x3m-GpyHkusaM. Xou-pyakuuu MDS,
SHA-1, SHA-2, SHA-3 u I'OCT 3411.

O0ecrieueHne ETOCTHOCTH COOOIIEHNH.

OcHoBHbIE TpeOOBaHUS K MHUQPPOBBIM TOJMUCSIM, CTaHIAPTHl HUGPOBOMH
noarcu ['OCT 3410 u DSS.

Kpunrorpadus ¢ ncrnosiib30BaHueM ITUITHUECKUX KPUBBIX.

OcCHOBHBIE ~ TPOTOKOJNBI ~ ayTeHTU(UKauM U  OOMeHa  KIo4Yed ¢
HCIIOJIb30BAaHUEM TPEThEN JOBEPEHHOU CTOPOHBI.

Aytentudukanus u ooOMeH kitoueil B mpotokone Kerberos.
WudpactpykTypa oTkpeiToro kitoya. Ceprudukarsr X.509 v3.

WNudpactpykTypa oTKphITOro Kitoya. Penosuropuii ceprudukaron. CriocoObt
OTMEHBI CEPTU(PHUKATOB.

AytenTuduKalms 1 0OMeH Kitoueld B mpotokosie TLS/SSL.



