Texunosnorum cerm MHTepHeT (I).

OK3aMeHalUMOHHEE BOIPOCEH 3a OceHHuM ceMmectp 2021 roma.

1. 3HaueHMe lHTepHeT B XM3HM obOmecTBa. OCHOBHEBIE
BO3MOXHOCTM JVIHTepHeT (nepeumcinThb) . Kak JVHTepHeT
M3MEHMIIa XM3HB UYejioBedecTBa? OpraHM3alMOHHAaA
crpykTypa MHTepHeT. KommreTel IETE, IANA m gpyrue.

2. Crex OpOTOKOJIOB IP B CpaBHEHMM CO CTEKOM IIPOTOKOJIOB
OSI. HasHaueHMe CeTeBHX YypOBHel. HaszsHaueHue
OCHOBHEIX MpoTOokoJioB TCP/IP.

3. Apmpecaumda B Internet (IPv4). Ampecauusa ceTel,
noncerey m ycrpomcTre ("xocTtor"). Kiacc-
OPMEHTHUPOBaHHAA M OeckJjlaccoBas alpecauusa. Ampecalud
cepBucop. CrneumualsibHele anpeca M OJIOKM aIpecoB.

4. CucreMa IOOMEeHHEIX MMeH. HazHaueHme. OOBEKTEH
MMEeHOBaHMA. PecypcCHBEe 3alMcu M MX THUIBE. PoJsnu
CepBepoB, B3aMMOIENCTBME CepBepOB. [loHATME SBOHBL
orBeTCcTBeHHOCTHM. "OOpaTHaa" ampecaursa. Bes3onacHOCTb
DNS. MHTepHaumoHanms3aumusa DNS.

5. Craruueckasa MapupyTmszauma. Tadjamia MapupyTU3aluMn.
Forwarding (nponBmxeHUe) .

6. IOuHaMmueckasa MapupyTmsaumsa. OCHOBHBE aJITOPUTMH .

7. IrHaMMUeckad MapupyTuslaumudg. [IoHATMe OPpOoTOKOJIa
MapupyTuzauuu. O0030p MNPOTOKOJIOB MapUpyTU3aLUN.
ABTOHOMHEIE CUCTEMEL.

8. Ilporokon IP.

9. Ilporoxkon ICMP.

10. IP-ampeca IPvb.

11. IIporoxkos IPv6.

12 . Ilporoxos ICMPvo6.

13. llporokos UDP.

14. Ilporokon TCP - dopmaT 3arojioBka, OpraHmM3alud
nepenayy OaHHBIX.

15. IIporokosr TCP - mpouenypa YyCTAaHOBJIEHMSA U paspbBa
CoenMHEeHMd, NPOTOKOJIbBHEM aBTOMAT.

16. [IporpaMMUpOBaHME MNepelnaur OaHHwx no TCP/IP. API
«Socket»

17. Yrpo3e MHOOPMALMOHHOM Oe30INaCHOCTM B ceTu VHTepHeT:
OCHOBHEIE KJIQCCHE M MCTOUHUKMU.

18. MexceTeBrle B5kpaHbl. HasHaueHue. Tunel. [IpMHLINMIIE
PaboOTHL.

19. lIpuHUMOE Pa®OTEl UM MEeTONMKA HACTPOMKMU OUIIbLTPYILETO
MapupyTmMsaTopa.



[[pMMEPHEIM CHMCOK BOIPOCORBR, KOTOPHE MOTYT OBITH 3alIaHH B
KaueCTBe IOINOJIHUTEJIbHEIX .

1. IlpmBecTM OpUMEPH CIOCODOOB OOWEeHMS JoOey B JHTepHeT.
2. llpuBecTHu NOPMMEPE MCIOJBb30BaHMUA VHTepHEeT B OMBHECE.
3. B uem OCHOBHHE OQYHKUMM OpraHmzaumm IETE?

4. B uem OCHOBHEE QyHKUMM OpraHm3aumm IANA.

5. B ueM OCHOBHEE QyHKUMM OpTraHmszauum ICANN.

6. IlepeunciuThb ceTeBble ypoBHM OSI.

7. IllepeuncnuThb ceTeBble ypoBHUM TCP/IP.

8. HasHaueHUe (KOHKpPeTHOTO) ypoBHA OSI.

9. HaszsHaueHMe (KOHKPeTHOTO) ypoBHa TCP/IP. Kakomy

ypPOBHIO OSI OH COOTBETCTBYET.

10. HasHaueHre (KOHKPETHOTO) MpoTokoja B TCP/IP
(IP/ICMP/TCP/UDP/SCTP) .

11. B uem orsimume TCP or UDP? A UDP or IP?

12 . [lepeuncanUTe OPOTOKOJE (5-6) OPMKIAIHOTO YPOBHS B
TCP/IP.

13. Kak HasHBamwTCd NakKeTh NpoTokojia 1P/UDP/TCP?

14. Yro Takoe MAC-ampec M OJid 4eT'O OH MCIOJIb3YyeTCH?

15. Uro Takoe IP-ampec M 1OJjid 4Yero OH MCIOJb3yeTcsa?

16.YTo Takoe HOMEp NOpPTa M IJid YerO OH MCIOJNb3yeTCsa?

17. Y0 Takoe Macka CeTM M »OJIS Yero OHa MCIOJIbL3yeTcsa?

18. UTo moHMMaeTcsd Ion «ceTbio» B TCP/IP (B KOHTEKCTe
agpecauumn) ?

19. CkOJIBKO XOCTOB MOXHO PasMeCTUTb B CeTU C IJIMHOM
mMacky L7

20. Yr0o Takoe «cepwple» IP-ampeca M OJd YeI'O OHU
NpenHa3HaudeHbB M MCIOJb3YylTCa?

21.4Yro Takoe IP-ampeca Link-Local m njsg 4Yero OHU
UCIIOJNIB3YITCS?

22 . 0ng uero mucrnojb3yercd cers 127.0.0.0/87?

23.UYro comepxuT odann /etc/services?

24 .4YTO0 Takoe CeTeBOM TpaHcHaATop anpecosB (NAT)? IOnsa
yero OHUM MCIOJb3YyKTCS?

25.UYro comepxur obarnn /etc/hosts?

26. laTe kKpaTkoe omnpeznejieHre DNS. g 4Yyero MCIOJNb3yeTCsd
DNS?

277 . [lepeuynCamUTb TUIBE PECYPCHEIX 3anmucem (5-6).



28. [Inma 4yero MCIOJIb3YEeTCsa PecypcHas 3alMcCh
(KOHKpPEeTHOT'0) Tula (M3 yIOMMHABIIMXCS B Kypce) ?

29.YT0 Taxkoe IOOMEH?

30. UYro Taxkoe 30HA?

31. UYem OoMeH OTJAMYAETCHS OT SBOHBI?

32. B uemMm pasHMla MeXOy [NEePBUUYHBIM M BTOPUUHBIM CEPBEPOM?

33. B uemMm pasHMla MeXOy PEeKYPCUBHBIM M HEPEeKYPCUBHBIM
3anpocom?

34. B ueMm pasHMuIlA MeXOy PEeKYPCUBHBIM U HEPEKYPCUBHBIM
cepBepoM?

35. BanucaTres DNS-3amnpoc nJjsg onpenejieHrs IOMEHHOT'O MMEHU
no IP-ampecy (ampec 3anaH) .

36. I[lpoTokost DNS: TPaHCIOPTHHE MIPOTOKOJBE, HOMEpa
[IOPTOB.

37.B uem pasHMlla MeXOy CTaTUUECKOM M IMHAMUUECKOM
MapupyTuszaumuen? llpeuMmylmiecTBa TOUW U OPYIT'ON.

38. Uro Takoe Forwarding?

39. Uro Takoe MapumpyT 10 YMOJIUYAHUIO?

40. Bamaua:
Hano: 1) Tabmuua MapupyTusauum (2-4 MaplpyTHBIX
npaeuia)
2) IP-pmevrTarpamMMa C OIpeneJieHHBEM aIpeCcoM
Ha3HaUYeHUs.
HamTu: 1o KakoMy M3 BalaHHBIX MapupyToB OynerT
OTIIpaBJIeHa IeyTarpaMMma C 3aXaHHBM ampecom?

41 . [lepeunCIIUTb AJITOPMUTMEL MapupyTU3aLN .

42 . llepeunCaAMTb NPOTOKOJE MAapULPyTU3aLUN.

43 . [lpoTOKOJI MapupyTuslauum XXX (M3 umcia oOOCYXIAaBUMXCS
B KypCe) 4BJIS€TCHA BHYTPEHHUM WJIM BHEWHUM?

44 . Ha kakoOM aJjil'OpMTME OCHOBAH IIPOTOKOJ MapupyTM3alnmu
XXX (13 umciia obCcyxXImaBUMXCHA B Kypce) ?

45. Y70 Takoe ABTOHOMHasa cucrTema?

46.YTo Takoe MapupyTMaLuMg OT MCTOUHMKA .

477 . Iyia uero CJayXxuT [noJjie XXX (KOHKpeTHOe) B 3al'0JIOBKe
nporokoJjia IP?

48. [Ing 4ero MCHIOJBb3YKTCS M B UeM 3aKJIUalTCHd
bparMeHTalUMda U peacceMOIupoBaHue”?

49. lveeTcsa IP-memTarpaMMa. Kak onpenesamuThb, B3TO lLejasd
nerarpaMMa MM ¢oparMeHT Opyrol, OoJibluekn
neTarpaMMEL?

50. llepeumcauTh oONUMM 3aT'OJIOBKa 1P (3-4).
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I;iga 4Jyero MCHOoJib3yeTcsa (KOHKpeTHas) ONLUMA 3al'0JIOBKAa
Ip?
Uro comepxuT odann /etc/protocols?

[lepeuncamTe coobueHmsa ICMP, wmcnosip3ymoumecd oJid
TECTUPOBaAHUSA OOCTWXMMOCTM CTAaHUUM B VHTepHEeT.
[lepeuncianuTtes coobuweHmsa ICMP o6 oumbkax.

Kak nogyuatesib coofumeHua ICMP o6 ouwmbOke ONpenesiuT,
KaKOM ero [OpPT, COKEeT M NPUIIOXEHME BEIBBIBAJIM DBTY
ommMoOKYy ?

Ilng 4Yero mnpenHasHAUYEeHH ClIelMalibHEle azmpeca 1Pve ::0
| ::1 | FFOl::1 | FFO2::1 | FF02::2 | FFO05::27
Ii1a yero mnpenHas3HaueHBl ClelMalJibHele ceTu 1Pvo
FF00::/8 | FE80::/10 | FECO::/107?

IOia yero cayXxmuT noje XXX (KOHKpeTHOe) B 3arl'0OJIOBKE
nporokoja I1Pve?

[lepeuncaIUTbL OCHOBHEE 3aT'OJIOBKM pacumpeHuMr I1Pvo6.
T'me HaxomaTcda OnNuUMM B 1PvoO?

[lepeurcamTb coobueHmsa ICMPv6, mMconojab3yoilMecs IJid
TECTUPOBAHUA NOCTUMXMMOCTM CTAaHUMM B JHTEepHeT.
[lepeuncamTs coobuweHuda ICMPv6o o6 ommbkKax.
[lepeuncamTs coobueHud ICMPv6 nOJjiga OMHaAMMUECKOTIO
KOHQUTI'YPUPOBAHMA XOCTOB.

IOia yero cayxmuT noje XXX (KOHKpeTHOe) B 3al'0OJIOBKE
nporokoJjia UDP?

Iina xakux Tunos Tpadmxka UDP npennouTmTesibHEM, UYeM
TCP?

3aueM OTKIIUAaeTCHd KOHTpPOJIbHasd cyMMma B UDP? Kaxk sTO
nejilaerca?

Iiia yero cayXxmuT rnojie XXX (KOHKpeTHOe) B 3al'0OJIOBKE
nporokoJjia TCP?

[lepeuncanTes Gsarm B 3arojiopke TCP.

IOaa yero cayxuT ¢jar XXX (KOHKPETHEM) B 3aTl'OJIOBKE
nporokoJjia TCP?

[lepeuncinMTs COCTOAHMA MNIPOTOKOJIBHOTO arToMaTa TCP
(xoTg OBl OOJIBUIYID YACTh) .

B ueM OCHOBHafa uIed INPMHLMUIIA CKOJIb3AWler0 OKHAa?

B ueM OCHOBHafa uied YyCOBEPIUEHOCTBOBaHMA Fast
Retransmission / Fast Recovery?



73.B ueM OCHOBHAas MIes yCOBEPIIEHOCTBOBaHMA Excplicit
Congestion Notification?

74 . llepeuncanTb QyHKUMM API «Socket» (xoTsa OB OOJIBIIYIO

4acTh) .

75. ;1 4yero mcHojJib3yeTcsd (KOHKpeTHas) oyHkuma APT
«Socket»?

76. Kak onpenensercsa IP-ampec M HOMEp IopTa, €Clu B
byukuum bind () B kauecTBe IP-ampeca M HOMepa IopTa

ykazarb O.
77. g yero MCIoJib3yeTcda (yHKUMsa select () ?

78.Yr0 Takoe aTaka-?

79. Yr0 Takoe yS3BUMOCTH?

80. YTro Takoe yrposaZ

81l. Uro Takoe KOHPUIEHLMAJILHOCTH?

82.UT0o Takoe LEeJIOCTHOCTH?

83. UTo Takoe IMNOIJIMHHOCTE?

84. Kak obecrneumBaeTCcss KOHOUIOEHUMAJILHOCTL (IpM nepenaue
o ceTn) ?

85. Kak obecneumBarnTCda LEJOCTHOCTbL M NOIJIMHHOCTL (OpU
rnepenave 1o ceTu) ?

86.UTo Takoe mImeHTUOUKALMSI (CTOPOH IPU CETEBHIX
coeIMHeHusax) ?

87.4YTo Takoe ayTeHTHOMKALUMS (CTOPOH IIPU CETEBHIX
coeIMHeHusax) ?

88. Uro Takoe aBToOpMzauLMa (IPM CETEBHX COEOMHEHMSAX) ?

89. B ueM 3BakKJIKUaeTCsa aTaka [NOBTOPHOT'O MNPOMUIPHIBAHUA
(Replay) ?

90. OCHOBHEIE BO3MOXHOCTM aTaKyoIEeI'o IIPM MCIOJIb30BaHUN
ouMOKM IepenojyiHeHusa Oybepa.

91. B ueMm 3BakjiouaeTcsa aTaka SYN-Flood?

92. Kak MOXHO 33allMTUTLCS OT aTakmu SYN-Flood?

93. Uro Takoe DOS-arTaka-?

94. Yro Takoe MexceTeBOM nkpaH? (I[IpuBecTM omnpenejyieHue)

95. Uro O3HauaeT TepMUH «OuJIbTpaumsa MnakeToB C
MHCIIEKLMEN COCTOSHUSI»?

96.YT0 Takoe NepCOHAJIbHEM OQareproj? UeM OH OTJIMYAETCH
OT CeTeBOIrOo?

97.Uro o3HauaeT mercTBuMe pass/deny/unreach B mnpaBuie
bavepsosia IPFW?



98. Uro o3HauaeT yciyoBue setup/established/keep-state B
npasuiie damepsosia IPFW?

99. B ueM 3akJjiouaeTcs aTaka I1P-spoofing?

100. Kakx MOXHO MNPOTMBOINEMCTBOBATbL aTake IP-spoofing?
(IlpuBecTM nprUMep HACTPOMKM OQanepsoiia)

101. 3anmaum:
paspemmTs Bxomaummi/vcxonammii Tpadbmuxk TCP/UDP/ICMP k
JII00BIM/ OTIPE IeJIEHHEIM CEePBUCaM.
[lpyBecTn KOHOUI'ypaLuid barepsBoJia.

102.4Y1t0o Takoe Intrusion Detection System (IDC)?



