TexXHOJIOTUM CeTHu VHTepHeT: NPUKJAIHEE IPOTOKOJIEL M CEPBMUCH.
Skx3aMeHallMOHHEIE BOIPOCH 3a BeceHHuM cemecTp 2020 roma.

1. OCHOBHEIE BMIB YyS3BUMOCTEMN MHQOPMALIMOHHOM Oe30IaCHOCTM B VIHTEepHEeT.
2. CuvmMmmeTpuuHele mMOpPel. OCHOBHEIE INOHATHA. [IpMMEpPBl. PeXMMH NPMMEeHEHMUS .

3. Kpunrorpadmueckme KOHTPOJIBHEIE CYMMEl M Xsu-byHKUMM. OnpenejieHus.
[IpyMepsl MCIIOJIL30BaHMUA .

4. AcyMMeTpMuble KpunTOorpadmueckme ajropuUTMel. OCHOBHBIE NOHATUA. [IPUMHLMIIE
MCIIOJIb30BaHMA. OJJIEKTPOHHAasA LUupporas MNOLNNUCH.

5. AyTeHTM(l)MKaLLMFI CTOPOH IIPM CeTEeBHEIX COEIMHEHMAX.

6. PachnpenesieHMe OTKPBITEIX KJOUelM. VHQpacTpyKTypa OTKPEITEX kJoden X.509,
OCHOBHEIE TIOHATUSA.

7. Hporokon SSL/TLS. HaszHaueHme. MCTOpusa. APXUTEKTypa, BHYTPEHHUE
OpOTOKOJIEL. Record Layer.

8. Iporokon SSL/TLS. 0630p ya3BuMocTel. Araku BEAST, POODLE. ATaku Ha
nporokosi Handshake.

9. Iporokos TLS 1.3. BHyTpeHHMe HpoTOkOJIEI Record Layer, Alert, CCS.
10. Iporokos TLS 1.3. Pacumpenus (Extensions) B nporokosie Handshake.
12. Iporokos TLS 1.3. BHyTpeHHMM nOpoTokoJ Handshake: Of6mas cxema
B3auMoIeMcTBUM . BrlpaBorTka ofmero cexpera no Merony Diffie-Hellman.
Coobmenmsa ClientHello, ServerHello, HelloRetryRequest,
EncryptedExtensions.

11. Iporokos TLS 1.3. BHyTpeHHMM nporokoj Handshake: CokxpameHHas cxeMma
B3aMMOIEMCTBUM C MCIIOJIb30BaHMEM IIpelBapUTEJIbHO COIJIACOBAHHOI'O CeKpeTa
(PreSharedSecret) . Coobmenmua ClientHello, ServerHello,
EncryptedExtensions, NewSessionTicket.

12. Iporokos TLS 1.3. BHyTpeHHMM NOpoTokoJ Handshake: OOmas cxema
B3auMonencTBUM. AyTeHTudbMraums cropoH. Coobmenus CertificateRequest,
Certificate, CertificateVerify, Finished.

13. IpoTokosm TLS 1.3: PacueTe KJIOUEN.

14. Iporoxon Kerberos.

15. BCGMVIpHaH IIayTmHa: 3Ha4YeHMEe B XNM3HU obmecTBa, OCHOBHEE CBOVICTBa,
OCHOBHBIE KOMIIOHEHTHE aPXUTEKTYPHL.

16. URL/URI u MIME.

17. Iporoxon HTTP 1.1: HasHadeHMe, OCHOBHEIE CBOMCTBa. dopMaT COOOUEHUN.
Tunel coobmeHur (MeTOons) M KOIE BO3BpaTa.

18. Iporoxos HTTP 1.1: CneumasibHeHE OYHKUUM: ayTeHTUOUKALMSA CTOPOH,
nommepXxkKa ceaHcoB (cookie).

19. Iporokos HTTP 1.1: CneumanbHbEe OGYyHKLMM: COTJIACOBaHME COIOEpPXaHUsd,
K2UIMPOBAaHUE .

20. Aszwmky pazmeTky HTML m XML. OCHOBHEE MNOHATHUSA. JMcTopus. Hosoe B HTML



21. fswk HTML: CroeumajsibHEE DJIEMEHTH: CCBUIKM, KapTe, OGOPMEI, CKPMUIITEH,
ODOBEKTH .

22. Adzmk XML: I[IpmHUMOE pa30opa. OCHOBHEE IPUJIOXEHMS.



[I[pMMEPHE CIMCOK BOIPOCOB, KOTOPBIE MOTYT OBTH BaIaHbH B KauecTBe
IOIIOJIHUTEJIbHEIX .

. B ueMm BakjwuaeTCcsa aTaka NOBTOPHOTO HOporpeBaHua (Replay)
. B ueM 3BakjouUaeTCcd aTaka [IepeloJiHeHusa Oydepa?

1. Uro Takoe ya3BMMOCTL?

2. Uro Takoe aTaka-?

3. VpeHTubMkaumsa - OIpenejieHUe
4. AyTeHTHMOMKALMS — ONpenejieHue
5. ABTOopMBaUMAa - OINpenejieHMe

6

7

8. B uewm PasHMIa MeXny CHMMETPMYHBIMM M aAaCUMMETPVMYHBIMM aAJITOPVMTMaAaMM

mmppoBaHMa?
9. B ueM pa3HMIA MeXIy OJIOUHBEIMM M IIOTOKOBEIMM ajilopMTMaMy WMOpOoBaHMA.
10. [lepeunCaNTb M3BECTHBEE aJTOPMTMEl WMOPOBAHMA .
11. [lepeunCcamUTs MBBECTHHE PEXMMBl NPVMMEHEHUS aJITOPUTMOB WUOPOBAHUA.
12. UTO Takoe BEeKTOp MHMUMAIM3aAUUM?
13. HyxHO nepenatb muHbOopmMauumio oT aboHeHTa A kK aboHeHTy B Tak,

UTOOBE HMKTO [IOCTOPOHHMM HEe MOI' C HeM O3HAKOMUTLCH. YKazaTb XOTsA O
1 cnocob xak 3TO cHejlaThb, ONMCAThb HOAPODOHO.

14. Xnum-QyHKIMA — OIpenelieHUe.

15. Kpunrorpadpnueckada KOHTPOJIbHAA CyMMa — OIpeleJieHME.

16. Message Authentication Code (MAC) - omnpeznejieHUue.

17. dro Takoe HMAC?

18. HyxHO nepenatb muHbOopMauumio oT aboHeHTa A k aboHeHTy B Tak,

UTOOBE HMKTO I[IOCTOPOHHMM He MOT e€e M3MeHUTh. YKaszaTb xoTsa Ou 1
crnoco® kKak 3TO CchOejaThb, OIMCaATh IOOPOOHO.

19. [lepeunCaAMTE M3BECTHBIE AJITOPUTMBEL ACUMMETPUYHOM KpuITOTpadmm.

20. Kakue 3amadm MOXHO pellaThk ajlropmuTMoM RSA|DH|DSA?

21. KaxkyMy acruMMEeTPUUHBIMM aJIFOPUTMaMM MOXHO pellaTh 3amaun
BEIPAOOTKM obmero cexkpera| SUII | mmppoBaHMs IaHHBIX.

22. [IpBeCcTM HOPANOK OeMcTeMM M QOpMyJiEl B ajaropmuTMme DH.

23. [IpyBeCTN MNOPSAHAOK INEMCTBUNM M QOPMyJEl OOMeHa KJ4YaMy [IPpM [IOMOUM
RSA.

24. [IpyBeCcTM HNOPSAHOK IOeMcTBUM M QopMysel SUII npm nomoumm RSA.

25. SUII - omnpenejieHue.

26. IBa aboHeHTa A M B YyCTAHOBMIIM coeIuHeHMre. Kak aboHeHTy A
yOenomuTeCcsa, UuTo aboHeHT B — OeMCTBUTEJIbHO TOT, 3a kKoro cebg BeHOAeT?

Ykazarbs xoTg Ovl 1 cnoco6® crmejlaTh 3TO, OINMCATh OOPODOHO.

27. VHbOpacTPpyKTypa OTKPHITEIX KJIOUEM — OIpenelieHMe.

28. UTO Takoe cepTudMKaT OTKPHTOI'O KJIO4Ya?

29. UTO Takoe CIMCOK OT3hBa CEepPTUPMKATOB?

30. Uro Takoe YmocTorepswoumi llenTp (CA)?

31. UTo Takoe CepTUOMKALMOHHHBIM IIYyThH?

32. UTo Takoe Kpocc-cepTudmxaT?

33. [lepeunCciInuTb IPOTOKJIE, KOTOPEE MCIOJB3YITCS B MHOPACTPYKType

OTKPBITBEIX KJIUEen.

34. [lepeuncinuTs BHYTPEeHHMEe NpoTOoKoJE SSL/TLS.
35. OnMcarTh HAa3HAUEHME BHYTPEHHero mnporokosia SST/TLS, yKaz3aHHOTO
3K3aMeHaTOpPOM.
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[lepeuynCaUTbL NOOYPOBHM IpoTokojila Record Layer.
Uro Takoe 3anojsHuUTesb (Pad) B Record Layer?
[lepeurciInuTs M3BeCTHHE aTaku Ha SSL/TLS.

B uem zakiwuaeTca aTaka BEAST?

B uem 3aksouaeTca araka POODLE?

[lepeumcanTes coobmeHMs npoTokoJia Handshake B TLS 1.3.

I71a 4Yero MCHOJB3yeTCHd pacumpeHue supported versions |
supported groups | key share | signature algorithms |
pre shared key | certificate authorities | server name

I71a 4Yero uCHOJb3yeTcA Iojie cipher suites B cooBOmeHun
ClientHello?

Uro nepemaetTcsa B coobmenHun Certificate? B kakmux ciydasx
TIOCJIBIaeTCa Takoe coobumeHue?

Yro Takoe DANE?

Kak BEHIMNOJIHAETCS ayTEeHTUOMKAIIMS CTOPOH MNPM IOJIHOM ClieHapum
Handshake B TLS 1.3?

Kak BHIIOJIHAETCHA ayTEeHTUOUKALMA CTOPOH IIPM COKPAIEHHOM CLEeHapum
Handshake B TLS 1.3?

Yro Takoe AEAD?

Yro Takoe Oumiier (Ticket)s Kerberos?
Bauem HyxeH Authentificator B Kerberos?
B uwam pasHuua Mmexny AS m TGS?

PazobpaTe Ha kKOMIOHeHTH URL, NpensyiOXeHHB NpelomaBaTeJIEM.
[lepeuncanuTte Oasz30BEEe Tunel MIME.
[Mepeuncamre THUIEl MIME, wmcnosbsyewmesle B HTTP.

[lepeuncanTte MeTonmel HTTP.

[lepeuncanTe IPYNNE KOOOB BO3BpaTa HTTP.

dro Takoe Cookie?

[lepeuncamUTes CxXeMB ayTeHTudukaumm cTopoH B HTTP, maTbe uM
KpaTKMe XapaKTepUCTUKN.

Yro Taxkoe DTD?

[lepeumnnTe M3BeCcTHBE 3JeMeHTE HTML, xpome HTML5, He mMeHee 5.

[lepeunCcamUTbs MBBECTHHEe 3JieMeHTEl HTML5, He MeHee 5.

OxapakTepu30BaTh HazHaueHue HTML-mjnemMeHTa <a> | <map> | <form>
| <script> | <object>.

B uem pasHuua mMexny DOM-paszbopom m SAX-paszbopom XML.

[lepeuynCaMTbL M3BECTHBE HpuiioxeHMsa XML, He MeHee 5.

OxapakTepu30BaTh HaszHaueHMe nNpumiioxeHms XML XHTML | XMLSchema |
SVG | MathML | XForms | XQuery | SOAP | XSLT | XSL-FO.



